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Hardware or software systems of certain human activities (for example, the 

recreation of intelligent reasoning and actions using software systems and devices, or 
the imitation of a device of intellectual behavior inherent in humans). Machine 
Learning (ML) and Deep Learning (DL) are AI subsets. In ML we create models 
(algorithms) which are first trained on the basis of available data (datasets), and then 
allow making predictions based on the data. DL uses an artificial neural network 
structure imitating the neurons 
refer to multiple layers in an artificial neural network. The basic idea is that the network 
of artificial neurons, constructed from interconnected switches can learn to recognize 
patterns in the same way as is done by the brain and the nervous system of animals. 
Deep learning can be defined as neural networks with many parameters and layers. One 

-Gated Mixture-of-
described in the paper [1]. Authors of the paper [1] proposed a method to increase the 
capacity of the model without linearly increasing the number of calculations. 

Classic machine learning (ML\DL) algorithms, which are not subset of DL 
algorithms, train and make predictions much faster than deep learning (DL) algorithms 
[2]  one or more processors are enough to train a classical model. Deep learning 
models require additional hardware for training as well as for large-scale deployment of 
software infrastructure; without this, it takes a lot of time to train the model. 

There are problems for which classical machine learning algorithms build a 

rithms are used for 
natural language processing tasks (text translation, discourse analysis, morphological 
segmentation, object recognition, natural language generation, natural language 
understanding, mood analysis, and speech recognition). Deep learning algorithms also 
are used in the fields where image classification is required (image classification with 
localization, object detection, object segmentation, transfer of image styles, coloring, 
reconstruction, super-resolution and image synthesis) [3]. In addition, deep learning is 
used in pharmaceutical industry in the development of new drugs (to predict how 
molecules will interact; to search for subatomic particles, etc.). 

An interdisciplinary group of experts within the framework of an independent 
initiative of the Human-Centered Artificial Intelligence Institute at Stanford University 
prepared and published the study [4] on the impact of artificial intelligence on various 
aspects of social development. Authors of the papers [5, 6, 7, 8] presents examples of 
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using the frameworks, programming language and libraries for solving artificial 
intelligence problems and building deep learning models. The papers [9], [10], [11] 
describe libraries and tools for machine and deep learning (OpenAI Gym, TensorFlow, 
Keras, Scikit-Learn). 

 

get config/modelget config/model neural network trainingneural network training

Server-side

config/modelconfig/model

imageimage Image
processing

Image 
processing neural networkneural network resultresult saved resultsaved result 

 
Figure 1  Schematic DLMCR client-server application architecture 

 
After the user has sent the image to the server, it is necessary to obtain its 

mathematical representation. We need to get the number of the image pixels and their 
representation in the three channels of R, G, B. Thus, we get two models of the input 
image (Fig. 2). 

 

image processingimage processing

ImageParserImageParser RGBModelRGBModel

ImageModelImageModel

 
Figure 2  Input image representation in the format required for neural network 
 
In order to create a deep learning model, it is important to prepare a dataset that 

stores each color value of the RGB model and the value of the color opacity. The 
obtained data should be normalized, this is due to the nature of all machine and deep 
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learning algorithms, including neural networks. Data that is different in physical 
meaning and arrives at the input of a neural network can lead to its incorrect operation: 
incorrect predictions, non-existent data, it can also slow down the learning process and 
the modeling process. 

After normalization, all the numerical values coming to the input of the neural 
network are in one narrow intermediate interval (in our case, an interval from 0 to 1). 

After receiving data from the input signals, they are transmitted to the subsequent 
(hidden) layers of the neural network. The first such layer in the entire hierarchy 
determines the number of all colors in the image and assigns its own class to each. 
Then delving deeper into the layers of the network, each color is responsible for its own 
layer of the network. It means that some layer of the network can only be responsible 
for the defined color and it will give a result about whether the given image has this 
color or not. The result from each deep (hidden) layer of the network is analyzed and 
summarized at the output of the external, global neural network. It can give results in 
the form of what percentage a given color is in the image. 

The number of colors neural network knows depends on the dataset on which 
network was trained and trained. The more colors it was given for training, the higher 
the accuracy of the result produced by the network. 

After training, the neural network will know unique colors. The array of output 
values is an array of ones and zeros: [0,0,1,0,0,0,0,0,0,0,0,0], where 0 is no this color. 
Each color in this array has its own index. Then this dataset transforms into a json file 
that transferred it to train the neural network. 

To implement a deep learning color recognition model, we choose the multi-
paradigm JavaScript programming language that allows to cover a large number of 
areas for solving diverse problems: development and support of direct server services 
for receiving and sending data; access to the content of files, and transformation of the 
content into the necessary data structures; deployment and implementation of artificial 
intelligence systems for image analysis; transforming the output data into a human-
readable format; use of the received output data for visual presentation in the client 
part. 

Neural networks can solve almost any problem posed to a person in any area of 
the activity, they do it faster, more accurately and more efficiently. The goal of the 
project was to design and develop a deep learning model for building a color 
recognition system, which can be applied in the work of the designers, photographers, 
medical workers and in the agricultural industry. 

For the analysis of existing models and architectures of neural networks, libraries 
that allow to implement neural networks we use Synaptic.js as the main library for 
implementing a neural network. 
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Abstract. This paper is devoted to the problem of optimization of a function in n

-dimensional space, which in the general case is polyextreme and undifferentiated. In 
contrast to the classical method of deformed stars [4], we obtained a method that solves 
problems in n-dimensional space, where the population of solutions consists of 3-, 4-, 
and 5-point groups. The advantages of the developed method over genetic algorithm 
[1], differential evolution [2] and evolutionary strategy [3] as the most typical 
evolutionary algorithms are shown. Testing was performed to investigate the best 
configuration of method of deformed stars parameters. 

Keywords: Function, optimization, method of deformed stars (MODS), n-
dimensional space. 

 
Introduction. A large number of modern practical problems belong to the class 

of constraint satisfaction problems (CSPs). Stochastic search, combinatorial 
optimization methods, and evolutionary algorithms are used to solve such tasks. 
Exactly, the use of evolutionary algorithms does not require strict target functions 
constraints and also does not guarantee the finding of a global optimum, although 
according to certain conditions there is a probability convergence. 

General algorithm of the method.  
Step 1. We initialize the parameters of the algorithm, let 0t  . 
Step 2. Generate m  potential solutions in domain D  (population tP ). 

Step 3. Form w figures (triangles, rectangles or pentagons) , 1,iF i w . 
Step 4. For each iF  find the vertex in which the function f  takes the best value 

and consider it the best vertex. 
Step 5. Find the center of each figure as the average of all its vertices. 
Step 6. For each figure iF  find a compressed figure iT  in which the best point is 

transferred along the line connecting the center of the figure and the best point, and all 
the others are transferred to it. 

Step 7. For each figure iF  find a compressed figure iU , in which all points are 
compressed to the best vertex. 

Step 8. For each figure iF  find the figure iQ , obtained by rotating iF  around the 
best vertex. 
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Step 9. For each figure iF  find the figure iB , obtained by rotating iF  around the 
center of the figure.  

Step 10. For each figure iF  find a modified figure iR .  
Step 11. Form a general population tP , which will contain all the new points 

created in the previous steps. Thus, , 1,t t i i i i iP P T U Q B R i w .  
Step 12. For all potential solutions from tP  find the value of the function f  and 

sort the potential solutions from the best to the worst. 
Step 13. Leave in tP  only m  best solutions and check the fulfillment of the stop 

criterion.  
Step 14. If the stop condition is not met, go to step 3. Otherwise, complete the 

algorithm and the best element in the population will be considered the best solution. 
Note that the stop criterion may be:  

 a given number of iterations; 

 the worst value of fitness function in neighboring populations is less than 
specified; 

 the average value of fitness function in neighboring populations is less 
than specified, etc. 

The experiment results. Table 1 shows the results for the Schwefel 2.20 
function in 10-dimensional space. The comparative graph of results is presented in fig. 
1. It shows how well-known methods and MODS found a solution during the execution 
with the stop condition by iterations. As we can see, MODS found a solution on the 
initial iterations, in contrast to other known methods. 

Table 1. 
Comparison of the results of methods under three conditions of completion 
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f  f  f  f  f  f  f  

Schwefel 2.20 0 0.143 194.1793 79.7148 0.0 0.0 0.0 

Worst fitness-function between populations, epsilon = 1*10-10 

Schwefel 2.20 0 8.4094 191.1157 283.9126 0.0 0.0 0.0 

Average fitness-function between populations, epsilon = 1*10-10 

Schwefel 2.20 0 3.6056 244.8562 170.2587 0.0 0.0 0.0 
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Figure 1 - Convergence plots for the Schwefel 2.20 function, the condition by 

iterations, coefficient = 2 
 

Choice of better parameters for MODS. As we can see, first experiments were 
made with the parameters, which are used to perform transformations in MODS 
populations, equal to 2, for all stop conditions.  

And MODS with these parameters was used for comparison with well-known 
methods in Table 1. 

To investigate the best configuration of the MODS, it was decided to conduct 
testing, considering the different values of the input parameters of the method. For the 
study, it was decided to set the values of all parameters, which are used to perform 
transformations in MODS populations, equal to 1.5.  

After conducting experiments, it was found that even with the change of 
parameters, MODS was able to find the correct extremes of the tested functions. 

Thus, we can say that when changing the parameters of the method, the solution 
will still be found. 

However, it is important to note, that for coefficients  1.5  the method worked 
faster. Therefore, the change in the value of the parameter affected the speed of finding 
the result. 

The comparative graph of results is presented in fig. 2. It shows how well-known 
methods and MODS (but, in this case, with parameters, that are equal to 1.5) found a 
solution with the execution of the stop condition by iterations. 
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Figure 2 - Convergence plots for the Schwefel 2.20 function, the condition by 

iterations, coefficients = 1.5 
 

Conclusion. In implementing the method of deformed stars, significantly fewer 
steps performed in the wrong direction, in contrast to genetic algorithm, the method of 
differential evolution and evolutionary strategy as representatives of classic 
evolutionary paradigm. The accuracy of the obtained solutions is, on average, higher 
than that of competing algorithms due to a deeper study of the solution search area. It is 
also important to note that in the course of research it was found that when changing 
the parameters of the MODS solution will still be found. 
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Abstract. Human beings can naturally recognize emotions from speech, but 

building automated speech emotion recognition systems is a challenging and relevant 
problem. Such systems could be used for interactive voice-based assistants and 
customer satisfaction analysis. 
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Speech is the most common way for humans to communicate with each other. 

People can not only understand the meaning of words, but can also extract a lot of 
useful information from the  emotions. 

Speech emotion recognition (SER)  is the process of identifying human 
emotions embedded in their speech [1]. However, human beings can naturally solve 
this problem, it is still a challenging task to automatically recognize human emotions. 
Therefore, SER is a relevant topic for scientific research. We have examined the 
structure of SER systems and identified the crucial parts of them, such as datasets and 
classifiers. 

Speech emotion recognition system usually consists of three main components: 
signal acquisition, feature extraction, emotion recognition. General framework is shown 
in Figure 1 [2]. 

Figure 1  SER system block diagram 
 

One of the key stages to building SER systems is to find correct and complete 
dataset. Audio recordings should be performed by diverse groups of people (men and 
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women of different ages with different accents), who can express the whole range of 
emotions (anger, happiness, sadness, disgust, surprise, fear, etc.). Usually, this kind of 
audio recordings are made by professional actors [3]. Moreover, there are some other 
criteria to match when choosing datasets, such as English language and free to use 
license (at least for scientific purposes). Datasets, that match all of the criteria, are 
presented in Table 1. 
 
Table 1  Review of SER datasets 

Dataset Emotions Size 

Surrey Audio-Visual 
Expressed Emotion 
(SAVEE) (Surrey audio-
visual expressed emotion 
database, 2019) 

Anger, disgust, fear, happiness, 
sadness, surprise, neutral, 
common 

14 speakers (male), 
120 utterances 

Toronto Emotional 
Speech Database (TESS) 
(Toronto emotional 
speech database, 2019) 

Anger, disgust, neutral, fear, 
happiness, sadness, pleasant, 
surprise 

2 speakers (female), 
2800 utterances 

eNTERFACE 05 Audio-
Visual Emotion Database 
(Martin et al., 2006) 

Anger, disgust, fear, happiness, 
sadness, surprise 

42 speakers (34 male, 8 
female) from 14 
nationalities, 1116 
video sequences 

SAMAINE Database 
(McKeown et al., 2011) 

Valence, activation, power, 
expectation, overall emotional 
intensity 

150 speakers, 959 
conversation 

TUM AVIC Database 
(Schuller et al., 2009) 

Five level of interest; 5 non-
linguistic vocalizations 
(breathing, consent, garbage, 
hesitation, laughter) 

21 speakers (11 male, 
10 female), 3901 
utterances 

AFEW Database 
(Kossaifi et al., 2017) 

Anger, disgust, surprise, fear, 
happiness, neutral, sadness 

330 speakers, 1426 
utterances from 
movies, TV-shows 

 
Another key component of building a SER system is to choose the right 

classifier, which is a method to classify underlying emotions for a given utterance [4]. 
There are several different options to choose from, such as machine learning, traditional 
classifiers, deep learning algorithms. However, there is no consensus on what should be 
the ultimate classifier to solve the problem. Classifiers used in literature are presented 
in Table 2. 
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Table 2  Review of classifiers, studies, datasets, and results 

 Number of studies Datasets Results 

HMM 7 [5, 6] Berlin Emo DB 79% 

GMM 4 [5, 7] Berlin Emo DB, EPSAT, EMA, 
GES, SES, WSJ 

75% 

SVM 10 [5, 8] LDC, Berlin Emo DB, AIBO 
DB, ABC DB, SUSAS DB, EMA 
DB, VAM I-II DBs, VAM DB 

74% 

MLP 5 [5, 9] Berlin Emo DB 72% 

kNN 2 [9, 10] One natural and one acted speech 
corpora in Mandarin 

66% 

Decision Tree 3 [5, 8] AIBO DBUSC IEMOCAP DB 58% 

Rule Based 
Fuzzy 
Estimator 

1 [11] EMA DB, VAM I-II DBs 70% 

DNN 2 [12] IEMOCAP DB 54% 

CNN 5 [5, 13] SAVEE DB, Berlin EMO DB, 
DES DB, MES DB, RECOLA 
DB 

70% 

RNN 6 [5, 14] IEMOCAP DB 63% 

 
Among the most common classifiers are Hidden Markov models, Support vector 

machines, and Recurrent Neural Networks. The most precise are Hidden Markov 
models and Gaussian Mixture Models. The most underrated are Convolutional Neural 
Networks and Rule Based Fuzzy Estimators. 
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Abstract. In this paper, the analysis of modern methods of face recognition on 
streaming video in real-time is carried out and the system analysis for the development 
of the intelligent system and the user interface for work with it is carried out. 

Keywords: video registration, recognition, database, streaming video. 
 
One of the systems that can increase security in public places and educational 

institutions is the face recognition system. Currently, many systems of this type are 
used in the world, the most famous of which are SkyNet [1], FacePro [2]. Based on the 
analysis of existing systems [3], it was decided to develop and adapt a similar system 
for education. 

During the analytical review of existing solutions, a general description of the 
process of visitor identification was formed in the form of an IDEF0 diagram (Fig. 1). 

 
Figure 1 - IDEF0 diagram of the process of identifying visitors to the organization 
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At the entrance, the system must receive a streaming video, which will be 
broadcast from a video surveillance camera located in the direction of the flow of 
visitors to the organization. The result of the system should be an entry with the 
visitor's data in the electronic journal. 

The operation of the video recording and visitor recognition system of the 
organization includes three processes: 

- search and highlight faces on streaming video; 
- search for a visitor in the database; 
- making a record of the visitor in the electronic journal. 
The intelligent system of video registration and identification of visitors of the 

organization must receive streaming video at the entrance and interpret the information 
received in it based on the results of personal identification. Comparative analyzes 
described in the sources [4-5] prove that convolutional networks will fully satisfy the 
requirements. 

The main feature of the developed network: it was based on the MobileFaceNet 
architecture [6], which uses the ReLU activation function, alternation of deep cores, 
and bottleneck structures. This type of architecture is ideal for the limited capacity of 
the technical resources of the organization. 

In order to determine the level of similarity of facial characteristics, it is 
necessary to find the distance from the characteristic removed by the convolutional 
neural network to the nearest similar to it among the characteristics of identified 
visitors stored in the database. The Euclidean distance square is used to give more 
weight to those class implementations that are significantly separated from each other. 
This feature is ideal for face recognition, as it allows to more accurately separate the 
facial features of visitors from each other. 
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Abstract. Games are a great environment to explore different methods and 

algorithms. Developers often rely in their research on the ability to train AI with the 
help of games. It is also known that children acquire complex skills by learning and 
applying different patterns of behavior with a low level of risk while playing games. 
The purpose of the work is to implement AI module using modern machine learning 
methods and show some benefits for learning purposes. 

Keywords: gaming artificial intelligence, reinforcement learning, gamification. 
 
For the base algorithm was taken the idea of combining a tree-based search with 

a learned model which is presented in the [1] by Google DeepMind (2019). It is a 
reinforcement learning algorithm which could master games without having any 
knowledge about the game rules and environment dynamics making it better then state 
of the art model-based and free-based domain algorithms respectively. 

According to the algorithm idea, there are provided four components that run 
simultaneously in the one loop. The shared storage holds the latest neural network 
weights, the self-play uses the weights to generate self-play games and place them in 
the replay buffer. The played games are used to train a network and store the weights in 
the shared storage (Figure 1). 

 

 
 

Figure 1  How the module works. 
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Google Colaboratory was used for the model training as it has some powerful 
tools for machine learning in cloud computing [2]. The model was making about 

 training steps per minute during the training what makes the module 
competitive in such game as Connect 4 less than a few hours (Figure 2). 

 

 
Figure 2  Reward loss for the game Connect 4. 

 
After reaching the certain level of playing, the developed module can be applied 

for the learning purposes: e.g. in the games position analysis; for searching the best 
move at the given position; to provide an expert evaluation for professional or beginner 
players (in chess and other board games). 

The idea could be also applied for some educational projects as a gamification 
tool which could help students to master some of the board games and develop their 
own critical and logical thinking. Such method is highly approved as players tend to 
have more motivation to learn [3]. 

The strong point about the work is that the module could be used for different 
game domains (including more visually complex ones) which could bring higher 
variety of environments, where such learning skills could be developed.  
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Abstract. Authorship attribution is the natural language processing task of 

identifying the author of an input text. The main goal of this task is to define salient 
characteristics of documents that capture the writing author's style. In this paper, we 
analyze language-independent features for authorship attribution. For the experiments 
we used ML methods. The experimental results on scientific text classification showed 
that DT method outperforms most other ML methods, and these language-independent 
features are appropriate for the Ukrainian scientific documents authorship attribution. 

Keywords: Writing Style, Language-Independent Features, Authorship 
Attribution, Text Classification, Machine Learning Methods. 

 
The task of authorship identification is not new. The results of authorship 

detection studies are actively used in various spheres of human life. Authorship 
research can be divided into three main areas: authorship identification, authorship 
characterization, similarity detection [1]. Similarity detection is most often used to 
identify potential academic plagiarism [2]. This topic is relevant and important.  

This paper focuses on the third direction of similarity identification. The decision 
is based on the group of properties that reflect the author's style measurement and 
comparison. Stylometric properties by which the author's style can be identified make 
up a list of style markers. All style markers are equally effective when used for 
different languages [3]. We distribute the stylometric characters into two groups: 
language-dependent features and language-independent features. This paper focuses on 
the study of the statistical characteristics of scientific texts in the Ukrainian language, 
which can be attributed to language-independent stylometric properties. 

For the experiments we used our own preprocessed text corpus. The text corpus 
consists of individual scientific publications in Ukrainian. For stylometric properties we 

For each 
author, a collection of paper fragments is formed. In our case, stylometric properties are 
determined for each fragment of the paper separately. 

For stylometric properties, we used only the paper main text. We created two 
subsets for our experiments, one of them consist of 8 classes (8 authors, 1019 
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fragments), other  32 classes (32 authors, 2633 fragments). These classes were 
selected randomly but sets are balance. 

Groups of properties, which refer to the text statistical parameters and allow to 
determine the author's style with high accuracy are described in [3]. The authors of this 
paper created their own list of text statistical properties of Ukrainian, which are divided 
into 5 groups: average number of words in a sentence, average word length, average 
word frequency, punctuation (5 indicators); the number of words with length from 1 to 
20 characters, the number of words with a word frequency from 1 to 8 times (28 
indicators); frequency of using letters of the Ukrainian alphabet (33 indicators); 
frequency of using stopwords and pronouns (65 indicators); coefficients of language 
diversity (5 indicators) [4]. 

For our experiments of text classification, we took our corpus (2 subsets) and 
five groups of features: for separate groups and their combination. Weka software was 
used for classification task. Bayes Based Algorithms (Naive Bayes Multinomial, 
NBM), Support Vector Machine (SMO), Decision Trees (LMT, J48) were used as 
classification methods with the cross-validation parameter  10 folds.  

We conducted experiments for 32 authors (32 classes) and 8 authors (8 classes) 
and compared the results. Experiments showed that for 1-3, 1-4 and 1-5 groups of 
properties, the classification indicators are similar, despite the increase in the number of 
features. The best result (F-measure) of 32 classes we received for the SMO method 
(0.586) and LTM (0.614) for 1-5 groups of properties. The best result (F-measure) of 8 
classes we received for the SMO method (0,794) and LTM (0,806) for 1-5 groups of 
properties. 

According to the experiments, we obtained for 8 classes an average increase in 
the value of Correctly Classified Instances  20%, MIN increase in the value Correctly 
Classified Instances  15%, MAX increase in the value Correctly Classified Instances  
28%. The result of the experiments demonstrated the usefulness of the proposed 
language-independent stylometric properties indicators for text authorship attribution. 
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Abstract. In Cyber-Physical Production Systems (CPPS), the task of anomaly 

detection is commonly solved by model-based methods. While these methods have 
proven effective in some use cases, their performance can drop dramatically in other 
systems. In this study the problem of representativeness of evaluation of such methods 
is addressed. The CPPS data is used, on which existing models have proven ineffective. 
The perspective of applying deep learning approach to constructing a process model in 
such systems is investigated. 

Keywords: anomaly detection, autoencoder, model evaluation, cyber-physical 
production systems, industrial IoT. 

 
Modern industrial plants demonstrate both increasing pressure for efficiency, and 

new possibilities to use growing set of sensors to facilitate automation. In this context, 
diagnosis of complex production processes has gained new attention due to research 
agendas such as Cyberphysical Production Systems (CPPS) [1]. One of the most 
important goals is self-diagnosis, which includes identification of anomalous system 
behavior, suboptimal energy consumption, or wear in CPPS. 

The model-based diagnosis is a commonly used approach, in which a dynamic 
process model captures spatio-
the challenges of CPPS agendas, precise mathematical or expert modeling is infeasible 
in most cases. Thus, novel dynamic modelling techniques are being developed for 
learning the model from system observations [1, 2].  

Applying these techniques in CPPS poses two main challenges: 
1. While showing good results in certain applications, existing models yield 

relatively poor performance in other similar use cases [2, 3, 4]. The 
hypothesis is that this effect is due to limited nature and fixed structure of 
spatio-temporal features learned by the model, which are imposed by the 
structure of the model itself. Then the informativeness of learned features will 
vary in different physical systems, which can explain the observed effect. To 
meet this challenge, more generalized models are required. 

2. As previous studies suggest, results of model evaluation in some systems may 
not be representative [2]. Thus, new evaluation criteria are required for 
representative comparison and benchmarking of the models. 

In this study the two mentioned challenges are addressed. Deep Learning models, 
such as autoencoders, are applied to remove the first limitation by automatically 
selecting the most relevant features and structure to represent the data. To address the 
second problem, two robustness criteria are proposed for representative model 
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normal and anomalous data. 
A set of autoencoder architectures were modelled and evaluated on the HRSS 

dataset [5], which has proven challenging for applying novel dynamic models [2, 4]. 
Proposed robustness criteria were used in conjunction with traditional performance 
metrics, aiming for accurate benchmarking of the two approaches. This in turn provides 
the possibility to assess the limits of model-based anomaly detection in given class of 
CPPS. 

Each model is trained in unsupervised manner to reconstruct normal time series, 
targeting for minimal reconstruction loss. Then the trained model is used to reconstruct 
unseen time series with anomalies, where the reconstruction error is expected to peak at 
anomalous intervals. To evaluate the model, the distributions of reconstruction error in 
normal and anomalous intervals are analyzed for being statistically distinguishable. 
Finally, from these error distributions, a decision-rule classifier for anomaly detection 
is built in a supervised mode. This method detects anomalies with time step precision, 
and most of evaluated models can be applied in real time. 

6 LSTM and 3 ConvNet architectures were empirically tested. A grid search 
-

parameters. It was shown that increasing model complexity, both in LSTM and 
convolution-based models, allows to increase anomaly detection performance, but has a 
strong robustness tradeoff. This indicates that model evaluation in CPPS of this class 
cannot rely completely on performance metrics. Considering both performance measure 
and proposed robustness criteria, a single LSTM model is selected for HRSS data. 
Comparing to the baseline efficiency [2, 4], an increase by 102% in anomaly detection 
score and an increase by 121% in recall are achieved. 
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Abstract. Movie reviews collection from IMDb website was used as the main 
dataset and evaluation of the text sentiment by negative/positive attitude was 
performed. The research proposes bag-of-words and tf-idf models. The core of the 
intellectual agent system model was trained using such classification algorithms - 
Logistic Regression, SGD, Random Forest and a Deep Learning model in a form of 
feedforward neural network. The comparative analysis of the accuracy scores was held 
and model with the highest AUC rate was chosen for the system integration. 
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The modern stage of human development involves a rapid increase of 

information generation. With the spread of Internet and web platforms, where every 
user is given an opportunity to express their opinions regarding any type of product or 
service, as well as a movie or book, it is an urgent and essential task to handle these 
huge amounts of data to determine the attitude of users towards a particular object. 

In this paper, the definition of the sentiment or polarity of reviews for films is 
being examined. By constructing an intellectual agent that automatically extracts and 
identifies opinion within the text, given as an input, in particular, movie reviews 
(comments or posts in social networks) in order to determine the mood of the audience 
in relation to a particular movie. 

In the process of analyzing already existing systems used for automated 
classification of the text sentiment such systems as RapidMiner [1], GATE [2], Google 
Cloud Prediction API [3] revealed the instability of the accuracy while determining the 
emotional expression of the submitted movie reviews. These systems are currently in 
high demand and gain huge popularity in market researches to analyze reviews for 
commercial products [4]. The results of the semantic analysis using the above-
mentioned systems have shown that the accuracy rate of sentiment classification for 
input text fragment is 87% when using the RapidMiner system, 92% utilizing the 
Google Cloud Prediction API service, 90% with the help of GATE software 
application. Also, while using the above-mentioned systems in multiple iterations, the 
accuracy of the classification has undergone significant fluctuations of classification 
metrics scores. According to the author, the main disadvantage of these systems is their 
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general-purpose focus, which does not take into account the semantic subtleties 
inherent in such a genre as movie reviews. 

The purpose of this study is to develop a software product to increase the 
effectiveness of the sentiment analysis of the opinion expressed in text and ensure the 
stability of classification metrics, regardless of the nature of the input information. 

To build the classification model, a collection of movie reviews data from the 
IMDb web site [5] was used for machine learning model training. The polarity of the 
reviews was based on the type of review (positive, negative and partly positive or 
partially negative) chosen by the author. In order to apply these data as an input 
parameter for the classification algorithms, the pre-processing phase was applied, 
which included such procedures as stemming, tokenization, stop words elimination and 
lemmatization. In order to form a training dataset for machine learning models from the 
texts of movie reviews, a set of features was constructed, having a numerical value, that 
is, the procedure of vectorizing the text was carried out. As a way to represent 
vectorized text in a form of features, models bag-of-words [6] and tf-idf [7] were used. 

For the purpose of training, three classification algorithms were selected: 
Logistic Regression [8, 9], SGD [10], and Random Forest [11]. Alternatively, to find 
the best model that performs a sentiment analysis to determine the polarity of the movie 
review with high accuracy, training of the feedforward neural network with a different 
configuration of hyperparameters and layered architecture was performed. 

AUC [12] metric was used, in the assessment of the ROC curves for each model 
(fig. 1). 

 

 
Figure 1  ROC-curve graphs for logistic regression, stochastic gradient and random 

forest models 
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The received results showed that the highest value of the algorithmic accuracy 
was held by the neural network model with the AUC metric equal to 0.95, that is, the 
accuracy rate of the input movie review sentiment classification is 95%, using this 
software. On the basis of this, it can be concluded that the prototype system developed 
in the framework of this study is the best option for application with the purpose of 
sentiment analysis of movie reviews. 

The prototype, developed in this research can be used as a basis for creating 
commercial software or as integration into existing systems. The novelty of this work is 
to use the ensemble of Machine Learning methods to achieve high accuracy of the text 
data classification. 

Further improvement of the algorithm for analyzing the sentiment of the text is 
possible using deeper levels of natural language processing (syntactic and 
morphological). Also, it is necessary to investigate the processing of bipolar words, 
double objections, irony and sarcasm in the text. 
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Abstract. The urgent task of increasing the audit efficiency was solved by 

automating the mapping of audit indicators by forward-only counterpropagating neural 
network. A learning algorithm based on k-means has been created, intended for 
implementation on a GPU using CUDA technology, which increases the speed of 
identifying parameters of a neural network model. 
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Currently, the analytical procedures used during the audit are based on data 

mining techniques [1]. The aim of the work is to increase the efficiency of automatic 
data analysis in the audit DSS by means of a neural network mapping of sets of audit 
indicators in order to identify systematic misstatements that lead to misstatement of 
reporting. It is assumed that the audit indicators are noisy with Gaussian noise, which in 
turn simulates random accounting errors (as opposed to systematic ones). 

For the achievement of the aim it is necessary to solve the following tasks: 
 generate vectors of indicators for objects of sequences of payment and 

supply of raw materials; 
 choose a neural network model for mapping audit indicators (which are 

noisy with Gaussian noise, which in turn simulates random accounting errors (as 
opposed to systematic ones, which lead to distortion of reporting)); 

 choose a criterion for evaluating the effectiveness of a neural network 
model; 

 propose a method for training a neural network model in batch mode; 
 propose an algorithm for training a neural network model in batch mode 

for implementation on a GPU; 
 perform numerical studies 

Choosing a neural network model for mapping audit sets. In the work, the 
Forward-only Counterpropagating Neural Network (FOCPNN), which is a non-
recurrent static two-layer ANN, was chosen as a neural network [2]. FOCPNN output is 
linear. 
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FOCPNN advantages: 
1. Unlike most ANNs are used to reconstruct another sample using hetero-

associative memory. 
2. Unlike bidirectional associative memory and the Boltzmann machine, it 

works with real data. 
3. Unlike a full counterpropagating neural network, it has less computational 

complexity (it does not perform additional reconstruction of the original sample). 
FOCPNN model performing mapping of each input sample  to 

output sample  = , is represented as 

, , ,    (1) 

where   connection weight from the -th element of the input sample to the 
-th neuron, 

  connection weight from the neuron-winner  to j-th element of output 

sample, 
  the number of neurons in the hidden layer. 

Criterion choice for assessing the effectiveness of a neural network model 
for mapping audit sets. In this work for training model FOCPNN was chosen target 
function, that indicates selection of the vector of parameter values 

, which deliver the minimum mean square 
error (difference between the model sample and the test sample) 

,     (2) 

where    -th, output sample according to the model  
   -th test output sample. 

Training method for neural network model in batch mode. The disadvantage 
of FOCPNN is that it does not have a batch learning mode, which leads to reducing of 
the learning speed. For FOCPNN was used concurrent training (combination of training 
with and without a teacher). This work proposes training FOCPNN in batch mode. 

First phase (training of the hidden layer) (steps 1-6). 

The first phase allows you to calculate the weights of the hidden layer  and 
consists of the following blocks (Fig 1). 

Second phase (training the output layer) (steps 7-12). The second phase allows 

you to calculate the weights of the output layer  and consists of the following 
blocks (Figure 2). 

Algorithm for training neuron network model in batch mode for 
implementation on GPU. For the proposed method of training FOCPNN on audit data 
example, examines the algorithm for implementation on a GPU with usage of CUDA 
parallel processing technology. 

Numerical research. The results of the comparison of the proposed method 
using GPU and the traditional FOCPNN training method are presented in Table 1. 
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Figure 1. The sequence of steps in training method of FOCPNN in batch mode 
(the first phase) 

 
 

7. Initialization of the neuron weights of the output layer 

8. Calculating the distance to all hidden neurons 

9. Calculating the shortest distance and choosing the neuron 
with the shortest distance 

11. Setting the weights of the hidden layer neurons associated 
with the neuron-winner and its neighbors (based on k-means) 

12. Calculating the average sum of the least distances ( 1)z n  

13. )()1( nznz  yes 

no 

10. Calculating the distance to all output neurons 

 
Figure 2. Sequence of procedures for the FOCPNN training method in batch 

mode (second phase) 

 1. Initializing the weights of the neurons of the hidden layer 

2. Calculating the distance to all hidden neurons 

3. Calculating the shortest distance and choosing the neuron with the 
shortest distance 

4. Setting the weights of the hidden layer neurons associated with 
the neuron-winner and its neighbors (based on k-means) 

5. Calculating the average sum of the least distances  

6. )()1( nznz  
yes

no 
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Table 1 
Comparison of the computational complexity of the proposed and traditional training 
methods of FOCPNN 

Feature 
Method 

proposed traditional 
Computational 

complexity   

 
Evaluation of computational complexity of the proposed method using the GPU, 

and the traditional method of teaching FOCPNN were based on the number of 
calculation distances, computing of which is the most consuming part of method. 
Moreover,   the maximum number of iterations of the first training phase,  
the maximum number of iterations of the second training phase,   the number of 
neurons in the hidden layer,   the power of the training set. 

Discussion. The traditional FOCPNN learning method does not provide support 
for batch mode, which increases computational complexity (Table 1). Proposed method 
eliminates this flaw and allows for approximate increase of learning rate in . 

Conclusion 
1. The urgent task of increasing the effectiveness of audit in the context of large 

volumes of analyzed data and limited verification time was solved by automating the 
formation of generalized features of audit sets and their mapping by means of a 
forward-only counterpropagating neural network.  

2. For increased learning rate of forward-only counterpropagating neural 
network, was developed a method based on the k-means rule for training in batch 
mode. The proposed method provides: approximately increase learning rate in , 
where  is the number of neurons in the hidden layer and is the power of the 
learning set. 

3. Created a learning algorithm based on -means, intended for implementation 
on a GPU using CUDA technology. 

4. The proposed method of training based on the -means rule can be used to 
intellectualize the DSS audit. 

Prospects for further research is the study of the proposed method for a wide 
class of artificial intelligence tasks, as well as the creation of a method for mapping 
audit features to solve audit problems. 
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Abstract. The issues of using neural networks in modern information retrieval 

systems are considered. A comparison of classical methods of information retrieval and 
neural networks is performed. The efficiency of neural networks application for 
information retrieval is substantiated. 
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Machine learning plays an important role in many modern information retrieval 

systems. Recently, such systems have begun to use deep learning. The rapid pace of 
modern deep learning research has given rise to many different approaches in 
information retrieval. The use of neural networks has greatly increased the efficiency of 
information retrieval systems. 

Many experts, such as Tom Kenter, Christophe Van Gysel and others, have dealt 
with the use of neural networks for information retrieval. A large number of 
international conferences, seminars and round tables are devoted to this topic. 
However, the use of neural networks in information retrieval systems needs further 
development. 

Information retrieval systems evaluated the document's relevance to the query 
based on word matches. As the amount of information increased, there was a need to 
sort it by relevance. Classic algorithms for estimating the importance of a word in the 
context of a document, such as TF-IDF and Okapi BM25, have appeared [1].  

Classical methods of information retrieval are able to study complex 
relationships in text, but they use only a fixed set of features designed for search 
queries and documents [1]. This shortcoming is absent in neural networks, the deep 
hierarchical structure of which allows to analyze data and generate connections without 
human intervention. 

Neural networks are actively used in image search. Using a network with a 
specially constructed architecture, image is converted into a vector in N-dimensional 
space. The query, which can be either text or image, is also converted to a vector. To 
calculate relevance, the two resulting vectors are compared with each other. The closer 
one vector is to another, the more the image matches the query. 

Using neural networks to search for text is a complex and resource-intensive 
process, but it justifies itself by showing higher efficiency than with classical methods. 
The network must find hidden semantic relations to process the request for documents 
at the semantic level, while keyword-based comparisons often fail. It has to represent 
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the text of the request and the text of the document title in the form of vectors, scalar 
multiplication of which would reflect the relevance of the document to the request. To 
do this, the network has to generate similar vectors for semantically close texts. 

A significant breakthrough in the use of neural networks in information retrieval 
was made by experts from Microsoft Research. They introduced their network for 
modeling semantic similarity between two text strings, which was called DSSM (Deep 
Semantic Similarity Model) [2]. The text of the request and the document title are fed 
to the model input. They are divided into trigrams. This allows representing the text as 
a vector of several thousand elements that have a value of 0 or 1. Trigrams present in 
the input text take the value of 1, otherwise - 0. The input vectors are processed by 
three following hidden layers that have a size of 300 - 300 - 128 neurons respectively. 
Thus, hidden layers convert the input vector into a vector of hidden semantic features 
[3]. The output of the model is the result of scalar multiplication of these vectors for the 
query and the title of the document. The goal of training in this case is to maximize the 
output value of the similarity function. 

The results of the DSSM neural network were compared with other methods of 
information retrieval according to the NDCG metric, which is used to measure the 
quality of data ordering in search systems. The neural network has showed the best 
result in this comparison [2]. At the same time, the performance of the network with 
such architecture can be significantly improved, for example, by adding to the input 
layer not only trigrams, but whole words and phrases. 

Besides DSSM, other neural network architectures exist and are being developed 
to search for semantic relations in a text, for instance,  MT-DNN, UniLM, and others 
[4]. An improved version of DSSM is used in various search engines and shows high 
performance results. 

To sum up, the ability of neural networks to find deep semantic connections 
allows us to build high quality data models. Deep neural networks can learn to process 
images and are being used in image search. Simple similarity functions, such as the 
cosine of similarity, can be applied to data generated by neural networks to detect 
semantically similar words, sentences, paragraphs, and so on. In addition, neural 
networks can optimize an information retrieval system. 
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Abstract. The paper proposes an approach to modeling the business climate of 

the country, which is based on the principles of information transparency, and makes it 
possible to assess the development trends of the studied indicator in conditions of the 
COVID-19. This approach has been tested on the example of Ukraine. The results 
obtained make it possible to analyze the cyclical development of the country's economy 
with high accuracy and reliability even under quarantine restrictions. 

Keywords: Business climate, Business confidence index, Correlation analysis, 
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The dynamism of changes in the business climate of the countries of the world is 

accompanied by the increasing uncertainty of the external environment and internal 
disturbances of socio-economic systems. This is a reaction to new conditions of 
functioning and development, the emergence of which is due to the global pandemic 
and quarantine restrictions.  The sensitivity of the business climate to such changes is 
high, therefore, the trends in the indicators that characterize it require system 
monitoring, thorough and multidimensional data analysis, and increased forecasting 
accuracy without time delay. This ensures that proactive management decisions are 
made on time in the context of the impact of COVID-19, which determines the goal and 
the task of this research. 

One of the key indicators that determine the country's business climate is the 
business confidence index (BCI). The assessment of the business climate is based on 
the results of generalizing the opinions of business entities about their expectations of 
the dynamics of changes in production, demand, reserves, the general socio-economic 
state in the country. Therefore, the results of surveys of business entities, which 
underlie the formation of the BCI, determine the subjectivity, vagueness, and poor 
structuredness of the constructed index, which well-known researchers are trying to 
overcome. Despite the obvious subjectivity of the methodic approach to assessing the 
business climate of countries, scientists have repeatedly proved the close relationship of 
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the series of its values with the dynamics of macroeconomic indicators.  
To solve the problem of predicting trends in the business climate of countries as 

a tool for strategic analysis, a wide range of forecasting tools is actively used. The 
paper proposes an approach to modeling the business climate of the country, which is 
based on the principles of information transparency, and makes it possible to assess the 
development trends of the studied indicator in conditions of the COVID-19. 

The authors' previous research was based on statistical methods, however, the 
popularity and efficiency of neural network technologies proved the expediency of their 
application to solving problems of forecasting the country's business climate. The 
authors proposed to predict the business confidence index (BCI) using a 
methodological approach, which includes the step-by-step construction of taxonomic 
and neural network models. 

As a result of using the methodological approach, a time series of quarterly 
values of the business confidence index in Ukraine was predicted for the period 2008-
2020. The forecast was based on socio-economic indicators selected by their closeness 
to the business confidence index, namely: Retail sales, Industrial production, Steel 
production, Export, Imports and GDP annual growth rate. The forecast value of the 
composite index of business activity is obtained as follows: 

 

  .    (1) 

 
The quarterly values of socio-economic indicators for the past thirteen years 

(2008-2020) were taken as input data. The results of taxonomic analysis established 
that the GDP annual growth rate and retail sales have the greatest impact on the 
business confidence index. A forecast has been built for the trend of changes in the 
business confidence index (forecast accuracy of 89.38%), which proves the similarity 
of development trends in the country's business climate. 

In addition, the most important thing is that the tendency of the studied indicators 
is identical, in particular, during the period of the emergence of crisis phenomena 
(beginning of 2009, end of 2014, beginning of 2015, period of the COVID-19 in second 
quarter of 2020), the decrease in the level of indicators is similar, which suggests that 
there is a real possibility of using the alternative to business confidence index, which 
calculated by the taxonomic method of in order to predict the business climate in 
conditions of limited information transparency. 

Having determined the predicted value of the business confidence index (BCI) 
using a taxonomic model in accordance with the proposed methodology, the next step 
is forecasting using neural network technologies. An artificial neural network consists 
of one hidden layer, which contains two neurons, and one output layer (business 
confidence index). The number of variables in the input layer corresponds to the 
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number of selected economic indicators for modelling, i.e. six. Thus, to predict 
business confidence index, used the neural network of the type [6 2 1].  

The activation function of the hidden layer is the sigmoid function. This type of 
function is often used for modeling and the outgoing values of such a function 
continuously fill the range from 0 to 1. The learning algorithm is the back-propagation 
error algorithm (Back-Propagation) with a learning rate of 0.1. The difference between 
the reference and the real output of the network is less than 0.05 (learning rate). The 
number of learning iterations is 10000.  

Formation and analyzing a neural network model were carried out on the basis of 
the analytical platform Deductor Studio Academic 5.3, which allows you to perform all 
the steps of data mining from their loading and visualization to building and evaluating 
the quality of finished models. The time period for analysis is 50 values (first quarter of 
2008 - second quarter of 2020). The training set consists of 88% of the data (44 values, 
time period between first quarter of 2008 and fourth quarter of 2018), and the test set  
12% of data (6 values, time period between first quarter of 2019 and second quarter of 
2020). 

The constructed neural network model with training capabilities showed the best 
results in the accuracy and quality of the forecast (forecast accuracy of 96.22%). A 
decrease in the business confidence index is predicted in third quarter 2020 (will be 
87.65). The sharp decrease in the dynamics of the indicator in the studied forecast 
period is also explained by the influence of the negative consequences of COVID-19 
and the introduction of quarantine restrictions in the country and the world.  

The article examines the risks of deteriorating the business climate in Ukraine, as 
a result of which such preconditions as: the weakness of the judicial system, corruption, 
political and economic instability, the growth of tax pressure, changes in legislation, the 
slowdown and curtailment of reforms are identified. The situation due to the 
introduction of prolonged restrictive measures due to COVID-19 was worsened. 
Insufficient attention has been established in Ukraine to the issues of the ecological 
system's influence on the formation of the country's business climate, which requires a 
separate research. 

 The results obtained make it possible to analyze the cyclical development of the 
country's economy with high accuracy and reliability even under quarantine 
restrictions.  

The effectiveness of the proposed alternative approach is manifested in saving 
costs for generating input data for assessing the country's business climate by using 
official statistics instead of survey results, the subjectivity of which is much higher. In 
general, the implemented alternative approach is unified, can serve as the basis for 
further deepening the methodological provisions for studying the business climate of 
countries with high accuracy and reliability of the results. The prospect of the research 
is to determine the impact of COVID-19 and introduction of quarantine restrictions on 
the value and dynamics of the business climate in other countries. 

The problem for the implementation of an alternative approach remains limited 
access to key statistics, which is the result of a policy of ensuring information 
transparency in different countries. 
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Abstract. The solution of the actual problem of determining the level of 
financial-economic security for companies through the prism of neuro-phase modeling 
is presented. In this study, it is proposed to use a multilayer neural network, each layer 
of which solves a number of problems. The proposed approach will make it possible to 
determine the level of financial security of the company at different times of its 
operation. The developed model allows each company to use its own set of financial 
indicators to determine the level of security. Each layer of the neural network is an 
autonomous unit that allows you to develop a network. 

Keywords: security level, neural network, fuzzy modeling. 
 

Introduction     
The use of information technology in various fields of human activity is 

accompanied by the development of intelligent systems that use the connection of 
knowledge in the general case with the outside world. The solution to any problem is 
related to specific subject areas, which are usually badly or poorly structured. During 
the design and development of an intelligent system, knowledge undergoes a similar 
transformation of data - from more generalized sets to narrower, specific to a given 
subject area. In the development of intelligent systems, knowledge of the specific 
subject area for which the system is developed is rarely complete and reliable. 

One of the most promising and active areas of applied research in the field of 
management and decision-making in poorly structured systems is fuzzy modeling. The 
fuzzy modeling methodology specifies the methodology of system modeling in relation 
to the process of construction and application of fuzzy models of complex 
systems. Every year, the range of fuzzy models and methods expands to cover various 
new areas. The essence of fuzzy mathematical modeling is that the elements of the 
study are not numbers, but some fuzzy sets or combinations thereof. At the heart of this 
approach is not traditional logic, but logic with fuzzy truth, fuzzy connections and 
fuzzy inference rules. 

A significant number of important problems in supporting management decisions 
that arise in various areas of human activity, is reduced to the task of assessing various 
kinds of phenomena and processes. When designing and managing a complex socio-
economic system, a problem arises when a person is unable to give accurate and then 
practical values of judgments about their behavior. 

The existence of any state in today's globalized world depends on its economic 
security, which is one of the important components of national security as a whole. One 
of the main segments of economic security, which significantly affects its level, is the 
financial segment, which is the set of financial indicators of the economic entity, which 
are combined into a global indicator. Forecasting this indicator is a complex analytical 
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and computational process and requires a detailed study of development trends and 

economic security. 
The urgency of the work lies in the development and study of models and 

methods for obtaining multicriteria assessment using neuro-fuzzy technologies, which 
is currently undisclosed sufficiently. 

 
Formulation of the problem 

For an economic entity, economic security is considered as a state in which its 
economic development and stable activity is ensured, the protection of its financial and 
material resources is guaranteed. Ensuring financial security involves planning, 
forecasting and anticipating many factors of the internal and external environment. At 
the same time, a systematic, comprehensive approach based on the effective use of 
appropriate information and analytical support, logic and modeling to involve the 
modern mathematical apparatus is extremely important. 

The general statement of the problem (task) can be presented as follows. Let a set 
of quantitative and qualitative indicators of its functioning be known for a certain 
subject of economic management, as well as the history of these indicators for certain 
periods of time is known. 
economic security level. 

We formulate the statement of the evaluation problem as follows. Suppose we 
have at the entrance some object of study, which is evaluated by many indicators

),...,,( 21 mKKKK . Indicators K  can be a whole system of criteria and models. Each 
indicator is a quantitative estimate, which can be obtained, for example, using financial 
reporting models [1]. 

Based on a set of estimates ),...,,( 21 mKKKK , it is necessary to establish the level of 
financial security of the object. 

To solve the formulated problem , a model of a neuro-fuzzy network is proposed 
(Figure 1), which consists of a set of successive layers, each of which solves a number 
of specific classes of problems[2]. 

 

 
Figure1: The structure of the  neuro-fuzzy network. 
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Conclusions 

A study of the current task of determining the assessment of the level 
of economic security for economic entities of the socio-economic system and the state 
as a whole, taking into account key management indicators.  The following results were 
obtained for the first time. 

The structure of a multilayer neural artificial network with a fuzzy mathematical 
model for determining the security level assessment in the financial and economic 
system is proposed. On the basis of this network the information technology 
is developed, which allows to forecast step by step on the basis of input statistical 
information on financial indicators the values of these indicators for future periods, to 
determine their efficiency through membership functions, to obtain aggregated fuzzy 
estimates on certain groups of criteria [3]. Conclusion to obtain a fuzzy integrated 
assessment of the safety level, which with the help of defasification methods reduce to 
a clear value. 
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Abstract. This paper considers modern business analytics system approaches for 
analysis of a commercial 
basket analysis. 
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Current economic situation, given the global crisis, does not allow large and 
small enterprise
commercial organization to maintain its profitability and competitiveness in the market. 
Business analytics systems help to cope with this task allowing managers to make 
informed decisions reducing significant amount of their time in finding and analyzing 
the necessary information. 

Nowadays, one of the most effective tools for managing a company is business 
analysis. It allows to get a full view of your organization and the prospects for its 
development. Business analysis is a set of tasks and techniques used both to understand 
the activities of the organization as a whole and to obtain effective management 
decisions [1]. 

In our time, the amount of data has reached such a mark that even a group of 
people is not able to analyze them on their own. However, large raw data sets often 
contain knowledge that can be used in decision making. For their processing and 
analysis Data Mining technology is used extracting previously unknown, non-trivial, 
practically useful and interpretable knowledge necessary for decision-making [2]. 

Consider some methods of Data Mining: sequence, classification, regression, 
association. The sequence is to find a temporal pattern between events, i.e. such a 
relationship that if event X occurs, then after some time event Y will occur too. For 
example, after purchasing a car, the driver will most likely take out an insurance policy, 
then buy a first aid kit, spare wheel etc. 

Classification helps to identify features that define a group of certain objects. The 
purpose of regression is to find a function of given variables that would determine the 
range of valid values. A prerequisite for such an analysis is the relationship between 
variables [3]. 

The task of the association is to identify patterns between related events, i.e. rules 

goods sold together is often called market basket analysis. 
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Market basket analysis focuses on the study of a large set of information in 
search of trends, patterns and relationships that contribute to effective decision making 
[4]. A market basket is a set of goods purchased by a customer. The most popular 
algorithm that solves this problem is still the Apriori algorithm, which has been 
repeatedly improved by various researchers. There are now a large number of software 
products and commercial technologies, such as Oracle Data Miner, Tableau and 
Deductor Studio, that effectively solve this problem. 

Deductor Academic software was used in the research to form a data warehouse, 
analyze the activities of a commercial organization  a shop selling auto parts, and 
generate its annual reports. Initially, the data cleansing removed the records of 
accidental transactions (there were about 20 such records) and completed some records 

similar price. After that, an OLAP cube was formed by product groups. The products 
that bring 80% of the profits are automotive oils, automotive chemicals, cosmetics and 
small spare parts. Friday was found as the busiest day of week in the store. 

To identify sales increasing techniques, there were also found the association 
rules of the most popular pairs of goods pre-configured with a minimum support of 
10% and a minimum probability of 80%. As a result, 4 rules were found: 2 of them had 

rules), the other 2 were recommended to the store administration. 
Conclusions. Modern business analysis technologies allow a commercial 

organization to consolidate knowledge about its activities, make OLAP-slices of sales, 
manage store load and design its own data warehouses. Association rules allow to 
determine its most popular sets of goods and see the options of redistribution of less 
popular goods. Therefore, based on the analysis, the company can optimize its business 
processes, which will lead to increasing sales. 
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Abstract. The purpose of this paper is to consider various approaches of utilizing 
machine learning methods for sport result prediction. 

Keywords: machine learning, API, betting market, hierarchical scoring structure, 
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As a result of exponentially growing computing capabilities and data availability 

machine learning now is being applied to almost all areas of life, from financial 
institutions and medicine to self-driving vehicles. At the same time, its utilizing for 
sport result prediction and the related betting market is given relatively less attention. 
More traditional statistical approaches still dominate this area. In addition, one of the 
main areas of investigation has been the football market, and tennis has been in the 
background, although it is one of the most popular sports. The potential profit, as well 
as scientific interest, encourages to search for effective methods of predicting result of 
tennis matches.  

Most modern approaches to tennis prediction use a hierarchical scoring structure 
to determine the probability that a player would win a match. Assuming the points have 
independent uniform distribution, the expressions only need the probability that two 
players will win a point on their own serve. From these basic statistics, it becomes 
possible to deduce the probability that a player would win a game, then a set, and 
finally a match.  

Barnett [1], O'malley [2], and Knottenbelt [3] in their researches defined 
hierarchical models for calculating the probability of winning a point on serve using 
only matches with players' common opponents instead of all previous opponents. This 
reduces bias due to differences in the level of opponents. Madurskaya [4] improved the 
model by using different winning probabilities in different sets and allowing the model 
to reflect how a player's performance changes during a match. 

This mathematical approach represents the level of players using only one value 
(points won), it does not take into account a large number of extremely important 
parameters. For example, a player's susceptibility to a particular opponent's game 
strategy, time after the last injury or fatigue accumulated from a previous match. In 
addition, there are such important characteristics of the match itself as location, 
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weather, surface, etc. Given the huge amount of diverse historical data, an alternative 
approach to predicting the results of tennis matches can be based on machine learning. 
Player parameters and features of the match itself, combined with its outcome, can 
form a dataset for machine learning application. Supervised learning algorithms can be 
applied to determine the function of predicting the results of future matches. 

The paper examines not common approach to predicting tennis matches - 
predicting the amount of total games played in the second set based on the result of the 
first set. For this purpose, a set of historical data was gathered and pre-processed. The 
goal was to classify matches into two classes: with the total of games in the second set 
less than 9.5 or more than 9.5 games. To solve it, the following machine learning 
methods were used: k-nearest neighbors, support vector machine, multilayer 
perceptron. The return on investment when tested on real data ranged from -17.16% to 
18.67%, which is close to the results of existing researches.  

For the convenience of applying prediction result in practice an automatic 

the Telegram API allows to collect information about current matches from open 
resources in real time, analyze it and send notifications about potentially profitable 
matches to the Telegram messenger. 

Conclusion. In this paper, machine learning methods were applied to predicting 
the result of tennis matches. Also were found ways to improve result by using more 
complete and informative data for training as well as optimizing the configuration of 
the neural network. This indicates the significant potential of machine learning for 
predicting the results of sport competitions. 
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Abstract. Due with the current pandemic, online education is becoming very 
popular and it is one of the good ways to get access to educational resources without a 
threat to health. The article discusses Model of Implementation Online Educational 
Systems for Supporting Educational Process at the organization (schools, universities 
etc.). E-learning laboratory work are mainly remote and should be integrated with 
Learning Management System for more effective learning process. 

Keywords: Learning Management System, E-learning, Virtual Laboratory Work 
 
The proliferation of new technologies and internet tools is fundamentally 

changing the way we live and work. The lifelong learning sector is no exception with 
technology having a major impact on teaching and learning. This in turn is affecting the 
skills needs of the learning delivery workforce. From Moodle to Edmodo to Inquisiqr3, 

training programs in our universities. 
All Supporting Technology that could be used to deliver educational courses and 

programs could be classified to several groups by their role in the educational process: 
 Online Education Systems - OES (Online Education, E-learning, OES, 

Integrated OES, Standards Specifications); 
 Content Creation Tools -CCT (CCT, Authoring Tools, Assessment Tools, 

Learning Content Management Systems (LCMS), Learning Objects); 
 Learning Management System - LMS (LMS, Learning Platform, Virtual 

Learning Environment (VLE), Learning Service, Provider (LSP)); 
 Management System (MS) (Student Management System, Enterprise 

Resource Planning System, Human Resource Information System, 
Knowledge Management System, Competency Management System). 

There are many terms for online education. Some of them are: virtual education, 
Internet based education, web-based education, and education via computer-mediated 
communication. The Web-edu project uses a definition of online education that is based 
on [1] definition of distance education. In general, online education is characterized by:  

 the separation of teachers and learners which distinguishes it from face-to-face 
education; 
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 the influence of an educational organization which distinguishes it from self-
study and private tutoring;  
 the use of a computer network to present or distribute some educational 
content;  
 the provision of two-way communication via a computer network so that 
students may benefit from communication with each other, teachers, and staff. 

E-learning is here defined [1] as interactive learning in which the learning 

activities. Online communication with real people may or may not be included, but the 
focus of e-learning is usually more on the learning content than on communication 
between learners and tutors. 

Very often the term e-learning is using as a synonym for online education. E-
learning includes a set of applications and processes, as instance Web-based learning, 
computer-based learning, virtual classrooms and laboratory, digital collaboration. It 
includes the delivery of information or content via Internet.  

Therefore online education is covering all systems that support it. 
Beside content, integrated learning system - ILS includes a tools for making 

assessments, notes, report creation, and user files that help to evaluate and identify a 
monitoring learning progress via students learning needs and competences. 

CCT are the tools that course designers and teachers use to create the content in 
online education courses. The CCT are used to develop learning material (text, slides, 
graphics, pictures, animations, simulations, assessments, audio, video etc.) 

Authoring tools could be regarded as a subset of CCT. A software application, 
used by non-programmers, that utilizes a metaphor (book, or flow chart) to create on-
line courses [2].  

The LCMS is a computer application provide procedures to manage workflow in 
a collaborative in common environment such as for creation text and publishing, 
editing and modifying content, organizing, deleting as well as maintenance from a 
central interface. It use for creation teaching contents and materials for educational 
process in online or as blended learning. 

The learning object is a reusable, media-independent chunk of information used 
as a modular building block for e-learning content. Learning objects are most effective 
when organized by a meta data classification system and stored in a data repository 
such as an LCMS. 

The content-management systems focused in general more attention to the 
creation, developing, and managing content for online courses, and less - to the control 
of students experience. 

Institutions use LMS software for support of organization of learning process, 
namely: to plan educational process, implement it, the evaluation educational process, 
support of access for the students and teachers, monitor the student learning.  

Beside this, software provides course preparation, educational content and 
resources according to the standards or templates. It centralizes the delivery and 
tracking of student activities during education, as instance discussion, collaboration, to 
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do tasks, assessments. All these activities will control by the virtual environment of 
LMS that provides a user data protection.  

Each LMS is different and it give to users different possibilities for 
implementation such as content-oriented, activity-oriented, network-oriented, linear, 
and branching. Some systems realize asynchronous instruction, while others are 
providing synchronous instruction [3].  

There are many different types of LMS, or LCMS, for manage learning process 
and course content delivery. That why one is the important question is how to choose 
effective LMS or LCMS according to the organization needs. The main rule is to know 
how LMS will be deliver training materials to students, and then compare your 
organization needs with LMS opportunities by the LMS functionality. 

There are many projects for the development of virtual laboratory work (VLW) 
in natural science. Laboratory work for cloud electronic learning environments with 
algorithms and methods for protecting information between devices using combined 
communication channels and embedded systems is discussed in [4-6].  

To develop methods of virtual laboratory work wide use of interactivity with the 
implementation of interdisciplinary methods to learning is required. In the case of 
laboratory work, the essence of these approaches is to expand ways of virtual 
laboratory work on every step, the presence of self-control and methods of evaluation 
of outcomes. During laboratory work, students have to perform a task of conscious 
choice and means of experiment process. This may be the choice from the possible list 
of virtual devices and conditions of the experiment. An adaptive model of the virtual 
electronic laboratory work is presented on fig.1. 

 
 

 

Figure 1 - Block diagram of the algorithm of functioning of electronic laboratory work 
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Methods of visual intercommunication, methods of modeling and data 
acquisition have been also realized for virtual laboratory development. Tasks are 
performed in real-time, with the illustration of complex processes and interactive 
analysis of additional data.  

At any step of the process, the student can investigate the data from the current 
set of measurements. 

Each element of the virtual device can interchange data with other elements of 
the VLW and external programs by the means of network technologies. 

VLW can also be a good tool to get introduced with original laboratory devices 
with limited access. 

Conclusion. VLW as a as custom eLearning implementation and design solution 
for virtual class are based on real experimental setups. Integration process of Moodle 
with VLW and variety of other programs with functional together as a system in further 
very useful to meet various needs of a website for eLearning, including developing 
courses using authoring tools and make it available through Moodle with the internal 
course booking system.  
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Abstract. The problem of automatic generation of questions for Ukrainian-

language texts is considered. The problems that arise when generating questions for 
Ukrainian-language sentences are presented, the analysis and comparison of the used 
methods are given. The main result is a software module for automatic question 
generation. 

Keywords: natural language processing, text processing, tokenization, 
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rule-based methods, text corpus. 

 
We live in a time when the amount of information produced by humanity is 

greater than ever, and the amount of this data is growing every day. However, 
significant benefits can only be obtained from this information if this data is properly 
processed and analyzed. On the other hand, the number of tasks that humanity trusts 
computers to solve is growing at an incredible tempo. More and more processes are 
being automated. Thus, there are problems with computer analysis and natural language 
synthesis, and the need to improve natural language processing methods is growing and 
enjoys inexhaustible interest. This is especially relevant for Ukrainian realities, since, 
unfortunately, there is a lack of tools for processing the Ukrainian language, such as 
libraries for programming languages, marked corpora, dictionaries, and thesaurus. 

Automatic question generation in natural language processing is one of the most 
urgent tasks of Computational Linguistics [1]. Systems with similar functionality are 
usually used in the fi
compiling questions on theoretical material [2]. Thus, the implementation of a system 
for automatic question generation is a promising area of work and can be used in the 
development of chatbots, compiling tests for online courses or distance learning, which 
are now in high demand during the pandemic. 

The main problem of automatic generation of questions for Ukrainian-language 
texts is that before the stage of direct question generation, you need to perform a 
number of transformations with the input text in order for the computer to understand 
human speech at first, and only then generate a question. Performing these actions for 
the English language is easier due to the availability of appropriate tools 
for processing the English language. Meanwhile for the Ukrainian language, even at the 
preliminary stage of processing, a few problems appear, because the quality of 
understanding the language depends on many factors. 
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Thus, there is a need for pre-processing of the Ukrainian-language text: it is 
necessary to have the text processed at the semantic and syntactic levels, and for this, it 
is urgent to implement such tasks of graphematic and morphological analysis as 
determining the boundaries of sentences, words tokenization, lemmatization or 
stemming, stop words extraction and parts of speech tagging. It should also be noted 
that sometimes there is a problem in finding new ways to define key parts of a sentence 
when well-known algorithms for determining keywords. 

Existing tools for preprocessing Ukrainian-language text, such as sentence 
boundary detection, tokenization, and parts of speech tagging, did not meet the 
expected results. So, to solve the problem of sentence boundary detection and 
tokenization, it was decided to resort to the NLTK library [3], namely, tools created for 
English and Russian, which were partially improved and adapted for the correct 
processing of Ukrainian-language texts. This library also provides the ability to add 
Ukrainian stop words, the step of getting rid of which is also quite important when 
analyzing text. 

The morphological analyzer pymorphy2 was used for parts of speech tagging [4]. 
Work on the tagging ordinary words is performed by pymorphy2 tools based on the 
Russian-language OpenCorpora corpus, so it is not always possible to get the correct 
processing result for the Ukrainian language texts.  

It was decided to use a text corpus-based generation method for question 
generation for the implementation of the software module. Unlike other methods, this 
one has no restrictions on the number of question types and format of text data. It can 
be divided into 3 stages: text preprocessing, sentence filtering, and question generation 
itself, which has a rule-based implementation. This approach is based on the 
development and extension of existing rules, so the system does not require a massive 
training corpus compared to the machine learning approach. 

The result of implementing this method is a software module for automatic 
question generation, which receives text for input, performs text preprocessing, 
determines the keywords and key sentences for which questions are generated. The 
used rule-based approach is flexible and easy to debug. It also does not require a 
massive training corpus and shows high accuracy. It should be noted that adapting text 
processing tools of other languages to Ukrainian-language texts raises the possibility of 
errors during analysis, which is a disadvantage of this module, along with the need to 
improve and expand the existing rules for generating questions. 
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investigated in the work. The existing methods of analysis of text documents are 
analyzed. The study identified ways to improve existing methods. The article presents a 
mathematical model of the method. 

Keywords: data mining, Kohonen maps, information retrieval image of 
documents, TF-IDF, array of values, cluster. 

 
1. Formulation of the problem 

The rapid increase in the number of electronic documents that is currently 
observed clearly shows that traditional mechanisms for processing electronic 
documents are not able to cope with the needs of users. This trend is noticeable both on 
the Internet and in corporate networks. 

That is why there is a need for methods that will provide a quick and easy 
distribution of documents by category or by keyword.  

Thus, we can identify the main problems associated with increasing the amount 
of information: 

 the rapid growth of information contained on the Internet is the cause of 
more and more difficulties in finding the necessary documents and organizing them in 
the form of structured repositories; 

 most technologies for working with text documents are focused on the 
organization of convenient work with information for humans, but there are virtually no 
opportunities to convey the semantic content of the text, ie there is no semantic 
indexing; 

 unstructured information is a significant part of modern electronic text 
documents. 

Therefore, there is a need to develop new modern methodologies for data 
processing and analysis. Data mining has become such a new methodologydata mining 
[1]. 

Data mining is the processing of information and the identification of patterns 
and trends that help make decisions. The principles of data mining have been known 
for many years, but with the advent of large amounts of data, they have become even 
more widespread. Large amounts of information have led to an explosive increase in 
the popularity of broader methods of data mining, because information has become 
much more, and it by its very nature and content is becoming more diverse and 
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extensive. When working with large data sets, relatively simple and straightforward 
statistics are no longer enough. 

The reasons for the popularity of IAD are as follows: 
 rapid accumulation of data (the account is already on exabytes); 
 general computerization of business processes; 
 penetration of the Internet into all spheres of activity;  
 progress in the field of information technologies: improvement of DBMS 

and data warehouse; 
 progress in the field of production technologies: rapid growth of computer 

productivity, storage volumes [2]. 
 
2. Presenting main material 

After analyzing the analogue, it was decided that there is a problem in the 
method that needs to be solved. 

The method proposes to modify the method of data clustering, based on the 
Kohonen method. It is planned to modify the method of selecting the data to be 
analyzed. 

To increase productivity, it is proposed to introduce normalization of data 
sampling, within the specified limits. This will ensure faster data sampling, as data for 
analysis will be more carefully selected. 

The developed algorithm for forming images of documents is based on a 
statistical approach to the analysis of texts in natural language. It is proposed to form 
the image of each document in the form of a multidimensional vector of normalized 
and weighted single words (signs) found in the text of this document. The dimension of 
such a vector will be equal to the number of unique features in the document collection. 

The proposed method of forming images of PD consists of the following main 
stages: 

               (1) 
- a way to remove features from the texts of documents; FDP - a way 

to display documents in the space of their features; FR - algorithm for reducing the 
space of document features [3]. 

The method of removing the signs of FP is to perform the following operations: 
lexical analysis of the text (removal of markup, punctuation, numbers, conversion of all 
letters to uppercase, etc.), removal of stop words, ie commonly used words that do not 
have an independent meaning , for example, prepositions, conjunctions, particles and 
pronouns; morphological analysis. 

We propose to use such an approach to morphological analysis as the selection of 
pseudo-bases of words. As a result of this analysis, words from the text are reduced to a 
special type, and in the future, words that have the same special form (pseudo-basis) are 
considered as one feature. As a result of extracting features by the FP method, it is 
possible to obtain NP - a dimensional set of features (pseudo-words) of the document 
collection P, which is also called the general dictionary of features of the document 
collection. 
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The method of displaying documents in the space of their features FDP is based 
on the procedure of weighing features. Weighing of features of documents is offered to 
carry out by means of traditional technique tf * idf which is independent of existence of 
a training set, considers frequency of occurrence of a term, both in the separate 
document, and in all collection as a whole. 

The need to develop an algorithm for reducing the feature space of FR 
documents is due to the fact that high-dimensional and sparse document vectors in the 
feature space are not sufficiently clear orientation so that automatic methods by 
calculating the distance between them could make an unambiguous conclusion about 
their relationship or difference. To solve this problem in modern information retrieval 
systems, forced reduction of the feature space by the DF criterion is used. The 
algorithm of forced reduction according to the DF criterion removes from the general 
dictionary of features P of the document collection all those features whose document 

elow the threshold value DF 
min  

The input of the neural network is fed a set of document vectors in the form of a 
matrix of size N by M, where N is the number of documents that are clustered, and M is 
the number of unique terms in the collection of documents that are clustered. At the 
intersection of columns and rows are the weights of the j-th term in the i-th document, 
calculated by the method tf * idf. 

The basic algorithm for learning the Kohonen network is as follows: 
Step 1 Initialize the weight matrix with small random values (on the interval 

[0, 1]). 
Step 2 Randomly select a vector from the source set.  
Step 3 For each output neuron j calculate the distance between its weight vector 

wi and the output vector x: 
          (2) 

Step 4 Find the original winning neuron jmin with the minimum distance 
min (dj). 

Step 5 For the original winning neuron jmin and for its neighbors in the vicinity, 
the weight vectors are updated as a rule: 

     (3) 
where wij (t) is the value of the weighting factor of the input neuron i and the 

output neuron j at time t; h (t, j, m) - the value of the neighborhood function with the 
central neuron of the source layer m for the neuron of the source layer j at time t; e (t) is 
the coefficient of learning speed at time t; xi is the output of the neuron of the first layer 
numbered i. 

Step 6 Repeat the steps from step 2 for all elements of the source set.  
The training cycle lasts until the system reaches the desired state. The following 

can be used as criteria for stopping the learning process: 
 topological ordering of the feature map (weight matrix);  
 weight changes become insignificant;  
 the network output is stabilized, ie the output vectors do not pass between 
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cluster elements;  
 the limit value of the error on the map has been reached;  
 passed a given number of epochs. 

Conclusions 
As a result of the research, a modified method of forming an information 

retrieval image of an electronic document was developed. The modified method 
provides faster and better data selection for the formation of IPO. The method of 
constructing an information retrieval image of electronic documents by means of data 
mining provides stable and fast work with documents. 

In the future it is planned to refine the method and make changes to it. Since this 
topic is currently in high demand, it is possible to make amendments to the method that 
will improve and speed up the work of this method. 
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Abstract. The article discusses one of the possible ways of finding potential 
criminals using wireless Internet networks in order to strengthen the security of 
facilities of particular importance and the country in general. It is also described how 
modern digital and network technologies can be used to develop a comprehensive 
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In the context of the hybrid war, in which Ukraine is currently engaged, the 
question of ensuring security and integrity of the country is beyond doubt. Many 
countries, for their territorial integrity, are investing not only in the armed forces, in the 
traditional sense of this term, but also in cyber-weapons. The advent of cyber-weapons 
also makes it necessary to develop means of countering these weapons. That is why 
governments fund and support projects that protect the country in cyberspace. 

special 
services. That is why they must use modern equipment and technology, by means of 
which, they can monitor and, if necessary, influence the work of information systems or 
individual devices. But how to set up this solution? And what would that take? 
impossible to track every single person in the country. People generate a lot of 
information, and there are physically not enough specialists to process that information. 
And furthermore, the Constitution protects the human rights of privacy. Special 
services have the right to interfere in the life of a person only if suspicion has been 
made and a court order has been executed. And only after that you can legally interfere 

 
t is why it is not uncommon for 

special services to use the help of cybercriminals to solve cybercrime. They also train 
their specialists, the so-called "white hackers" who work for the country. However, 
such specialists are not of much use without special tools. The authorities seek help 
from developers who create tools to search for and deanonymize criminals. 

One of those tools that could help special services is a tool that can scan mobile 
phones with an enabled Wi-Fi adapter. This type of solution should consist of two 
parts. The first part is a server that processes, stores and transmits information, and the 
second part is an access point that emits the work of a Wi-Fi router. Such Wi-Fi points 
are placed in strategically important and lively places such as airports, bus stations, 
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- all 
the places where there are a lot of people. In such public places, there is usually free 
Wi-Fi that people gladly use. Also, these places are visited by criminals, as they can be 
"invisible" among the crowd. And it is this solution that would allow us to detect the 
presence of such attackers. 

As mentioned earlier, the solution should consist of a server and an access point. 
However, there should be two access points, so that a person can be found by x and y 
coordinates.  Each point runs at frequencies of 2.4 Ghz and 5.0 Ghz.  These are the 
open frequencies on which the Wi-Fi protocol works according to IEEE 802.11[1] 
standard.  These points are different from others because they have a much higher 
power, their signal power reaches several kilometers. The points cover 360 degrees 
around, but their antennas have a clear direction, which is why they have to be 
positioned in the direction of these antennas. Otherwise, their efficiency will be 
reduced. These antennas must be reprogrammed with special software that is based on 
the Linux kernel with long-term support distributions such as Debian, or its descendant 
- Ubuntu. However, the specific user (operator) "shell" should be developed which is 
oriented to the Cisco command-line interface (CLI). These access points should be 
connected to the Internet and directly to the mini-server on which the scanned 
information will be stored and the database will be supplemented. 

Next up is the server. There should be two types of server. The first one is a cell 
phone - a small computer that will be connected directly to the point which stores, 
processes and transmits the information to the data center, where a more powerful 
server, operated by the information security administrator will already be. The mobile 
server will also update and configure the access point. 

For easy operation, a graphical interface (GUI), operated by a cybersecurity 
specialist, should be developed. With this interface, the operator should be able to 
process all incoming information. Scanning information should be displayed on his/her 
monitor and have certain filters to make the work easier. He/she should also be able to 
control, configure and reconfigure the version of the access point.  In case of sensor 
problems, the operator should be able to connect to it directly, and with debugging 
commands that are specially designed to test the work of the sensor, reconfigure it or 
gather information which will be forwarded to the developers for further software 
correction and updating. 

The question then is: What is this all about? With such a solution, the operator 
will monitor and, if necessary, conduct an attack on the mobile phone in order to 
cap
out. The first one is known as the Man-in-the-Middle attack[2]. The essence of the 
attack is that it interferes with the transmission of information in such a way, that from 
the target victim the information passes through the attacker and then to the router and 
vice versa. When the victim requests the information, the router first directs it to the 
attacker because it considers him to be the end-user and then the attacker redirects it to 
the user. 

This is a description of the classical method, but the solution will use a more 
effective method. The information, that is most often transmitted, is encrypted and 
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cannot be retrieved. In case of using this solution, the public router, which is located in 
the mall, will be replaced by the router of the cybersecurity operator. This all will be 
done thanks to these sensors. That is why these access points will work exclusively 
with the cell phone of the criminal and not with the cell phone of ordinary citizens. The 
operator chooses his target; the system first calculates the frequency at which it 
operates - 2.4Ghz or 5.0Ghz, then finds the exact channel using the phone. The sensor 
then sends deauthers[4]. Deauthers are images that are 
report that it has been disabled. At this time, the point is fixed to a specific channel at a 
certain frequency and creates an access point with an exact copy of the SSID[3]. When 

Wi-Fi, the access point is no longer public, 

because it happens pretty quickly. And once the target is caught, we can analyze and 
ds. Next, phase number two - infection of the 

- begins. The solution starts 
sending packets and switching the phone so that it can "tell" about itself. This enables 
the installation of malicious software for spying purposes, the ability to redirect the 
phone to phishing sites in order to obtain confidential data or download programs. 

All actions described above are illegal and can be carried out exclusively by 
special services, the ones that have t

court, and permission for obtaining the information from the target phone must be 
granted. Otherwise, all obtained information in the course of an investigation cannot be 
considered in court, because it has been obtained illegally. 

The theoretical material discussed above is all about improving cybercrime 
investigations and the work of the special services of the country. 
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Abstract. In this work it is proposed the method of detection of hidden 
information using steganographic methods. Abstracts focus on the method of detection 
of data in a digital image that is hidden using steganographic methods. The proposed 
method of analysis is based on detecting presence of hidden data embedded in a digital 
image using bit modification methods of color components of an image based on the 
RGB color model. 
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Currently, the development of methods of computer steganographic analysis is an 
urgent task.  

The realization of steganographic analysis allows to conduct research of digital 
messages for the purpose to find the fact of presence of hidden data and possible 
decoding of a hidden message [1].  

The aim of this work is the realization of the detection method of presence of 
hidden message using a digital image while saving it as a digital image file.  

This method analyzes the distribution of the number of single bits in conditional 
blocks of bit planes of color components of a digital image with the purpose to detect a 
hidden message. 

This method provides the ability to determine the type of hidden data, namely, 
belonging to a linguistic group, if a message is text information. 

This approach is carried out by comparing the distribution of the number of single 
bits in conditional blocks of bit planes of color components of an image and symbols 
codes of text message at their binary representation.  

Most often, steganographic tools are as steganographic means that can be used to 
hide and decode the hidden data. So, given the functionality of modern steganographic 
software [2]: 

 the most common type of supported computer files is files with graphic 
information (an image file of BMP format with a digital image);  

 the most common type of hidden data is text information;  
 as the method of hiding data it is used computer steganographic methods that 
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support the direct replacement of least significant parts of an image (extra information) 
with bits of hidden data. 

Considering that the most common type of hidden data is text information, we 
analyzed the distribution of number of single bits (further  DNB) for codes of 
message symbols of texts in English, Russian, Ukrainian. 

To conduct this research we follow the steps according to the developed 
algorithm [3]: 

Stage 1. Make representation of each message symbol in proper binary code (8 
bits each). 

Stage 2. Make the division of the formed bit representation into the blocks that 
corresponds to the bit digit of each binary representation (from 0 to 7). 

 
We chose 3 messages of different length in each language and make the 

representation of their DNB (distribution of number of single bits). 
We used 24-bit digital bitmap images to research the detection method of hidden 

data in a digital image. 
An image was embedded by the method of modification of a lower bit in the blue 

color component when using the RGB color model. 
We conduct the realization of the proposed method of analysis of detection of 

hidden data by following these steps: 
Stage 1. Decode each color component of the researched image using the RGB 

color model. 
Stage 2. Convert the matrix of the blue color image component into a vector-

column formed from the color gradation values of the blue component, and convert the 
value of the vector into binary. 

Stage 3. Split each column of bit plane into eight conditional blocks that are 

 
Stage 4. Get a matrix of conditional blocks (further MCB

columns correspond to the number of a bit plane of the image components, and rows  
to the conditional block number with the count of distribution of the number of single 
bits in each block. 

It is a graphic representation of the values of the formed matrix of conditional 
blocks. 

 
Figure 1 - Graphic representation of the values of the formed matrix of 

conditional blocks 
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To evaluate and compare DNB matching in bit image planes of an image and 
codes of symbols of a text message we compare them based on the Pearson correlation 
coefficient indicator. 

Make the determination of the Pearson correlation coefficient DNB of 5 bit 
planes of blue color image component and symbols codes of the text message. 

We used 24-bit digital bitmap images of the following classes to research the 
detection method of hidden data in a digital image [4-6]: 

class 1  images with few colors (4-16) and large areas filled with the same 
color; 

class 2  images with smooth color transitions built on a computer; 
class 3  photorealistic images; 
class 4  photorealistic images with overlay business graphics. 
The degree of image modification when embedding an English text message to 

the blue color component of each image. 
For more detailed research we embed the English message into each image. 

Determine the value of Pearson correlation coefficient of DNB of zero bit planes of 
blue color component of certain images and symbols codes of text message. 

We proposed the method of steganoanalysis of the detection of presence of 
hidden data formed using steganographic system. This method allows to research a 
digital image for presence of embedded hidden text message using the method of 
modification of lower bit of color component of RGB model and determine language of 
a hidden message. 

The detection of presence of hidden data in the image is conducted by comparing 
DNB MCB of the bit planes of the image color components and symbol codes of the 
message at their binary representation. 
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Abstract. The paper proposes honeypots models based on typical computer 

attacks and architectural features of baits developed taking into account the architecture 
of a distributed system with baits. The main features are configuring different types of 
honeypots and their integration with other components in multilevel security system. 
Typical features of honeypots and methods of system analysis and decision theory for 
solving problems are analyzed with using baits by types of attacks and organizing the 
interaction of components of a multilevel system. 

Keywords: honeypot, malicious actions, computer attack detection, forecasting 
 
Computer networks connected to Internet become objects for malicious actions 

[1, 2]. Detection of malicious actions and protection against them are used in systems 
of different types [3]. A promising way of computer networks protection is using 
separated honeypots and honeynets and their integration with other protection systems. 
The work goal is to develop honeypots models according to their architecture features, 
utilization features and attacks types on networks. Honeypots perform functions of 
information collection and analysis about malicious actions in networks [4, 5]. 

Models characteristics are grouped and generalized for model creating. With this 
purpose honeypots operation levels are taken into account with its functions: detection, 
analysis, reaction, execution. The honeypot model, taking into account the functions 
from which it is formed, is set in the way 1,PM P , where P is the set of a honeypot 

1 is the set of predicates on the set P. 
It is necessary to specify features of a certain type of an attack for its detection 

and its type determination. A honeypot should provide: ports and services that are 
attacked; collection, storage and processing data of network traffic of a honeypot; 
interaction with a honeynet. 

Ports and services deployed on a honeypot depend on attack type or types which 
a honeypot intercepts. Collection and storage of traffic data may be implemented in the 
same way for different types of attacks. 

Honeypots architectures are considered, taking into account typical attacks in 
corporate computer networks. 

-mail box or e-mail server. For detection of 
-service for simulating e-mail 

server (fig. 1). Data monitored by the honeypot: IP-address/ IP-prefix of e-mail source; 
domain name/ URL/ URL type of e-mail source; user or users ID; received e-mail 
volume. On the basis of these data the analysis of activity on honeypot SMPT service is 
performed, threshold values of e-mail or e-mails volume and their received speed are 



72                         Information Technology and Interactions (IT&I-2020) 

determined. Threshold values are used for defining e-mail traffic as malicious and one 
that requires analysis. 

 

 
Figure 1   

 
service, 

which works by TCP protocol, for example HNNP and FTP services. Data monitored 
by this type of honeypot: IP-address/ IP-prefix of the request source; domain name/ 
URL/ URL type of the request source; the number of half-open requests. As the result 
of analysis the network traffic is classified as not malicious/ malicious and threshold 
values of requests number and their received speed are defined. 

number of ports, which may be both physical and virtual and have to correspond to real 
-

address/ IP-prefix; domain name/ URL/ URL type; existence of ports access. The 
analysis of time series of ports access provides a way to classify an activity as 
malicious. 

The developed honeypots model for typical attacks can be applied for creating 
the network of honeypots inside a corporate computer network. This allows them to be 
used depending on the types of attacks. It is necessary to use the methods of decision 
theory for the organization of functioning such honeypots network with the purpose of 
determining a dynamic architecture of honeynet. 

The dynamic honeynet allows collecting different types of attacks and analyzing 
intruders. The analysis provides finding similar intruders, anomaly activity detection, 
and forecasting intruder activity with traditional statistical and state of the art methods 
like deep learning. 

Finding similar intruders is performed on the basis of clustering their activity, id 
est, time series belonged intruders. Clustering is executed with different methods, 
among them there are clustering on the basis of informational criterions, clustering on 
the basis of Gaussian mixture models, clustering on the basis of hidden Markov 
models, clustering on the basis of neural network models etc. 
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Forecasting intruders activity provides early detection of malicious actions and 
determination of attack probability and their characteristics on the basis of current state 
and previously detected patterns. The analysis of intruders actions allows to get the 
patterns of attacks. 

The developed models of honeypots with considering their architectural features 
and typical attacks features are basis for creating systems of wrong attacks objects 
integrated in the general security system of corporate computer network. This improves 
security level including through analysis of information collected in a honeypot. When 
organizing the detection and interaction of distributed system components, it is 
necessary to involve the methods of system analysis and decision theory which allow 
enhancing the result of work of the entire system. 

Conducted research of mentioned methods allows separating important ones 
from them for their use in the developed system. The result of experimental 
investigation allows performing the creation of the honeypot network on the basis of a 
distributed multilevel system. 
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Abstract. The question of why you can't connect to the server via NAT is 

considered. Requirements to traversal NAT. Options for this to be done. 
Keywords: Traversal NAT, P2P applications, STUN, TURN, ICE. 
 

1. INTRODUCTION 
A big problem for many applications is the inability to establish a connection at 

all. This is especially true for P2P applications such as VoIP, messengers, and file 
sharing, which often need to act as both a client and a server to provide two-way direct 
communication. 

If NAT is available, the internal client does not know about its public IP address. 
It knows its internal IP address, and NAT devices overwrite the output port and address 
in each TCP/UDP packet and the output IP address inside the IP packet. However, if 
the client transmits its private IP address a part of its application data to an equal 
external environment outside its private network, then the connection will fail. 

Therefore, if you want to share peer-to-peer code outside your private network, 
the application must first detect its public IP address. Another packet that arrives at the 
public IP address of the Nat device must also have a destination port and an entry in the 
NAT table that can translate it to the internal IP address of the destination host and a 
tuple of ports. 

To eliminate this discrepancy in NAT, there are methods for bypassing STUN, 
TURN, and ICE, which are used to establish end-to-end communication between peer 
members on both sides. 

 
2. SESSION TRAVERSAL UTILITIES FOR NAT (RFC 5389) 

Session bypass utilities for NAT STUN (RFC 5389) is a protocol that allows the 
host application to detect the presence of a network address translator on the network 
and, if available, get a dedicated public IP address and a tuple port for the current 
connection. To do this, the protocol requires the help of a well-known third-party stun 
server, which must be located on a public network. 

 
+----------------------+          +-------+      public IP, PORT?       +--------+ 
|                      |--------->|       |---------------------------->|        | 
|  192.168.31.23:3212  |          |  NAT  |                             |  STUN  | 
|                      |<---------|       |<----------------------------|        | 
+----------------------+          +-------+      93.72.33.221:32123     +--------+ 

Figure 1  STUN request for public IP and Port 
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Assuming that the IP address of the stun server is known (via DNS detection or 
at a manually specified address), the application first sends a request to bind to the stun 
server. In its turn, the stun server responds with a response that contains the public IP 
address and client port that is visible from the public network. 

This process has several problems. 
 The app detects its public IP and port packet, and can then use this 

information as part of its app data when communicating with its members. 
 An outgoing binding request to the stun server sets NAT routing records 

along the path, so that incoming packets arriving at the public IP address and Port 
tuple can now find their way back to the host application on the internal network. 
 The STUN protocol defines a simple ping saving mechanism to avoid 

waiting times for NAT routing records. 
With this mechanism, when two peer-to-peer partners want to communicate with 

each other, they first send binding requests to their respective STUN servers, and after 
both parties successfully respond, they can use the established public tuples of IP and 
ports to exchange data. 

 
3. TRAVERSAL USING RELAYS AROUND NAT (RFC 5766)  

However, in practice, STUN is not sufficient to work with all NAT topologies 
and network configurations. In some cases, UDP may be blocked by a firewall or other 
network device - a common scenario for many corporate networks. To solve this 
problem when the STUN fails, we can use the relay bypass protocol around Nat 
(TURN) (RFC 5766) as a backup option that can work over UDP and switch to TCP if 
all else fails. 

The key word in TURN is, of course,"relays". The protocol relies on the 
availability and availability of a public repeater to transmit data between members. 

 
+------------------+   +-------+    +--------+    +-------+   +------------------+ 
|                  |-->|       |--->|        |--->|       |-->|                  | 
|192.168.31.23:3212|   |  NAT  |    |  TURN  |    |  NAT  |   |192.168.31.13:2233| 
|                  |<--|       |<---|        |<---|       |<--|                  | 
+------------------+   +-------+    +--------+    +-------+   +------------------+ 

Figure 2  TURN 
 
 Both clients start their connections by sending a distribution request to the 

same turn server, followed by permission approval. 
 Once reconciliation is complete, both peers communicate by sending their 

data to the TURN server, which then passes it to another peer. 
 

 

4. INTERACTIVE CONNECTIVITY ESTABLISHMENT (RFC 5245) 
ICE (RFC 5245) is a protocol and set of methods that aim to establish the most 

efficient tunnel between participants, provide direct connection where possible, use 
stun negotiations where necessary, and finally return to TURN if all else fails. 
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                                    +--------+ 
                          +-------->|        |---------+ 
                          |         |  TURN  |         | 
                          |  +------|        |<-----+  | 
                          |  |      +--------+      |  | 
                          |  V                      |  V 
+------------------+   +-------+                  +-------+   +------------------+ 
|                  |-->|       |----------------->|       |-->|                  | 
|192.168.31.23:3212|   |  NAT  |                  |  NAT  |   |192.168.31.13:2233| 
|                  |<--|       |<-----------------|       |<--|                  | 
+------------------+   +-------+                  +-------+   +------------------+ 
                          ^ |                        ^ | 
                          | V                        | V 
                       +--------+                +--------+ 
                       |        |                |        | 
                       |  STUN  |                |  STUN  | 
                       |        |                |        | 
                       +--------+                +--------+ 

Figure 3  ICE 
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Abstract. This article provides recommendations for choosing an intrusion 
detection system for small and medium-sized businesses. These recommendations can 
be applied in practice by employees of the information security department of the 
enterprise. These recommendations can significantly increase the level of information 
security of the enterprise and minimize possible losses in the future. 
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In the modern information field, there is an acute problem of information 
security. This problem includes both protection from attacks and their detection at an 
early stage in order to minimize the consequences of an attack and respond to it in time. 
One of the main tools to detect attacks is SIEM-systems, which, if properly configured, 
reduce the response time to an attack to a minimum. Typically, efficient systems are 
expensive, and their implementation and support are heavily funded, which can be 
afforded by an Enterprise or Medium-Business companies. For small companies, SIEM 
implementation and maintenance becomes an impossible burden, as usually the means 
to purchase an SIEM system are bigger than possible losses from a successful attack, 
which can paralyze the whole business for an indefinite period of time. The way out of 

systems and perform their functions. 
This application can be Osquery, the software was developed in 2014 by 

Facebook. This application is distributed under MIT license, so it can be used for 
commercial purposes, without any usage fees [1]. The software uses a client 
architecture, so the application must be installed on each server from which data is to 
be received. The essence of this application is that the operating system is perceived as 
a relational database with tables displaying information about the system. These data 
can be conveniently obtained with the help of SQL language and record both in the log 
file and sent to a remote syslog-server, which will accumulate data from different 
endpoints to present a complete picture of the infrastructure security. One example of 
using this application is the detection of one of the most popular tactics for launching 
malware, namely deleting the executable file after the process has already been created, 
making it difficult to detect the attack. So to search for these processes, you need to 
form a simple SQL query - "SELECT * FROM processes WHERE on_disk = 0", after 
executing this query, Osquery will display all the processes whose executable files have 
been removed from the file system. Thus, with the help of this software it is possible to 
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create many markers that will trigger the presence of malicious software in the system. 
All settings for information security markers are recorded in a configuration file, which 
also contains settings for information output (syslog-server, log file, etc.) and the 
frequency of marker checks. Thus, these configuration files are conveniently distributed 
between a large number of endpoints using automation tools such as Ansible. 

The problem with Osquery is that the application does not provide a user-friendly 
interface to analyze all incidents that have been collected from different parts of the 
infrastructure, so to use it effectively you need to implement an application to analyze 
and display this data. This application is ELK-Stack which is also distributed under 
MIT license, so it can be used for commercial purposes [2]. This software consists of 
three components, each of which is responsible for different purposes and tasks. 
Elasticsearch is the main component of the system, which accumulates data and 
analyzes them. Kibana - is responsible for managing the components in the web 
browser interface and building charts, maps and other graphical means of displaying 
information using data stored in Elasticsearch. The last component used in the system is 
Logstash. This component is responsible for converting data to provide them in a 
format understandable to Elasticsearch for further analysis. Together, all these 
components form a powerful stack of technologies that can be used to analyze and 
visualize information from different sources. In addition, this software can be used not 
only for analysis and displaying information security events, but also for its intended 
purpose, namely as software for analysis and aggregation of log files and collection of 
metrics for information system operation. It may also be noted that the data is stored in 
a document-centric database, with effective indexing and mechanisms for managing 
this data using the API and Index Lifecycle Management. The whole set of tasks for 
which ELK-Stack can be adapted makes it attractive for implementation in companies 
with small IT departments and limited financing. 

In combination, these software tools provide an opportunity to constantly 
monitor the entire infrastructure and identify possible attacks, which will minimize 
losses from them. In addition, the cost of implementing this software package is 
minimal, as only an information security officer with knowledge of the software is 
needed. At the same time, this software complex can be developed together with the 
company that has implemented it and scaled up together with information systems of 
enterprises. 
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Abstract. The article presents the structuring of a new approach to countering 

cyber threats - Threat Hunting. The article proposes a functional diagram for an 
application of this approach in practice by specialists in the field of cybersecurity.  

Keywords: Threat Hunting, indicators of compromise, proactive cybersecurity. 
 
1. Introduction 
To date, most information security threats are known, and can be defended by 

traditional means of protection such as antivirus, firewalls, and so on. Such threats 
include spam, denial-of-service attacks, viruses, rootkits, and other classic malware. 
The remaining minority of threats are unknown and the most dangerous. They are 
difficult to detect and even more so to protect against them. Examples of such threats 
are encryption viruses, crypto miners, etc. This situation has led to the development of 
means of protection against cyber threats in the direction of developing new technology 
that would be able to counteract the most serious and complex threats. 

Proactive threat search or Threat Hunting (hereinafter - TH) is the latest way to 
counter cyberattacks, which through proactive and iterative search, allows to detect 
complex threats that traditional means of protection are not even able to notice. It 
should be noted that TH is not a specific software or hardware product and is not a 
passive activity. Proactive threat search is, first of all, mainly a manual process with 
elements of automation, in which the analyst, based on his knowledge and skills, 
checks large amounts of information for indicators of compromise, according to a 
predetermined hypothesis of the presence of a threat. 

2. The order of Threat Hunting conduct 
According to the approach of the leading American company in the field of 

cybersecurity and big data analytics - Sqrrl, in general, the whole process of TH can be 
reduced to four main stages, which are repeated cyclically [1]. 

On the first stage of the hypothesis creation begins with asking questions about 
how an attacker can gain access to an organization's network. Then these questions 
need to be divided into specific and measurable hypotheses that determine what threats 
may be present in the network and how they can be identified [2]. 
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Once the observations have led to the development of hypotheses, they should be 
tested during the stage of research. In general, it is possible to identify four types of 
techniques that can be used by specialists in TH at this stage: search, clustering, stack 
counting or accumulation and machine learning [2]. 

A fairly effective method at this stage is Linked data - a method of publishing 
structured data that allows to link them and seek confirmation of hypotheses using 
semantic queries. Related data analysis is particularly effective in presenting the data 
needed to solve hypotheses in an understandable form, and is therefore an important 
component of the TH. Linked data can even help prioritize and direct visualization, 
making it easier to search large datasets and use more powerful analytics. Methods of 
analysis of both source and related data should be used to identify patterns in disparate 
data sets, to detect the actions of attackers [1]. 

Today, there are many information security technologies that can provide 
assistance in the process of TH. However, the authors of this paper tend to narrow the 
set of technologies to the next most necessary: SIEM (Security Information and Event 
Management) systems, EDR (Endpoint Detection and Response) systems and NTA 
(Network Traffic Analysis) systems. As experts in the field of cybersecurity, the 
authors of this article note that the above systems are the technical basis for the 
construction of a modern SOC (Security Operations Center). 

SOC is a specialized center for monitoring and prompt response to information 
security incidents. Such a center is a group of information security experts who are 
responsible for continuous monitoring and analysis of the security of the organization, 
using a combination of technological solutions and acting within well-structured 
processes. It is important to note that most often TH processes seek to implement 
organizations that already have their own SOC or use such services through 
outsourcing.  

The third stage allows to reveal new harmful patterns of behavior and tactics, 
techniques and procedures (hereinafter - TTP). The gap in the detection of violations 
arises from the ability of attackers to evade the mechanisms of detection. As detection 
capabilities continue to evolve and expand, cybercriminals will find new ways to evade 
these measures. Thus, over time, TTPs of attackers will evolve to ensure that they can 
evade detection and act unnoticed in the IT environment. 

It is due to this stage of the previous TH procedures that the TTP frameworks are 
filled and improved. 

MITRE ATT&CK is a structure that describes the methodologies used by 
attackers during cyberattacks. It is presented in the form of a matrix consisting of 
eleven tactics, each of which contains a list of related techniques [3]. 

The fourth stage of the cycle forms the basis for informing and enriching 
automated analytics. This can be done in a variety of ways, including developing a 
default search for regular execution, creating new analytics or even providing feedback 
to a controlled machine learning algorithm [1]. 

One of the main mistakes of organizations initiating the TH process to their 
overall information security strategy is that they do not define metrics for assessing the 
TH either because of the difficulty of defining such indicators or because they believe 
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that because threat detection must be a flexible process, indicators cannot be identified. 
However, there are useful metrics that can measure the performance of the TH 

process to help improve it, as well as help build a business case for further investment 
(financial and time) in staff training and tools. The following is an approximate set of 
metrics that can be used [2]: 

 graph of trends and / or comparisons: number of incidents detected 
proactively (compared to reactively); the number of proactively identified 
vulnerabilities (compared to vulnerability assessments); waiting time (delta) in the 
detection of incidents proactively (compared to those detected reactively); 

 percentage: data coverage (data types and asset coverage). 
 pie chart: number of hypotheses on MITRE ATT&CK tactics; number of 

TH procedures according to MITRE ATT&CK tactics; number of incidents under 
MITRE ATT&CK tactics. 

 service level: the percentage of successful THs that led to a new analytical 
conclusion or detection rule; sensitivity and specificity of analytics or rules obtained as 
a result of TH (number of true and false positive results). 

3. Developing Threat Hunting process diagram 
The "Hunting loop" by Sqrrl [1] provides a working and stable cycle of actions 

for experts. However, in the context of organizations where there are information 
security departments wishing to implement TH process, the cycle needs to be detailed 
and supplemented with initial data, as well as a connection with the classic incident 
management process. The authors of the paper propose the improvement of the original 
cycle, described on the Figure 1 and its integration in the whole information security 
management system of organizations. 

 

 
Figure 1  Extended functional diagram of Threat Hunting process 
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The proposed extended functional diagram of the TH process includes:  
 raw logs and telemetry from network and infrastructure assets of the 

organization;  
 means of the initial analytics and information processing  SOC: SIEM, 

EDR, NTA;  
 alerts and queries conducted by TH expert using initial analytics means;  
 stage of the hypothesis creation;  
 preliminary data triage and prioritization before conducting the research 

stage;  
 stage of the research using tools and techniques; stage of the identification 

of the TTPs enriched by the trusted frameworks in the field;  
 detailed outputs of the expansion of analytics stage;  
 incidents resolving plan as an ultimate goal of the incident management 

process;  
 metrics for the continuous performance management of the TH process. 

Existing SOC tools, such as the SIEM platform, in the context of the second 
stage of TH, can be used to query data, from basic search to more advanced methods, 
and visualization can help identify anomalies and unusual patterns of behavior. 

It can be said that the planning and implementation of the TH procedure in the 
daily process of information security can afford organizations with a high level of 
maturity of security processes, which already have established procedures and 
technologies for threat prevention and are ready to move to a higher level - the level of 
proactive threat response. 

Thus, we can conclude that the TH cycle is a simple but effective process that 
can radically improve the level of security of the organization. This procedure is most 
effective when used in conjunction with traditional security systems, complementing 
the measures and tools to detect cyber threats that already exist in most organizations. 
The ultimate goal of TH should always be to go through the four-stage loop as 
efficiently as possible. 
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Abstract. These days, content analysis of text information is used to prevent 
threats, along with the analysis of the network traffic characteristics, the behavior of 
corporate networks and their security policy. Existing systems of text analysis and 
modeling include different kinds of search engines and information-analytical systems. 
They are capable of solving such tasks as classification of documents by its subject 
matter, author identification, detection of plagiarism, modeling representations of the 
knowledge about the subject area and the content of text. 
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 In the modern world, problems related to the use and spread of malicious 
software, information attacks and other types of cyber threats, which have received the 

threats require an innovative approach. Collective defense empowers organization to 
stay ahead of evolving threats to better defend network through real-time sharing and 
collaboration across industries and sectors. 

Earlier, the main efforts of developers were pointed to create effective detection 
algorithms. These detection algorithms have used different mathematical basis: 
statistical methods, methods of automata theory, methods of interacting sequential 
processes calculus, methods of mathematical logics, neural networks, fuzzy logics, and 
other formalisms. 

Some detection algorithms, in particular algorithms on basis of neural networks 
have cyberspace-adaptive properties. However, the rapid dynamics of the environment 
change (the variety of network structures, the variety of types of attacks, etc.) often 
reduced efforts of designers to zero. 
 A number of freely distributed and commercial systems of defense from attacks 
(SDA) was developed and became widely accepted in the field of corporate computer 
networks building [1]. 
 The analysis of the structure of circulating packages in the corporate network is 
the essence of the analysis at the network layer of protection in SDA. As a rule, the 
package flags, the port addresses for network nodes, the time intervals between specific 
events and so on are analyzed here. 

The package contains the information about the sender, which is often 
represented as a DNS-address. This information is definitely of a great value as it can 



84                         Information Technology and Interactions (IT&I-2020) 

clearly point at the source of the attack. However, the truth of address information 
about the source of the attack is often questionable, since it can be easily corrected by 
the sender of the package. For some protocols, such as mail, the address of the attacker 
may also be obviously stated. However, as in the previous case, the address of the 
sender can easily be changed. 

As a result, there is a need to allocate one more level of realization of the 
protective methods  the level of the global network. 

At this level the information, which is contained in the text documents on web-
sites, global network portals, social networks or other legitimate objects of the 
information space can be analyzed and both the sources of attacks and their information 
characteristics can be indirectly identified. 

The concept of a text document here is multivalued: it is text information from 
websites and portals, and emails, and program codes that are entered into the 
computing environment of the victim's computer. In any case, this level is characterized 
by, on the one hand, methods used in intelligence activities, including business or 
competitive intelligence, and, on the other hand, methods of text processing. 

IT professionals very often have problems with viruses and other malware. 
Actual threats include spreading spam, phishing, network attacks on enterprise 
infrastructure, including tar- get and DDoS attacks, where use potentially dangerous 
software vulnerabilities. 

These and other similar examples show a close relationship between 
cybersecurity systems and word processing systems: when detecting spam, data loss, 
detecting and tracking potentially dangerous messages, etc. 

This field of the research is actively evolving lately. From one side, it is 
connected with intellectual property protection, from another, it is connected with the 
necessity of cyber threats prevention, which arises because of the malware usage. In the 
latter case, it is hard to overestimate the possible damage, which can be caused to 
control systems by the key infrastructure, including to the military targets. Because 
there are new kinds of malware being created all over the globe, there is a necessity of 
the identification of the malicious code creators and bringing them to justice. 

Processing, careful analysis and synthesis of information collected from Internet 
resources is made using content and/or rapid analysis methods, bibliometric and/or 
cluster analysis, as well as expert and/or situational methods [2]. 

However, a tight time limit for the search, collection, extraction and processing 
of information circulating in the global information space of the Internet, its 
accumulation, classification by certain attributes, further analysis, synthesis, 
compilation and making it accessible to the concerned users, as well as transformation 
into synthesized conclusions and recommendations necessitates some arrangements. 
First, the automation of all measures in the complex of risks monitoring system 
associated with these processes. Second, the configuration of SDAs subordinate to the 
System Monitoring Units of corporate networks according to their risk vectors. 

 The development of a corporate networks protection model with a collective 
System Monitoring Unit defense module, methods for detecting and identifying 
computer attacks with help of content analysis of the global information space and the 
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architecture of SDA, related to it, will provide a basis for the synthesis of a reliable and 
high-performance adaptive cyber threats detection systems and will shorten the 
detection time of the computer attacks of the new generation. 

Further improvement of the security and stability in functioning of the 
information and telecommunication systems of corporate networks in the conditions of 
massive influence of computer attacks requires an increase in the probability of 
detection of new computer attacks and a decrease in the recognition time for the signs 
of known attacks [3]. 

To solve this problem, it is not enough to use only traditional methods that utilize 
identification characteristics of network traffic and information about the work of 
corporate networks and security devices. The processing of data sets of the body of 
network packages, content of Internet pages, information from social networks is very 
valuable in this area. 

Calculations of risks from various attacks require the identification of sources of 
attacks on indirect grounds, determining their inclinations to attacks or undesirable 
influences of one kind or another, determining the characteristics of attack activity, 
calculating predictive activity indicators based on time series analysis, and the like 
other [4]. 

This protection becomes possible or by configuring the corporate network SDA 
to prepare the activation of attack detection algorithms. Given the temporary limitations 
of the attack detection process, such actions should be performed based on predictions 
of the activity of potential attack sources, the detection of which is the task of the 
global network security level of the corporate network. 
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Abstract. Biometrics are physical or behavioral human characteristics to that can 
be used to digitally identify a person to grant access to systems, devices or data. In 
this publication it is described why this topic is an important part of information 
security and corporate information security as well; moreover, using of multimodal 
biometric identification system was proposed for stronger security.    
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The relentless expansion of the scope of computer information processing and 

computer telecommunications is attracting more and more people to the field of 
information technology, which increases the risks of information threats and their 
implementation. Despite the extensive technological capabilities of protection, today 
the number of crimes and fraud is growing with every minute. 

One of the most common protection technologies is biometric protection system. It 
is the most convenient because it does not require storing complex passwords or 
carrying special identifiers (keys, cards, etc.), and it will be enough to just say the code 
word, put your finger or hand, or put the face to scan to access. 

There is a limited number of characteristic personality attributes that can be used to 
identify a person [1]:    

 what the person owns (identification mark, key or plastic card);  
 features of behavior (language, handwriting, the nature of the keyboard); 
 some physical characteristics (fingerprints, hand shape, blood vessel pattern). 

These properties are used in everyday practice when people communicate with each 
other to identify visitors, messages, etc. On their basis special automatic devices are 
created and methods of identification of the person are developed. 

A common characteristic that is used to compare different methods and techniques 
of biometric identification are statistical indicators [2]: error of the first kind (do not let 
into the system of "local") and second kind error (let into the system of someone else). 

It is very difficult to sort and compare statistical and dynamic biometric methods 
according to the first kind of errors, as they are different for the same methods due to 
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the equipment for which they are implemented [3]. 
According to the indicators of errors of the second kind, the general sorting of 

biometric authentication methods looks like this (from best to worst) [1]: 
 

 
 

m and hand. 
 

 
 

Based on the analysis of modern biometric systems of human recognition, it was 
proposed to use a multimodal (bimodal) system of identification, which consists of two 
characteristics: face and voice. 

Multimodal biometric identification system is a multi-factorial identification of a 
person, which consists of two main static components [3]: 

1) identification with the image of a person; 
2) identification with a passphrase. 
Face identification is performed in real time mode at the moment of raising or 

approaching the device with the camera. Three images are enough for registration and 
identification. 

Voice identification is based on the use of a static password phrase. At the stage 
of phrase registration it is necessary to repeat several times, in this way the maximum 
reliability is reached and the variability of the utterance is estimated. 
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Abstract. E-mail spam is one of the main problems of the modern Internet, 
causing financial damage to companies and irritates individual users. Among the 
approaches designed to prevent spam, filtering is essential and popular. [1] This article 
provides an overview of the state of comprehensive algorithms used in machine 
learning applications for spam filtering and evaluating and comparing different filtering 
methods. There is also a brief description of mechanisms that operates to prevent spam. 
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Spam is any unwanted, unsolicited digital communication, often e-mail, that is 

sent in bulk. Today, there are about 900,000 active spam servers that send malicious 
mail to large companies and users. [2] Methods of protection against this type of attack 
exist, but they may not be sufficient to weed out unwanted e-mails. Therefore, this 
issue is an urgent problem today. Spam e-mails are classified into the following 
categories: [3] 

 Advertising companies or people who advertise their products by sending e-
mails. 

 Advertising of illegal products - people or companies that advertise illegal 
products by sending e-mails. 

 Anti-advertising - the type of ads that negatively affects a company's reputation, 
person or other communities. 

 Phishing - a type of fraud in which the letter may have malicious code or a file. 
Usually, launching the program or going to a link from this type of message is 
accompanied by an infection of the workstation or withdrawal of funds from the 
user's bank card. 
Bulk spam has a low cost per message for the sender. However, a considerable 

amount of useless messages causes apparent harm to recipients. First of all, we are 
talking about the time wasted on filtering out unnecessary mail and looking for 
necessary individual letters among it. [4] Very often, internet traffic is expensive, and 
the user has to pay for obviously unnecessary e-mails. The most significant harm comes 
from the ignorance of spam recipients who open spam e-mails, follow links allegedly 
sent by their friends, download viruses and, without suspecting that, spread them in 
society. It is providers who have to waste resources on redundant hardware and anti-
spam systems. According to publicly available statistics, at least 80% of forwarded e-
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mails are currently spam. [5] Mail servers cut most of it off at the time of receipt. But 
even the remaining small part is enough to complicate the lives of users. Providers 
incur additional costs due to the constant need to fight spammers. Since sales letters 
tend to be very different from regular correspondence, filtering them out of the 
incoming mail flow has become a standard method of dealing with them. Currently, 
this method is the main and most widely used one. [6] 

Generally, there are two preventing methods from e-mail spam: [7] 
 Automatic filtering - There is software for automatically detecting spam. It can 

be intended for end-users or use on servers. This software takes two main 
approaches.  

o The first is that the letter's content is analyzed, and a conclusion is made 
whether it is spam or not. A message classified as spam is separated from 
other correspondence: it can be marked, moved to another folder, deleted. 
Such software can run both on the server and the client's computer. In the 
latter case, the user does not see the filtered spam but continues to incur 
the costs associated with receiving it since the filtering software receives 
each message and only then decides whether to show it or not. However, 
the user risks not receiving a letter perceived by the filter as spam in this 
case. 

o The second approach uses various methods to identify the sender as a 
spammer without looking at the letter's body. This software can only run 
on a server that directly receives messages. With this approach, additional 
traffic is spent only by the server for communicating with spam mail 
programs and calls to other servers during the check. 

 Manual filtration - many programs and mail services on the Internet allow users 
to set their filters. Such filters can consist of words or, less often, regular 
expressions, depending on the presence or absence of which the message gets or 
does not end up in the trash bin. However, such filtering is time-consuming and 
inflexible and requires a certain degree of familiarity with using computers. On 
the other hand, it allows you to filter out some spam effectively, and the user 
knows strictly which messages will be filtered out and why. 
Automated filtering software uses statistical analysis of e-mail content to decide 

whether it is spam. In practice, Bayesian spam filtering methods are popular. [8] For 
these methods to work, preliminary "training" of the filters is required by sending them 
manually sorted letters to reveal periodic messages and spam's statistical features. E-
mails have many attributes, such as headers, domain keys, MX records, etc. used by 
automatic spam filters to analyze them. [9] Therefore, the question of choosing a fast 
and efficient automated spam filter algorithm is essential. The following charts use the 
notation for recognition algorithms to be analyzed: [11] 

 Bc Bayes; 
 Kn Correlation; 
 Mh  Mahalanobis distance; 
 Th  Thermal agitation; 
 Kp  Capon. 
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We described possible algorithms for using automated spam filters to enhance 
performance. Each of the algorithms has its advantages and disadvantages, among 
others [11]. The first figure shows the efficiency of algorithms when the number of 
email attributes is more than 5 (figure 1). 

The second figure represents a graph of the efficiency of the algorithm when the 
number of system errors is more than 5 (figure 2). 

 

 
Figure 1 - Dependences on the coefficient with the number of e-mail attributes 

 

 
Figure 2 - Dependences on the coefficient with the number of false positive attributes 

 
Mathematical modeling methods analyzed the effectiveness of detecting spam or 

malicious e-mails by the proposed algorithms. In this article, we confirm that Capon's 
algorithm is the most effective compared to other methods. Its use in preventing spam 
messages and improving the performance of the automated spam filter by 5%. 
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Humanity has made a significant leap forward in the development of the 

information technology industry and, in particular, mobile devices operated by the 
Android operating system. However, the advent of new mobile devices features has 
automatically created new vulnerabilities for them and has driven an increase in the 
amount of malware, which are trying to use them.  

Considerable attention today is being paid to the problem of Android malware 
detection. Several solutions have been developed using an academic approach, utilizing 
features such as permissions, API calls, opcodes, strings, metadata or intents. Naive 
Bayes, J48, decision tree, C-means clustering methods are used as machine learning 
algorithms [1, 2]. However, the presented solutions are characterized by a fairly high 
level of complexity which prevents their use in real-time systems. 

As a result of ours' research architecture of convolutional neural network (CNN) 
for Android malware detection have been proposed. Involvement of convolution layers 
creates an analogy with the human brain, allowing the identification of local features 
that are subsequently fed to the input of fully connected layers to form a membership 
degree of an input object to one of the predicted classes. In the field of pattern 
recognition, such features may be, for example, the presence of inclined lines at a 
certain angle. Another important advantage is that the weights in the convolution layer 
are locally connected and move throughout the feature map. This leads to involving 
much less of a number of weights compared to fully connected neural network 
architectures. 

When designing architecture of neural network, we aimed to use it to detect 
malware. As an input data for convolutional neural network, we used the API method 
calls and a set of permissions for Android app. Application Program Interface (API) is 
a set of procedures that represent an intermediate layer for communicating applications 
between themselves and the Android kernel. In fact, no one high-level action doesn't take 
place without the participation of API invocation. Thus, by analyzing them, we could 
represent the behavior of the application through the sequence of API calls. For example, 
the sequence getDeviceId (), loadLibrary (), sendTextMessage () might be determined as 
the behavior of receiving and sending information. The detection process may then be 
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defined as a procedure of search the similarity of the program's behavior with the 
knowledge about the typical malware behaviors. 

Except API calls, no less important attributes that can enhance behavior 
representation is a set of app's permissions. The permissions mechanism restricts access 
to certain components or functionalities of the application. All permissions used by the 
application are specified in the AndroidManifest.xml file. According to the results of 
previous studies, the distribution of permissions in malware and benign applications is 
differed. Thus, knowledge of attracting permissions may indicate a set of potential 
actions that will need to be granted. In order to implement convolutional neural 
network both type of data was represented in binary form.  

The proposed neural network consists of two separate parallel convolutional 
branches, each of which processes its own type of data (see Fig. 1). As a result of 
convolution and max-pooling operations, the input data, i.e. behavioral patterns of 
Android app, is prepared for fully connected layers (FCL). In order to produce 
nonlinear decision making, there is one hidden layer between the first and third FCL. 
The result is provided by the last layer consisting of two neurons. 

The proposed neural network architecture utilized an approach without 
convolutional and max-pooling layers alternating. This is due to the fact that after the 
next pair of CONV + POOL layers, the dimension of the data decreases, which leads to 
the loss of some information about the input object. In the proposed architecture, in 
each of the two sub-branch, the two convolution layers 11C  and 12C , as well 21C and 22C

, are placed one after the other, where the first convolution layers 11C  and 21C  highlight 
simple features that will be used by the layers 12C and 22C  to represent higher-level 
behavior patterns. The input matrices with size aDK11  and pDK 21  , respectively, 

are feed to the convolutional layers 11C  and 21C . The aD  and pD  are the dimension of 

input feature vector for API call and permissions respectively.  For layers 12C  and 22C , 
the size of the convolution kernel is 112K  and 122K , respectively. Following each 
pairs of convolution layers there is placed one aggregation layer, which reduce the 
dimension of each type of feature. In order to transform the data into a one-dimensional 
vector, each sub-branch uses a Flatten layer. After concatenation the data of both sub-
branches, the resulting vector with size 21 FF  is feeds to FCL. The output layer 
consists of two neurons that accumulate the probability that a suspicious Android 
application belongs to one of two classes  malware or benign. The quantitative 
indicators of the proposed convolution network are presented on the Table 1. 

For all layers, except last, the ReLu activation function was selected. The 
neurons of the last layer were activated by a softmax function that simulates the 
probabilities of belonging suspicious app to one of the two classes. The neural network 
minimized the cross-entropy loss function. In order to reduce the impact of overfitting 
of the neural network between fully connected layers dropout regularization was used 
with parameter p = 0.5 (during testing, the dropout parameter was p = 1.0). The 
learning rate and the batches size were set at 0.001 and 64, respectively.  
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Table 1  Quantitative indicators of the proposed convolution network 
 

11K  12K  11C  12C  1F  21K  2 2K  21C  22C  2F  

1. 3 3 64 128 64 2 3 64 128 64 
 

 
 

Figure 1  The architecture of CNN model for Android malware detection 
 
We propose architecture of convolution neural network which is the basis for 

Android malware detection. The Android malware detection process is based on the 
involvement of a neural network for training on a test sample, each instance of which is 
presented in the form of API calls and a set of permissions. The architecture of the 
proposed neural network consists of two separate parallel convolutional branches, each 
of which processes its own type of data. The outputs from both branches of the network 
are combined to form the input for fully connected layers, which determine the 
probabilities of belonging suspicious app to one of the classes  malware or benign. 
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Abstract. This article discusses the excellence of the increasingly popular 
automated testing tool over today's common network security testing tools. This 
approach allows you to automate the capabilities of the traditional penetration test, keep 

simultaneously. 
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1. Introduction 
Penetration test is one of the most common methods for assessing the level of 

protection and security strength, demonstrating methods for attacks and identifying 
existing security problems. 

However, penetration test  require a significant portion of human participation 
and are held with a certain frequency and in a short period of time. The results reflect 
the static image recorded at the time of the event. 

Nowadays Breach and Attack Simulation (BAS) is the most popular  product for 
simulating intrusions and attacks on the new, rapidly growing market of tools for 
automatic security testing in real time. 
2. Analysis of how to test network security and their shortcomings 

Penetration tests are performed manually by  employees of some company or 
external consultants who try to assess the security of   infrastructure of organization by 
breaking it down safely. 

There are some drawbacks of the penetration test: 
 The results depend on skills and experience of the tester and do not give a 

complete image as it is not possible to check all aspects of the system manually. 
 A limited testing environment does not allow using of all features that real 

hackers could have. 
 A tester is not able to check all known attack technologies. 
 Penetration test results reflect the state of the system in a certain period of time. 

The high cost of such testing does not allow it to be conducted often. 
Red Team testing is an imitation of a targeted cyber attack, which is becoming more 
and more popular. In addition to identifying critical vulnerabilities and the overall 
security assessment, a proactive approach provides valuable information about the 
ability of IT services to detect and block attacks directly during their 
implementation. [1] 

The disadvantages of this approach are: 
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 Requires trained full-time or part-time staff. 
 Imitations should be performed regularly. 
 Test results can be difficult to compare as they can be performed under different 

rules and conditions. 
 Significant resources are involved. 
 Due to insufficient automation, it is important to repeat testing uniformly. 
 It is difficult to assess the impact of changes in the  IT environment and track the 

dynamics of protection effectiveness. 
3. Breach and Attack Simulation as the way automatic testing 

The BAS platform develops the idea of simulating targeted attacks and assesses 
the actual readiness of the organization to repel cyber attacks. This method allows to 
detect critical infrastructure vulnerabilities by conducting cyberattacks from several 
vectors as it would be done by real attackers. [2,4] 

Penetration tests are carried out according to the patterns of real hacker groups, 
state cyber forces and even on behalf of imaginary unreliable employees. 

The SaaS model allows you to run simulations at any time without affecting 
users or infrastructure[3]. 

Here are some reasons why BAS is singled out in the cybersecurity services 
market: 

 Allows to automate the verification process. 
 Decreases the influence of the human factor. 
 IT infrastructure is a living organism and it changes regularly with new 

vulnerabilities and threats appearing every day, which leads to the need for 
constant security testing. 

 Not every big enterprise can afford continuous penetration testing services or its 
own Red Team. 

4.  
From the material mentioned above we can make a conclusion that BAS 

products allow companies to independently and continuously assess their own security, 
to check security mechanisms by simulating attacks in various directions. Thus, the use 
of BAS solutions for continuous security assessment can significantly increase the level 
of actual security of the IT infrastructure. 
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The basic premise of biometric authentication (the term is derived from the 

ning to measure) is that every person 
is unique and each individual can be identified by his or her intrinsic or behavior traits. 
Biometric technology is able to recognize a person on the basis of the unique features 

of their face, fingerprint, signature, DNA or iris pattern and then impart a secure and 
convenient method for authentication purposes [1-7]. 

physical and behavioral characteristics. For example, voice recognition systems work 

lungs, across the larynx and out through their nose and mouth. 

The speech verification software will compare these characteristics with data 
already stored on the server and if the two voiceprints are sufficiently similar, the 

biometric security system will then declare it a match. In this paper, we proposed a 
simple autonomous security system that based on the fingerprint scanner module and 

Arduino Uno. 
Arduino board was designed in the Ivrea Interaction Design Institute intended for 

students without a background in electronics and programming concept. This board 
started altering to adapt to new requirements and challenges, separating its present from 

simple 8-bit boards to products for IoT (Internet of Things) applications, 3D printing, 
wearable, and embedded surroundings [8]. All boards are entirely open-source, 

allowing users to build them separately and finally adapt them to their exact needs. 
Over the years the Arduino boards has been used to build thousands of projects, from 
daily objects to compound scientific instruments. 

The Arduino integrated development environment is an environment in which an 
Arduino board can be programmed. A written program or code is called SKETCH. In 

this work, the Arduino IDE is used as an environment in which the Arduino Uno 
program is written, compiled and uploaded on the Arduino board. The Arduino can be 
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connected to a computer through the USB port and programmed using a language 

a mistake (Figure 1). 

 
Figure 1  The connection scheme 
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Abstract. Customer Relationship Management (CRM) systems based on the 

protection of this data is the most important stage in the development, implementation 
and enforcement of this system. Modern CRM systems are created using various data 
protection methods, which will be outlined in this work. 
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protection, CRM system architecture, logging, access delimitation. 

 
The business processes of any commercial organization are aimed at ensuring its 

main business goals: making a profit, providing services or goods. It is not a secret that 
most of a company's profits depend on customers, that why the loss of them means the 
loss of most of the revenue. Therefore, attracting new customers, awakening existing 
ones  all this forces companies to spend a lot of resources on their marketing 
companies. It is also important to know everyone's needs, to be able to offer exactly 
what person interes
attract. Small businesses, can save the entire customer base, for example, in Excel. For 
companies with a large amount of customer data and complex business processes, this 
will not be enough. In addition, maintaining a large customer base in such programs 

protection of information, and all security is assigned to access to the user's workplace. 
The Customer Relationship Management (CRM) system allows storing 

them. In addition, modern CRM systems allow automating many processes of the 
enterprise, which will work out depending on the characteristics of each client and his 
needs. [1] Such automation can significantly speed up the customer service process  in 
today's pandemic realities this is a very big advantage  the speed of work minimizes 
the manifestations of large queues and crowds of people in one room. Great 
opportunities for the use of CRM systems determine their growing popularity and 
necessity. 

However, usually, no matter how extensive the capabilities of modern CRM 
systems, companies seek to customize it to their needs. Customers who use CRM 
systems, in most cases, pay attention to expanding its capabilities, and security issues 
are left to the developers of the platform. But it should be noted that the storage of 

ut at the same time the 
disadvantage of Customer Relationship Management systems  having access to the 
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Therefore, it is necessary to understand the basic capabilities of protection methods in 
CRM systems in order to build the right vector for the development of personal data 
protection system in the CRM system. 

On the example of the architecture of CRM system Creatio we will consider the 
main approaches to data protection in the CRM systems. [2] 

 

 
Figure 1  Customer Relationship Management system architecture 

 
According to the architecture of the presented CRM system, it is necessary to 

provide protection at the following levels: authorization to the system, work with 
personal data and security of data transfer between the main components of the system. 

Access to any secure system begins with entering login and password  this 
allows to identify the user who plans to work in the system and to authorize the user in 
the system. An effective way to protect data at the application server level is to 
integrate CRM systems with security systems of the database management system 
(DBMS). With this approach, a separate record is created for each user in the system in 
the corresponding database table, and all rights are distributed at the database level. 

Anyone in the enterprise's local network can get an access to the application by 
following the link. In case of the databases, only an employee with the role of system 
administrator, database administrator or security administrator can get an access to 
database tables, which minimizes the risk of login and password theft. In addition, user 
passwords are usually encrypted with a 128-bit key and stored in the database in an 
unreadable form. [3] 
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As mentioned above, companies seek to expand the functionality of the CRM 
system to their needs. This uses a variety of web services, which in turn connect using 
the SSL protocol that allows using public key encryption to authenticate and encrypt 
client-server connections. [4] 

Virtually any CRM implementation project is carried out with the initial 
configuration of access rights for individual users or groups of users within the system. 
System administrators can configure access for the entire table, as well as for individual 
records or fields in the table. Rights are distributed at the database level, so it is 
important to protect database servers most effectively, because gaining direct access to 
the database gives an access to all information in the system. 

Another good tool for recording system changes is logging, which allows 
recording the fact of adding, changing or deleting data, the time of these actions and the 
users who make them. In addition, this tool allows tracking the actions that may 
preceded the threat. The collection of statistics can prevent the realization of the threat 
of copying data, or their change: one suspicious action can be explained by human 
factors, two  by coincidence, three similar actions are the reason to pay more attention 
to these actions. 

After analyzing the approaches to data protection in CRM systems, we can 
conclude that the basic methods of personal data protection meet the basic needs of the 
enterprise. However, to achieve a higher level of protection, it is necessary to refine the 
protection system, using, for example, two-factor authorization by phone number, 
allocation of Demilitarized Zone, development of additional processes for tracking 
employees and preventing third parties from accessing system components. All of these 
methods will be considered in next papers. 
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As of today, a number of issues concerning constructing functional models of 

industry integrated automated IT, providing general industry management based on 
integrated automated IT, and ensuring industry integration in functional modeling is 
still completely uncovered. 

The national cybersecurity sector is a strategically important but problematic area 
for the state. Gradually developing and improving, the national cybersecurity system 
looks for and builds new trend-perspective mechanisms for its improvement: 

 by solving the problems of good governance; 
 based on the development and implementation of new management tools 

and technologies. 
Therefore, providing computer-integrated management of the national 

cybersecurity sector based on an integrated industry-specific information control 
system is of strategic importance for the subject area of IT [1]. 

Setting the research objective. The problems outlined above determined the 
objective of our scientific research, which is the substantiation of features of a 
functional type of model creation of a branch integrated system of management of the 
sector. 

The topic of the presented research is quite relevant at the state level because: 
 it is linked closely to the common state needs and industry problems; 
 it is aimed at the creation of a functional model of a sectoral integrated 

management system, which is a modern tool for improving the management of the 
national cybersecurity sector. 

Analysis of recent research and publications, which started the elaboration 
of the problem. 

Peculiarities of engineering of integrated management systems of the national 
cybersecurity industry were studied by S. Toliupa, V. Nakonechnyi, L. Slipachuk and 
other scientists [1-5]. 

Methodological apparatus of the research. In order to build the model a 
system-integrated approach for structural and functional filling of the model was used.  

Summary of the main research material. 
The format of representation of the genesis essence of the functional model was 

decided to be fixed by the following argumentation: 
1. Due to a pragmatic and rational approach when designing the model, it was 

decided to dwell on the functional type of model. 
2. The functional model type: 
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 is at most applied, informative, dynamic, effective, and flexible; 
 meets the requirements that are advanced to its functional capacity of the 

system; 
 clears up functioning mechanisms [2]. 

At the engineering stage, functional modeling of industry-integrated control 
systems required: 

 an in-depth study of the structural and functional features of the industry 
macro-object that needs management. 

 adequate consideration of the needs, tasks, goals, objectives and specifics 
of the national cybersecurity sector as a problem area. 

The design process of functional model engineering: 
 provided a high degree of scientific and methodological reasoning for 

research and design work; 
 was focused on significant aspects concerning the specifics of the national 

cybersecurity sector; 
 separated everything secondary, minor and insignificant, which does not 

affect the achievement of the goal; 
 singled and took into account only the functional aspects [3]. 

Let us consider in more detail the typological features of the model [2]. 
1. The functional model was based on certain functional aspects that not only 

provide operational efficiency of the control system but also allow displaying: 
 functions performed by each component of IT as a control system; 
 processes occurring in the system; 
 inputs to the system and outputs from the system; 
 the behavior, mode of action, and properties of IT as a control system; 
 information flows and control signals; 
 closed loops of work cycles; 
 functional load of working modules; 
 dynamics of everything that occurs within the model; 
 all interconnections and interoperability of parts in the functioning of IT as 

a control system; 
 functional properties of a control system; 
 functional and industry capabilities embedded in the simulated system [4]. 

2. Architectural basis of the system is working modules, as software subsystems, 
united by a single task in the software and technology chain. 

3. Working modules as working subsystems have defining characteristics. They: 
 perform specific tasks that go beyond goals and objectives; 
 implement the requirements that are imposed on them; 
 carry multifunctional workloads (manage modes, communications, data 

exchange, processes, informatization, analytical data processing, managerial decision-
making); 

 play an applied role as regards the integrated provision of centralized 
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management of the national cybersecurity sector; 
 work according to their own principles of functioning [5]. 

This feature of the structure allowed to ensure the functional industry and 
management capacity of the system.  

Obtained scientific result and value of the research. The presented paper 
discloses: 

 genesis essence of the functional type of the model of the branch integrated 
system of management of the national cybersecurity sector; 

 features of the creation of a functional type of model of branch integrated 
system of management of the national cybersecurity sector; 

 elements of scientific research aimed at solving the problems related to the 
management of the national cybersecurity system on the basis of a functional model of 
an integrated sectoral information system for management; 

 reasons for choosing a functional type of model of the integrated sectoral 
information system for management. 

Conclusions. The materials of this article prove that the functional type of the 
model of the integrated branch information system of management of the national 
cybersecurity sector is the most appropriate choice. 

Prospects of further research. Further research advisable to focus on the 
creation and implementation of integrated sectoral management information systems 
and their models for other sectors of the military defense or industrial complexes of the 
state. 

 
References: 
1. Slipachuk, Lada. (2020). Relevance of the integrated information management system 

as a subject of management of the national cyber security sector of Ukraine. The synergetic concept. 
Journal of Physics: Conference Series. 1454. 012002. 10.1088/1742-6596/1454/1/012002. 

2. Slipachuk, Lada & Nakonechnyi, Volodymyr. (2019). Typology of the Model of 
Integrated Sectoral Information System of the National Cyber Security Management. doi: 271-276. 
10.1109/ATIT49449.2019.9030595. 

3. Lada Slipachuk. Design principles of the functional model of the integrated industrial 
MIS by the national cybersecurity sector // International science 
(ISSUE 3(24), 2020)   pp. 39-46. - ISBN 978-83-949403-4-8. 

4. S. Toliupa, L. Slipachuk Applied aspects of the integrated industry information system 
management model for the national cybersecurity sector // 2rd International Scientific-Practical 

 2019, pp. 305-308. 
5. Lada Slipachuk. Functional principles of the model of the integrated industrial MIS by 

the national cybersecurity sector // Actual scientific researches in the modern world. Scientific 
publications Journal  No. 3 (59) Part 1, 2020. - pp. 75-85. - ISSN 2524-0986. 

  



Information Technology and Interactions (IT&I-2020)                         105 

1 Mykola Stetsiuk 
Postgraduate Student at the Computer Engineering & System Programming 
Department  
2 Andrii Nicheporuk  
Candidate of Technical Sciences (PhD), Associate Professor at the Computer 
Engineering & System Programming Department  
3 Bogdan Savenko 
Master Student at the Computer Engineering & System Programming Department 
1-3 Khmelnitsky National University 
 

 
 
Fault tolerance and survivability [1] define one goal  to ensure high efficiency of 

IT, which is achieved in different ways. One of its parameters is the time of unavailability, 
i.e. the time when the system is unable to perform its functions within the requirements for 
it. For different systems, this time is different and ranges from zero to a certain, still 
acceptable value. For specialized IT, which operate in corporate computer networks and 
perform the function of information support in such a highly specialized subject area as 
financial and economic activities in various fields of application, this parameter is much 
higher than zero, but the requirements for such IT are also quite high, especially constant 
growth of their quantitative parameters of functioning (increase in the number of users, 
complexity of information flows and volumes of processed data) and work in the 
conditions of influence of malicious software. 

The survivability of the developed IT is provided by: redundancy of the server 
part of IT with territorial diversity of the main and backup server, the feature of 
redundancy is that the server function, at a critical moment, takes over the mirror SQL 
server, which in normal mode provides FTP-server; redundancy of client software, the 
feature of which is that the reserve is not a dedicated computer, and the performance 
reserve of individual client computers, which, according to the redundancy plan, is 
installed software of the client, which is in critical the moment will be used as a regular, 
without losing the functionality of IT. 

Fault tolerance of its client part of IT is ensured by performing a set of measures, 
which includes in addition to traditional hardware redundancy and functional 
redundancy: organization of automatic updating of system and application software of 
client PCs by monitoring its relevance with a given frequency; algorithms of 
procedures that implement critical functions of the client part of IT, with the inclusion 
of a non-trivial (intelligent) error handling unit, which is performed in parallel with the 
procedure itself; use of non-trivial data editors, which include in their algorithm an 
interactive procedure that eliminates uncontrolled manipulation of database data by the 
operator; implementation of critical for the use of resources, calculation procedures 
with the ability to quickly select the place of their execution, which prevents 
overloading of the IT hardware platform. 
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Maximization of criteria for fault tolerance and survivability in IT configurations 
based on the client-server architecture can be achieved for each of the parts of the 
system separately. Then the function  determination of fault 
tolerance in computer systems in quantitative form will look like: 

 (1) 

where i is the number of components of specialized IT, ,    time  
between adjacent failures;   the time required to detect the failure and find a 
way around it;   time required to recover IT after failure.  

The task of structural survivability analysis requires the definition of: the system 
architecture required to fulfill the purpose of IT operation at some point or time when 
adverse effects on the system occur. We define the function ,, in which 

, the definition of survivability in quantitative units in computer networks is 
presented as follows:  

 
(2) 

where  the time of operation of IT processes in standard mode,   the 
time spent on the processes of survivability, . 

This definition of the survivability function makes it possible to display the 
standard mode of operation with a unit value, and if there is a need to ensure 
survivability and in the case of a much longer time than the standard mode of operation, 
the function value will display a quantitative ordinal value. 

 

 
Figure 1  The scheme of ensuring the survivability and fault tolerance of the 

server part of the IS. 
 
An important area of further research to improve the effectiveness of IT is to 

develop a method to ensure effective protection of information directly in the structure 
of IT and computational processes that take place under the influence of malware. 
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Abstract. The questions of conceptual and regulatory bases of critical 

infrastructure's information security are considered, and the critical infrastructure 
objects cyberpower level assessment under the conditions of external cybernetic 
influence is carried out. The strategy, that allows us to obtain a quantitative assessment 
of the critical infrastructure protection level from the risk of external cybernetic 
influence and to establish requirements for the cybernetic security systems formation 
with a set of measures aimed at increasing the security level of these objects, is 
proposed. 

Keywords: critical infrastructure, objects of critical infrastructure, threats to 
critical infrastructure, protection of critical infrastructure, cyberspace, cyberattack, 
cybersecurity, cyberpower. 
 

Introduction 
In many countries, the concept of critical infrastructure is being implemented, 

which allows us to focus on systems, networks, and individual objects, the destruction 
or disruption of which will have serious negative consequences for national security. 
As the world experience shows, the process of establishing a legislative framework in 
the field of critical infrastructure protection is rather laborious and long-lasting. 
Legislation on the protection of critical infrastructures in different countries is often 
uncoordinated, in addition, there are certain problems with the mechanisms of 
assigning objects to critical infrastructure. Each country defines critical infrastructure 
by considering its specificity, the criticality of individual sectors, and the importance of 
certain services for the society and the state's security [1]. 

 Analysis of known research and problem statement.  
Some countries have tried to define the critical infrastructure and develop a 

strategy for its protection. The list of vital (critical) infrastructures is different for each 
country and is determined according to its traditions, social and political beliefs, as well 
as geographical and historical characteristics of each country [2]. 

After researching scientific publications and analytical materials related to the 
international experience of the formation and implementation of the critical 
infrastructure protection system, it can be concluded that the organization of measures 



108                         Information Technology and Interactions (IT&I-2020) 

concerning critical infrastructure protection in different countries is implemented in 
different ways. In some countries, an organizational model is defined and structured, 
and measures are focused and systematic, while other countries' models have a non-
systematic nature when measures are carried out in an informal manner [3]. 

The purpose and objectives of the research 
To propose a strategy that will provide a quantitative assessment of the critical 

infrastructure objects protection level from the risk of external cybernetic influence and 
to establish requirements for the formation of cybernetic security systems with a set of 
measures aimed at increasing the protection level of these objects. 

1. Usually, critical infrastructure includes life support systems (water and heat 
supply) of megalopolises, high-speed and government communication channels, central 
authorities, power and transport trunk networks, oil and gas pipelines, seaports, 
emergency response services, and emergency services to the population, high-tech 
enterprises and military-industrial complex enterprises [4]. 

That is why the adoption of measures to formulate a cybernetic security policy at 
the state level should be a priority task of the political leadership in any country. 

2. Cybernetic security has become one of the most important components of any 
impossible 

without the development of a national system based on a tolerant attitude to the norms 
and international law principles, the protection of the primary values determined by the 
current legislation, and also the national interests of safeguarding cyberspace. 

3. Relying on the experience of scientists, it is impossible to disagree with the 
fact that the national system of cybernetic security should be the engine of its subjects' 
interaction in order to unite the special services, state, and law enforcement authorities, 
which regulate the field of telecommunications and information security. 

The main goal of governance in this area should be the development and 
application of all possible methods for timely detection, cessation, and prevention of 
cybernetic nature threats. 

Tasks such as assessing the protection level of Critical Infrastructure Objects 
against the risk of third-party cyber impact belong to the multi-criteria class. For their 
collegial solution under conditions of uncertainty and conflict among the existing 
methods of mathematical modeling, methods of formation and research of generalized 
quality indicators using graph analytic and similar approaches, expert methods for 
solving complex tasks of evaluation and choice of any objects, including special 
purpose objects, as well as analysis and situations forecast with a large number of 
significant factors, the most rational and determinant are the expert methods [5]. They 
provide an opportunity to explore more deeply the phenomena that significantly affect 
the protection level of both the state as a whole, as well as its individual information 
and cyberinfrastructure objects against the influence of internal and external cybernetic 
interventions and threats, to identify the most important and significant in these 
processes, without omitting those details and interconnections, without which the 
model of the problem under study cannot be constructed. 
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Thus, the proposed strategy will provide an opportunity to get a quantification of 

the OCI protection level from the risk of the outside cybernetic influence, to set the 
organizational requirements of their own cybernetic security systems, and to work out 
measures aimed at increasing their effectiveness. The reason for such actions can be the 
detection of deviations from the normal mode of IP, IT systems and networks, 
functioning, as well as respective software and hardware. 
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Abstract. The presence of important information in the functioning of the 

systems and objects of critical national infrastructures enables its usage by the 
negatively-minded elements and groupings for the implementation of unlawful actions 
in the cyber space by violating the integrity, availability and confidentiality of 
information, and inflicting damage on information resources and information systems. 
The purpose of the material is to develop a system for recognizing cyber threats based 
on signature analysis, which would reduce the time of detection of an attack of a cyber 
defense system while the number and complexity of cyber attacks are increasing. 

Keywords: cyberspace, cyber attack, decision-making system, cyber intrusion. 
 

Introduction 
Possibilities of the cyberspace, rapid development and implementation of 

leading-edge information and telecommunication technologies provide the 
unprecedented opportunities for accumulation of data and its usage. The presence of 
important information in the functioning of the systems and objects of critical national 
infrastructures enables its usage by the negatively-minded elements and groupings for 
the implementation of unlawful actions in the cyber space by violating the integrity, 
availability and confidentiality of information [1].  The purpose of the  is to develop a 
system for recognizing cyber threats based on signature analysis, which would reduce 
the time of detection of an attack of a cyber defense system while the number and 
complexity of cyber attacks are increasing. 

Main part 
In general, modern systems of intrusion and cyber attacks detection are far from 

ergonomic and effective solutions, according to the security. But the improvement of 
efficiency should be considered not only in the sphere of detection of improper 
activities on the infrastructure of secure information objects, but also according to 
everyday exploitation of these measures and to the saving of computing power and 
information resources of an owner of a security system. 

The most widespread cyber threats to information resources can be considered as 
potentially possible cases of natural, technical or human-induced nature, which may 
lead to unwanted effects on the information system, as well as on the information 
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stored therein. The emergence of a cyber threat, that is finding the source of 
actualization of certain events in the threat, is characterized by such an element as 
vulnerability. By integrating a variety of approaches, as well as suggestions for solving 
this issue, we believe that the following kinds of cyber threats to information security 
can be identified: disclosure of information resources; violation of their integrity; 
failure of the equipment itself [2]. 

 All developers of attack detection systems and organizations that use CADS 
should understand and study their classification in order to choose the best solutions for 
information security systems. In the study of various aspects of taxonomy and the 
application of various options, we can achieve a higher level of security of information 
systems. 

The systems for detecting abnormal behavior are based on the fact that CADS 
has some features that characterize the correct or permissible behavior of the object of 
observation. 

As the world experience has showed, the most effective methodological approach 
for constructing of innovative intellectual cyber attack monitoring systems is the way to 
create a hierarchical multilevel structure of cyber attack detection at the beginning of 
their implementation [3]. Furthermore, a hierarchical approach allows to solve difficult 
problems of the information protection process managing from cyberattacks in the 
distributed information systems (IS) as sequence of local tasks, coordinated with each 
other.  

Let's consider one of the effective methods of detecting intrusions and cyber 
attacks, which is based on the signature approach. Signatory methods allow you to 
describe a cyber attack with a set of rules or using a formal model, which can be used 
as a character string, semantic expression in a special language, etc. The essence of this 
method is to use a specialized database of templates (signatures) of cyber attacks to find 

 
The signature method can protect from a viral or hacker cyber attack when its 

signature is already known (for example, the unchanged fragment of the body of the 
virus) and it is included in the database of CADS. If the network is experiencing the 
first attack from the outside, the first infection is still unknown, and the database simply 
lacks the signature for its search - the signature method CADS will not be able to signal 
the danger because it considers the attacking activity to be legitimate. 

Most of the existing software products which claim to use the signature method, 
in fact, realize the most primitive way of signature recognition. In such systems, the 
signature method is implemented as an algorithm that examines only the dynamics of 
cyberattack development [5]. And it is based on a state machine to assess the scenario 
of the developing attack. According to the plan, this approach should allow tracking the 
dynamics of the development of cyber attacks in accordance with the actions of the 
intruder, while as the module for data collection even the systems for detecting cyber 
attacks can be used. 

Conclusions 
Thus, the effectiveness of the signature CADS is determined by three main 

factors: the efficiency of refinement of the signature base, its completeness from the 
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point of view of the determination of the signature of the cyber attack, as well as the 
presence of intelligent algorithms for reducing the attacking party's actions to some 
basic steps, within which there is a comparison with the signatures. 

In order to implement the chosen method of determination and identification of 
CADS, models of the signature and statistical analyzers of network traffic are 
offered,and the fuzzy intellectual system is used to determine the sources of cyber-
media and the choice of solutions for their elimination [6]. 

Most of the existing software products which claim to use the signature method, 
in fact, realize the most primitive way of signature recognition. In such systems, the 
signature method is implemented as an algorithm that examines only the dynamics of 
cyberattack development. And it is based on a state machine to assess the scenario of 
the developing attack. According to the plan, this approach should allow tracking the 
dynamics of the development of cyber attacks in accordance with the actions of the 
intruder, while as the module for data collection even the systems for detecting cyber 
attacks can be used. 

In order to implement the chosen method of determination and identification of 
CADS, models of the signature and statistical analyzers of network traffic are 
offered,and the fuzzy intellectual system is used to determine the sources of cyber-
media and the choice of solutions for their elimination.  
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Cryptography is the science that creates strategies for utilizing complex 
mathematical changes to transmit data through conveyance channels in a frame that no 
one but authorized individuals can get. Encryption process is a key object in the field of 
cryptographic research, it is the method of changing the frame of data which is 
transmitted through open transmission channels [1-5]. 

The cipher quality of the encryption is measured by the time that it takes to 
decrypt the content with brute force which is checking of all conceivable key 
combinations. 

There are two types of symmetric encryption [4, 5]: block encryption and stream 
encryption. An example of symmetric block encryption algorithm is the AES 
competition finalist, the American encryption standard - Rijndael [6, 7]. In AES 128 
form of the calculation, the cipher key comprises of 128 bits isolated by 16 bytes that 
are composed to the InputKey matrix. The InputKey comprises 4 columns. Utilizing 
those columns an arrangement of 44 words (w0 - w43) where each word comprises of 
32 bits is shaped. Thus, these words become the round keys. 

The AES scheme is shown in Figure 1 [6]: 

 
Figure 1 - AES scheme 
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There are numerous wireless input devices in access at nowadays. As the devices 
of wireless information input, we consider - the gadget of remote transmission of the 
entered information to the computer (wireless data input device WDID). Examples of 
such gadgets are remote consoles or mice, remote headsets, touch input gadgets, etc. 

WDID gadgets transmit data through radio waves with a frequency from 27 MHz 
to 2.4 GHz. WDIDs perform their work with transmitter and a collector. An example of 
a records acquisition technique is Mousejack. 

The essence of this attack is in following stages: a wireless keyboard and a 
wireless mouse use USB-dongle for signal transmission. a few models of keyboards 
encrypt those signals, but the majority of mouses do not. In case of keyboards, this 
works as follows: only USB dongle has the encryption key, which makes it the only 
item that has the potential to decrypt a signal, an attacker, despite the fact that it 
intercepts that signal, will no longer be able to decrypt it. But as it was stated most of 
mouses are not encrypting their broadcast and so the attacker is able to receive 
unencrypted packets. 

The following happens during the first three steps: the user determines the shift 
(x , y) of the mouse location coordinates, and the transmitter in the mouse transmits the 
radio signals without encryption to the USB-dongle. At the same time, hackers 
intercept unencrypted signals using their own personalized USB dongle. 

The attacker sends a sequence of requests to connect to the USB dongle during 4-
6 stages, then the USB dongle receives the sequence of these requests and connects to 
the computer of the user. 

The attacker sends a series of characters to the user's machine during steps 7-9. If 
all the stages shown above have succeeded, the hacker has full access to the computer 
of the victim. This vulnerability can be used on all operating systems since this 
vulnerability does not apply to operating system vulnerabilities. 
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Modern technologies are evolving very fast. Almost every day we can hear news 
about new developments in a particular field. One of the fastest growing technologies is 
the Internet of Things. IoT  is integrated into almost all spheres of our life. Also it make 
demands from developers for new requirements of security standards for this 
technology. Its implementation directly depends on the security of personal data of 
users. 

Telecommunication company Cisco in its annual report [1] notes that almost 
90% of all IoT devices are vulnerable to cyberattacks. The number of such gadgets in 
the world has become larger than population of the Earth, and the approach to 
cybersecurity almost equal zero, it becomes obvious that cyber attackers are starting to 
create IoT-based botnets (Fig. 1). 

 
 

Fig. 1- The trend of increasing C&C servers Fig. 2 - Scheme of the experiment 
 

A botnet it`s a typical computer network, that includes in its hierarchy such 
elements like: botmaster, C&C server and bots. Main principles of botnets are: 
infection, connection, control and pervasion. Investigation shows, that there are three 
common and typical Botnet attacks  DDoS, Spam and Brute - force. 

For this research botnet with Client-Server architecture was developed. The 
scheme of the experiment is presented on the Figure 2. The operating system of the 
attacking host was Kali Linux 64 bit 2020.2 Operating system of the victim's host - 
Debian 10 64 bit. 
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For this attack was used usual ICMP network protocol from command ping. The 
-AaDdfnoQqRrv] [-c count] [-G 

sweepma
it was initially decided that it was necessary to investigated the possible generated 
traffic when executing this command. It was explored that the network card processed 
traffic of 1,31 kbit/s. By using the same configuration for the command ping, but sent at 
the same time from 4 bots, traffic amounted to 5,25 kbit/s. As a result of the system 
work, it is established that under normal conditions ping request cannot injure the 
system, because 100 bots will generate 0.13 Mbit/s traffic, but when changing the 
packet size and packet sending speed, 100 bots will generate traffic exceeding 77 
Mbit/s. 

 
Fig. 3 - Comparative characterization of the generated traffic size using ping commands 

with parameters and without 
 

By investigating the structure of TCP packet requests, it became clear that the 
SYN flood can disable the system very quickly, by creating half-open connections. 
Therefore, a botnet of 100 bots will incapacitate the home WEB server in ~ 3 seconds. 

 
Fig. 4 - Time required for system failure 
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The basis of the ICMP  flood attack is the system's automatic responses. This 
means that the first step is ping request disabling. 

 
Fig. 5 - The time required to disable the system 

 
Thus, the algorithm for combating the ICMP flood will take the form refer to 

Figure 6. 

 
Fig. 6 - ICMP flood reflection algorithm 

 
SYN  flood attack can destroy system in a short time. The graph shows that 

attackwith generated traffic 18 kB / s will destroy system in 90 seconds. The danger is 
that the network card will stop opening new connections and stop directing traffic to 
existing ones. 

 
Fig. 7 - SYN - flood traffic generated during the experiment 

 
By changing the system settings (reducing the retention time of half-open 

connections, syncookies collection and increasing the queue of half-open connections), 
it was significantly possible to reduce the power of the attack and make it almost safe. 
Figure 8 shows that the traffic has decreased to 8 kB / s, and there are no more failures 
to create a new connection. 
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Thus, the proposed algorithm to struggle this type of attack, turn to Figure 9 
 

  
Fig. 8 - SYN - flood traffic after applying the reflection algorithm 

 

 
Fig. 9 SYN flood reflection algorithm 

 

Conclusion. In this research presents methods for ICMP and TCP flood attacks 
repelling. This investigation establishes the time required for the botnet to disable the 
system and the size of generated traffic. This made it possible to understand the real 
threat that the bot network is now creating. This research improved algorithm reflection 
SYN flood by reducing the retention time of half-open connections, syncookies 
collection and increasing the queue of half-open connections. And also the process of 
data compression on the web server played an important role in this algorithm 
improving. 
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Abstract. The urgency of population forecasting is given in the work, the 
methods of such forecasting are analyzed. The parameters on the basis of which it is 
expedient to forecast the demographic situation in the near future are identified: the 
establishment of births, deaths and migration. The expediency of application of 
methods of neural networks is established, parameters are allocated, prospects of 
further researches are established. 

Keywords: population, forecasting, neural network. 
 
Demographic forecasting is the basis for scientific planning of indicators of 

socio-economic development of the country, giant companies and local companies. 
Accordingly, consumers of such forecasts form the transformation of geopolitical 
processes in terms of creating plans for the production of goods and services, planning 
in education and medicine and other important areas of life, infrastructure development 
and housing, and etc. According to the results [1], it is established that in Ukraine there 
is a rapid decline in population. This depends on: declining population, high mortality, 
working age, poor health of adults and children, reduced life expectancy and gradual 
aging, migration. 

From the analyzed approaches [2] of demographic forecasting, namely the 
separation of forecasting by: time, detailing information about the population of 
Ukraine, regional coverage, purpose, object, it is established that special attention is 
needed by time forecasts (short-term, medium-term and long-term). Short-term 
forecasts are considered to cover the period before reaching the age of. The short-term 
forecast should correspond to high level accuracy and detail. Forecasts, called medium-
term, covering a period of twenty to thirty years. Such forecasts are not always the 
same as in the short-term, but it is possible to show a deeper picture for demographers, 
noting the prospect of growth or decline of the population and its individual parts with 
an accepted level of reliability. Long-term forecasts cover fifty or even a hundred years. 
It is clear that the results of this type of forecast can be operated as scientific 
predictions. It is established that in terms of economic prospects for the near future it is 
advisable to pay attention to the development of models and methods of short-term 
forecasts. The expediency of such a forecast is to plan and achieve economic and 
cultural goals of companies, the region and the country as a whole. The main indicators 
on the basis of which it is expedient to forecast the demographic situation in a certain 
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area for the near future: the establishment of births, deaths and migration. 
Short-term demographic forecasting for certain parameters can be implemented 

by the following methods: regression, cohort-component, analytical, extrapolation, 
Markov chains, neural networks.  

Methods of regression analysis for short-term demographic forecasting. The 
essence of this approach is to establish qualitative relationships between the factors that 
shape their intensity. The assessment is based on historical changes in indicators that 
are considered and act as factor factors and affect the forecast of demographic 
phenomena. The result of such modeling is the construction of multidimensional 
regression models, which are the results of the analysis of correlation and regression 
sets. As an independent variable in such modeling, it is appropriate to use not time, but 
a numerically defined material characteristic, which is a factor [3]. Therefore, it is 
appropriate to use this method to determine the forecast by regional coverage. 

Cohort-component method. The essence of the method is to form cohorts and 
determine their changes according to certain parameters, such as age, sex, life 
expectancy, and so on. This method is most often used in population forecasting. The 
advantage is that such a number can be considered from the standpoint of the 
established cohorts. The input data of such modeling are data on the initial number of 
cohorts. It is appropriate to implement on the basis of the equation of demographic 
balance. 

Analytical method. The essence of the method is to select a function based on 
historical data that will most accurately describe it in the future. This method should be 
used for short-term forecasting. 

Extrapolation method. The essence of the method is that the calculations are 
based on exponential and linear functions. Input data contain data on changes in 
population, both average and absolute, for a particular period or data on changes in the 
average annual population growth rate. If we assume that the factors or groups of 
factors that can affect the process of forecasting using the extrapolation method, is 
unchanged, in order to allow connecting the population to any required time [4]. 
However, it is advisable to use for short-term forecasting. The method will not change 
in certain groups of the population. Therefore, it cannot be used to predict, for example, 
age, working groups. 

Markov chains. convenient to use when there is a need to solve the problems of 
population transition from one cohort to another. 

The disadvantages of these methods can be minimized using the neural network 
approach. The expediency of their application is that in the system of indicators of 
demographic status linear methods do not cover all the patterns. The task of the neural 
network is to learn to solve the problem on the basis of a training sample. Such a neural 
network is able to determine the relationships between the data that enters the input and 
requires the output signal [5]. The trained neural network is able to summarize the 
acquired skills and give a forecast for new values of the input signal. 

Based on the analysis, it is established that for short-term forecasting of the 
population of both the region and the country as a whole, it is advisable to use such 
promising methods as neural networks. Data for training is proposed to be used from 
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http://www.ukrstat.gov.ua/ from 1989 to 2020. To implement the method, the following 
parameters are proposed according to which forecasting by neural network methods 
will be carried out: 

- to predict the birth rate: permanent population, migratory population growth, 
average wages, number of unemployed, number of children who applied to preschool 
educational institutions, number of doctors, infant mortality rate, indicators of the 
number of family institutions (marriages and divorces) , state social assistance for 
children, the number of families of reproductive age who received housing from the 
state who purchased housing. 

- to predict mortality: permanent population, migration growth, life expectancy, 
number of pensioners, average wages, number of registered crimes, morbidity, number 
of road accidents, number of suicides, number of deaths in hospitals. 

It is established that for the implementation of forecasting it is advisable to 
choose the Python programming language for simplicity in syntax, broad support of the 
programming community and a huge amount of available documentation. 

The prospect of further research is to build a neural network architecture, its 
training, testing. This model will be the basis of information technology aimed at 
combining the analysis and forecast of the population, its labor potential with the socio-
economic processes that take place. It will make it easier for stakeholders to draw 
conclusions that will be aimed at changing the trend of population decline, increasing 
the socio-cultural level in general. 
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Abstract. The objective of this paper is to present the relevance of house price 

prediction. During the research, we've established that machine learning methods give a 

fairly accurate result (with a small RMSE error). The aggregate model gives the 
smallest prediction error. 

Keywords: Machine Learning, House Price. 

 
The real estate sector, both in Ukraine and in the world, is one of the sectors with 

the largest capitalization. Here often appear new profitable projects. These projects play 
an important role in the formation of capital flows and economic stability. Providing 

objective information to those who make decisions about certain transactions in the real 
estate market is an urgent application task. Its solution can be interpreted through the 

creating of information technology, which is based on the analysis, modeling, and 
prediction of house prices in the real estate market. The scientific task is the 

implementation of a rational method of prediction in such technology. This is the task 
of this article too.  

The real estate market is quite sensitive to external events and unpredictable. So, 
the process of the house price prediction is really complex, and classical methods do 

not give the desired result in this case [1]. It's expedient to use machine learning 
methods for such situations of fuzzy variables prediction [2, 3].  

To choose a rational method for house price prediction we propose to analyze the 
following models: LASSO Regression, Elastic Net Regression, Ridge Regression, 

Gradient Boosting Regression, XGBoost. 
The study was conducted on a dataset of 1300 houses [4]. 

set as the target variable. 

We identified 79 independent variables to model the target variable. All data are 
equally divided into training and test parts. 

The result of logarithmic normalization of the target variable for its qualitative 
modeling is further presented in Fig. 1. 
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Figure 1. Comparison of distribution graphs of the logarithmically normalized "Sales 

Price" series with the normal distribution. 
 

The selected models were evaluated for the quality of the model prediction  
RMSE error and standard deviation (Table 1). 

 

Table 1 
Models prediction results 

 RMSE Standard deviation 
Lasso 0.1115 0.0074 
ElasticNet 0.1116 0.0074 
Ridge 0.1153 0.0075 
Gradient Boosting 0.1177 0.0080 
Xgboost 0.1161 0.0079 
Averaged base models 0.1091 0.0075 

 

The gradient boosting model was found to be the least accurate. So, we tried to 
build an aggregate real estate price forecasting model without it. Obtained result: 
RMSE = 0.1091, and the standard deviation is 0.0075. This approach improves 
prediction accuracy by 5%. 

Conclusions. We established that better to use a combination of models to obtain 
the most accurate house price prediction in the real estate market. We determined that 
such an approach will be the basis for the creating of information technology, and this 
will be a prospect for further research. 
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Abstract. This work presents the principles of bulk material flows information 
processing at the plate feeders outlet. The experimental stand structure and the results 
of data processing are shown. 

Keywords: Data processing, data analysis, dosing, bulk materials, plate feeder 
 
Introduction. Bulk materials continuous dosing processes are used in the 

manufacture of products from polymer materials. The basis of such products is a solid 
polymer granules mixture with various additives. Mixing complexes are used to obtain 
them, which include equipment for storing bulk materials (hoppers), dosing devices 
(feeders) and a mixer [1]. The quality of the mixture is largely determined by the 
compliance of its percentage composition with the given recipe. Therefore, the 
accuracy of dosing devices is an important parameter that significantly affects the 
quality of products. 

The movement of bulk materials is a complex discrete process during which flow 
ruptures, formation of arches, formation of lumps and other phenomena can occur that 
reduce the accuracy of dosing. The problem gets worse with the continuous operation 
equipment [2]. Such equipment makes high demands on the accuracy dosing, because 
bulk material moves in a continuous flow and any deviations lead to the appearance of 
local changes in the percentage composition of the mixture, which are almost 
impossible to compensate. The output flow pulsations magnitude allows you to 
indirectly determine the possible equipment deviations from the specified mode. This 
information can be used to control both the feeder operating modes and the mixing 
complex as a whole. These problems determine the relevance of the analysis of the 
flow bulk materials parameters at the continuous feeders outlet. 

The research results. This work discusses plate feeders, which are widely used 
in industry, because they provide minimal mechanical impact on bulk material and the 
ability to accurately control its performance. The measurement of the bulk materials 
flow parameters was carried out using an experimental stand (Figure 1), which included 
a hopper (H), a plate feeder (F), a flow shaper (S), a strain gauge mass sensor (GS), an 
analog-to-digital converter (ADC), a microcontroller (MC), a personal computer (PC) 
and a mixer (M). 
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Figure 1  Stand structure for research of the plate feeders work 

A plate feeder transported bulk material to a flow former with a weight sensor 
installed under the surface. The mass of material determined the sensor signal. Using an 
ADC, the sensor signals were converted into digital form and read out by the 
microcontroller at specified time intervals. Then they were transferred to a personal 
computer for further analysis. An example of the obtained data is shown by dots in 
Figure 2, a.  

Data analysis included two stages: 
1. Linear regression equation coefficients calculation passing through the 

obtained points. The coefficients were determined by using the least squares method. 
The obtained values are shown in Figure 2, a. Ideally, in steady-state operation, the 
straight line slope tangent should be equal to zero, and the free term of the equation 
should equal the specified performance. 

2. Spectral analysis of signals using fast Fourier transform (Figure 2, b). The 
data obtained make it possible to numerically estimate the magnitude of the pulsations 
and determine possible problems associated with the operating modes of the equipment. 
For example, the appearance of pulsations with a frequency equal to the plate feeder 
rotation frequency indicates its incorrect installation. 

 
Figure 2  Sensor Signal Analysis Results 

The obtained results can be used as a data source for the dosing equipment 
control system. 
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Abstract. Based on a set of Covid-19 statistical data of national and subnational 

jurisdictions at the time point of approximately two months after the local onset of the 
pandemics, an analysis of the factors with strong influence on the reported local 
outcomes was performed with several different statistical methods. The consistent 
conclusion of the analysis confirmed epidemiological policy and management as the 
dominant factors in the outcome. The methods in the study can be used to evaluate 
principal factors at future time points to reach a confident conclusion. 

Keywords: epidemiology, machine learning, regression, factor analysis 
 
Problem Statement 
The task of modeling and forecasting time-series processes of different nature is 

essential and arises in different fields such as planning [1], the study of the dynamics of 
climate change [2] and importantly in the current situation, health science and 
epidemiology.  

Known models and forecasting methods are based on using integrated 
information about the background of the predicted processes [1, 3]. Among the tasks of 
forecasting an important place is occupied by the methods of factor estimation and 
time-series analysis that includes a variety of methods and approaches including fuzzy 
sets [4], expert models and methods [5], genetic and neural network methods [6, 7] and 
others. 

A common challenge in the analysis of statistical data related to a developing 
situation, such as in this work, the developing epidemiological scenario related to a 
dangerous infection with potentially high impact on health and safety of population, 
economy and the society as a whole is evaluation of methods and models with the 
objective of identifying the approaches that could be most effective in describing the 
process that is being studied. 

To avoid or reduce the possible ambiguity related to the selection of the method 
of analysis of statistical data, in this work we used several common methods of 
statistical analysis specifically, evaluation and ranking of factor influence with an 
expectation that if consistency between the results of different methods can be 
achieved, it would enhance the confidence in the result that can be essential for the 
development of reliable and effective policies based on the conclusions of factor 
analysis. 
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Methods 
With variety of statistical methods and techniques used to evaluate the 

correlation hypothesis as discussed above, we set out to provide an analysis of principal 
factors influencing the development of the epidemics in the national and subnational 
jurisdictions based on the available data for the first group of countries that were 
exposed to Covid-19 pandemics in late January  beginning of February, 2020. This 
objective is approached by applying several commonly used methods of factor analysis 
and ranking, looking for consistency of results between different methods. A 
consistency between the results of different methods would improve confidence in the 
findings, providing a grounded and reliable statement of their influence on the outcome. 

The analysis of scientific publications showed that the following factors have a 
strong influence on the development of the epidemic including but not limited to the 
following: the time of the local development of the epidemics; traditions, social and 
lifestyle factors; demographics including gender and age; the level of the economic and 
social development; quality standard and epidemiological efficiency of the public 
healthcare system, and not in the least, the quality of public health policy making and 
execution. Based on the identified selection criteria and publicly available 
epidemiological information from a number of trusted sources as indicated below, the 
dataset of 18 cases of national and subnational public health jurisdictions was 
constructed. The data included one provincial jurisdiction in Canada (Ontario), one 
state (California) and one municipal jurisdiction in the USA (New York City); given 
the high geographical variation of the impacts, data with more detailed geographical 
breakdown is expected in the future studies. The time point at which the data was 
collected was TZ + 3 months, i.e. approximately two months of the local development 
of the epidemics in the selected group of jurisdictions. 

To evaluate the consistency of results produced by different methods of statistical 
analysis, several methods were used to evaluate the influence of the selected factors on 
the overall impact of the developing epidemics:  

1. Calculation of correlation between the resulting effect and a specific factor; 
2. Linear regression analysis by single factor and a combination of factors; 
3. Evaluation of factor importance with Random Forest regression; 
4. Evaluation of factor influence or rank with a feature ranking method. 

 
Results 
The methods applied to the dataset of early epidemiological data of selected 

jurisdictions demonstrated consistent results with good agreement between methods. 
The findings confirmed the importance of clear, timely and evidence-based 
epidemiological policy as the factor with the highest influence on the development of 
the epidemiological scenario. This finding is consistently produced by all methods of 
analysis used in the study.  

The analysis offered additional arguments in support of the hypothesis of some 
form of general population-wide protection effect against Covid-19 as an effect of 
previous universal immunization program with Bacillus Calmette
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(BCG), that has been reported in a number of earlier results adding arguments to the 
rationale for further studies of the possible correlation and the mechanisms of such 
general protection with potential benefits that may extend beyond Covid-19 pandemics. 
Additionally, it established potential significance of secondary factors such as smoking 
prevalence as in the epidemiological impact, consistently confirmed by several 
independent methods used in the analysis. 

 
Figure 2  Epidemiological outcome vs. combined dominant factors 

Overall, the authors expect that the methods of factor influence analysis 
demonstrated in this work can be applied repeatedly over a time series of 
epidemiological data, allowing to reach confident conclusions by establishing and 
analyzing the trend over an extended period of time. 
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Abstract. One of the research aims is to determine and build a mathematical 

model of the optimality criteria for the structure of a remote node of the distributed 
corporate information system database. The statistics of user SQL-queries activity is 
taken into account and presented in the form of a multidimensional database. Criteria of 
the model effectiveness are formulated and the problem of multicriteria optimization is 
solved. Choosing the best alternative makes possible to determine the optimal level of 
the data representation marker. 

Keywords: corporate information system, distributed database, SQL-query, 
multicriteria problem, analytic hierarchy process. 

 
In information systems development, there is a trend of transition from local to 

distributed databases (DDB). Within one company there is a need to automate different 
types of accounting. The attempt to automate all types of accounting leads to so-called 
"universal" corporate information systems. This approach has many disadvantages [1], 
which can be eliminated by using separate specialized solutions. But this path leads to 
use of several databases (and perhaps DBMS) that require their synchronization [2-3]. 

A key factor influencing the reliability and accessibility of such databases is the 
so-called localization of links. If the database is distributed so that the data hosted in a 
node is called exclusively by its user, it indicates a high level of link localization [4].  

A combined data distribution strategy is the best in terms of combining the 
benefits of strategies with and without duplication. But when using it, in addition to the 
task of synchronizing duplicate information, the task of designing the structure of the 
database is actual, depending which node data belonging to [4-5]. The performance of 
the system will directly depend on the decision on the need for partial or complete 
duplication of data. 

The purpose of the research is to create a mathematical optimization model and 
subsequent choosing the best alternative to the marker of data representation of the 
remote node of distributed CIS. The next obtained multicriteria problem need to be 
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solved to determine the optimal level of data representation marker. The solution of the 
problem is also complicated by the fact that the solution space is defined on a set of real 
numbers, and therefore the set of solutions contains a large number of alternatives. The 
research is related only to the relational databases.  

To avoid the need for further replication some data that required on the DDB 
node can only be presented on the central node of the database and participate the query 
through the use of distributed queries. Due to the fact that to represent the data on the 
remote node it is necessary to use elements of both vertical and horizontal data 
fragmentation (both projection and selecting), the node relation is a subset or attributes 
and tuples of the base relation R.  

The model of presenting user queries should support the possibility of their 
further classification according to belonging to a particular workplace, location, user 
role and other criteria that can be added to the model. That is, the user query is 
defined as 

Q = <DateTime, WorkplaceType, Location, UserRole, Application, R, A, tup> 
For the dimensions elements the term of data representation marker is proposed. 

It reflects the level of data representation necessity at the node of distributed CIS. 
So, we have a model where each dimension attribute has a value, a marker and a 

weight Adim ={Val, Mrk, vol}, where Mrk = {"obligatorily", "necessary", " neutral", 
"not required" , "forbidden"}, and vol  weight (ignored for the values of the marker 
"obligatorily" and "forbidden"). By converting a non-numeric linguistic variable of 
markers into a numeric value ("obligatorily"  "2", "necessary"  "1", "neutral"  "0", 
"not required"  "-1", "forbidden"  "-2"), the aggregation function was defined: 

 

When deciding on the data representation on a remote node, we consolidate the 
rows of the fact table by the tuple <R, A, tup> and calculate the value of the marker for 
each of its elements by formula (5). And based on following the decision about data 
representation is made: 

Repr (Node,R,A,tup)=  
When deciding on the data representation on a remote node, we consolidate the 

rows of the fact table by the tuple <R, A, tup> and calculate the value of the marker for 
each of its elements by previous formula. And based on following the decision about 
data representation is made: 

Repr (Node,R,A,tup)=  

where   the threshold coefficient of data representation in a certain 
node Node, that is defined at the range of [-1, 1]. 

When planning the structure of the database of the remote node of distributed 
CIS, several factors will be involved - availability and speed of data obtaining, 



Information Technology and Interactions (IT&I-2020)                         133 

independence from the central DB node, the DB size, the level of data reliability, the 
need for further synchronization [6-7]. Criterion of independence from the central 
database node, and, accordingly, the availability and access speed directly depend on 
the representation of user SQL-query data on the node of distributed CIS. The criterion 
of the local database size affects both the performance of queries to the local database 
and the power of computing resources required to perform database and CIS 
administration operations. The criteria of the need for data synchronization is the ratio 
of the number of modified data queries to the total number of queries. In the research 
the mathematical models of mentioned criteria were obtained. 

A multicriteria problem, that was obtained, need be solved to determine the 
optimal level of data representation marker. The analytic hierarchy process (AHP), 
which is a general methodology for solving a wide class of decision-making problems, 
allows to combine a relatively simple mathematical apparatus with knowledge and 
experience of the decision maker.  

When compiling the hierarchy, following relationship between the levels 
elements was used: goal - stakeholders - criteria - alternatives. The value of the data 
representation marker (alternative) is a real number in the interval [-1, 1]. It leads to 
potential large number of alternatives at the 4th level of the hierarchy and therefore the 
matrices of pairwise comparisons by criteria can become very big.  This complicates 
estimation process for the decision makers. It is proposed to simplify the task by 
reducing the number of alternatives to 5: "low" (L)  "-1", "lower them medium" (LM) 

 "-0.5", "medium" (M)  "0", "higher then medium" (HM)  "0.5", and "high" (H)  
"1". The level of "decision makers" is represented by the elements "Owner", "Database 
Administrator", "Database Developer" and "CIS Operator". The obtained hierarchical 
model is shown in Fig. 1. 

 

 

Figure 3: Hierarchical model of the distributed CIS node structure optimization 
problem 
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Solving a multi-criteria problem and finding the optimal level of data 
representation at a remote node increases the level of data availability and efficiency of 
distributed CIS. Efficiency is defined as the ratio of result and resources, so taking into 
account the vector of relative weight of the optimality criteria of the model, we 
calculate the efficiency as 

  

Thus, the results of the research allow to increase the efficiency of using the 
distributed CIS node of the subject area by 25% compared to the presentation of only 
critical data, and by 11% compared to the presentation of all necessary data of the 
central database, respectively. The research can be followed by presenting the obtained 
vector of global priorities in the form of fuzzy sets of one variable. Dephasing the 
obtained results can make numerical value of the optimal level of data representation at 
the DCIS node more accurate. 
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Abstract. The problem of developing a method of technical diagnostics on the 

basis of data for the study of the structural strength of the blades is considered. It has 
been determined that evolutionary methods, including genetic algorithms, are effective 
methods of computational intelligence that can be used to build diagnostic models. The 
proposed methods and tools can be used to predict the state of critical load points in the 
diagnosis of gas turbine blades of aircraft engines during operation. 

Keywords: evolutionary method, genetic algorithm, optimization, technical 
diagnostics, software, forecasting 

 
Introduction 
The relevance of the research topic lies in the presence of the need for accurate 

and fast methods of searching for critical points of functions of different complexity, 
especially multimodal and multifunctional. Even in such cases, the application of 
standard search methods complicates the search, makes it more costly and increases the 
time of information processing. Such a problem is especially acute in areas where 
diagnostic processes are critical to time and high accuracy, such as aircraft 
construction [1]. 

 
Analysis of literature data and problem statement 
Despite the constant development of methods and algorithms for solving 

technical diagnostics, this task is relevant. This is due to the fact that it is impossible to 
create a universal method, because the task of technical diagnosis is divided into 
subtasks. Such tasks include preventive technical diagnostics, technical diagnostics of 
failures, diagnostics of maintenance of the current state of the object, etc. These 
subtasks can also be divided by the nature of the diagnosis - it can be a diagnosis by 
one or more parameters, and so on. The described reasons are the basis for the creation 
of new methods of technical diagnosis [1]. 
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Development of an algorithm for technical diagnosis 
Algorithm of the modernized GA with leader method based on GA with 

decreasing population size. It was decided to develop a modified method "GA with 
leader" based on GA with population reduction, which proposes to change the 
population size depending on the number of most adapted individuals in the population, 
thus reducing the amount of computation to obtain the optimal solution. 

In the proposed method for generating a new set of solutions from the input data, 
the number of individuals corresponding to the size of the population, the most adapted 
to the analysis, is selected. Then, when selecting the parent pair from the current 
generation, a certain number of pairs is selected by the probable rank. In each iteration 
(in each generation) this number is different. Each pair is selected taking into account 
the values of the objective functions of the most adapted and least adapted individual in 
the population: 

Njerande
t

worst
t

tbest

t
worstj

ff

ff

;1),1;( 1       (1) 
where, N is the size of the current population; fi - the value of the fitness function of the 
j-th individual; ft

best - the best value of the fitness function of the current population t; 
ft

worst - the worst value of the fitness function of the current population t; rand (e-1;1) - 
random number from e-1 to 1 [2]. 

During crossing, a descendant Gi is created, which is located at some distance 
from the ancestor with the best values of the fitness function G1 in the direction from 
the ancestor with the worst value of the fitness function G2. Determining the value of 
the i-th gene of the gi chromosome-offspring is determined by the formula: 

1 2 1i i i ig k g g g       (2) 

where k  [0; 1] - the actual coefficient specified by the user at the stage of initialization 
of genetic search. 

At the stage of mutation, starting from the first chromosome, the whole 
population is reviewed, and for each chromosome Hj, drop numbers xi from the interval 
[0; 1) are assigned. If this number is less than the probability of mutation, then the 
current chromosome Hi is mutated. In the selected chromosome there is a mutation of 
genes by some value: 

* ,ij ij ijg g g        (3) 

where i is the gene number in the chromosome; j - chromosome number; gij - gene for 
mutation; gij* - gene after mutation [3]. 

The values of the i-th gene gij of the chromosome Gj after mutation can be 
calculated by formula: 

*
, max ,1

,
, min ,

ij i ij

ij

ij ij i

g p g i w
g

g p g w i K
      (4) 

where  
1 /, 1 ,

vp Pp y y c        (5) 

where c is a randomly generated number in the interval [0; 1]; p is the number of the 
current iteration; P is the maximum number of iterations; v is a parameter that 
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determines the degree of homogeneity (uniformity); mini and maxi - the minimum and 
maximum value of the i-th parameter in the solution with the help of the genetic 
method of the problem; w is a number equal to | K / 2 |; K is the number of genes in the 
chromosome [4]. 

The new generation is formed from the existing set of solutions obtained as a 
result of the application of crossing, mutation and inversion operators. The probability 
of an individual to be selected for a new generation is calculated by formula (6) [5]: 

1

i

i
N

j

j

fitness X D
P X

N D fitness X
     (6) 

After that, the criteria for stopping the evolutionary search are checked 
(achievement of an acceptable value of the objective function, absence of significant 
improvements of the values of the objective function during a certain number of 
iterations, exceeding the maximum possible search time, etc.). In case of non-
satisfaction of the stopping criteria, the stages of crossing, mutation and inversion are 
repeated. 

 
The results of the algorithm 
Table 2. Influence of population size on the accuracy and speed of algorithm 

operation during processing of unimodal functions (number of generations - 50, total 
discharge - total  256, of them into a fractional part - 16) 

Population 
size 

5 10 20 40 80 160 320 640 

Canonical 
Minimum 4 3,9867 4 4 3,7968 3 3 3 
time, s 0,8548 0,8392 0,8299 0,8361 0,8392 0,8361 0,8486 0,8642 
Genitor 
Minimum 4 4 4 4 3 3 3 3 
time, s 1,0077 0,9360 1,1481 1,0826 1,3260 1,5412 2,1122 3,1512 
CHC 
Minimum 4 4 4 4 3 3 3 3 
time, s 0,9453 0,9703 1,0358 1,0670 1,2417 1,4976 2,0716 3,1512 
Island model 
Minimum - 1.631e 

+137 
2.070e 
+120 

1.198e 
+51 

3 3 3,2000 3 

time, c - 1,7752 1,7971 1,8751 1,9812 2,1590 2,5833 3,4320 
Bidirectional GA (DAGA2) 
Minimum - 5,288e 

+122 
6,549e 
+60 

3,095e 
+53 

1,475e 
+19 

3 3 3 

time, s - 2,7268 2,6239 3,0544 3,7253 5,3071 8,6518 15,703 
GA with a decrease in population size 
Minimum - 3 3 3 3,2000 3 3 3,2000 
time, s - 1,2261 1,3010 1,4664 1,8782 2,7175 4,3118 7,7064 
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From the results obtained in Table 1, it was concluded that the accuracy of all 

methods manifests itself at a population size of 80 or more individuals, and becomes 
stable in the range from 160 The only exception is the method with a decrease in 
population size, which shows a stable result for all values of the population size. 

 
Conclusions 
It has been determined that technical diagnostics is a field of knowledge, that it 

consists of theory, methods and means for identifying the state of objects. It is noted 
that, as a rule, the state of an object is determined based on the available observations 
of it (measured values of input parameters) and a mathematical model that describes the 
relationship between the input and output parameters of the objects under study, and 
which is built on the basis of the training sample data. It has been determined that 
evolutionary methods, including genetic algorithms, are effective methods of 
computational intelligence that can be used to build diagnostic models. 

As a result of the research, the genetic algorithm was refined and adjusted to 
reduce the proportion by adjusting its parameters to increase the speed of evolutionary 
optimization. Recommendations are given for tuning the initial parameters of the 
evolutionary search when using the proposed modification. The parameters of the 
method, in particular, the size of the population, the number of generations, the bit 
width and the type of crossover are selected in such a way as to minimize the operating 
time of the module being developed and to obtain an accuracy within acceptable limits. 
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Abstract. The classification of association dependencies which can take place 

among multidimensional data is presented in the article. The representation of 
templates of inter-dimensional association rules is considered. Generation methods of 
inter-dimensional and intra-dimensional association rules are presented. Formulas for 
calculating objective and subjective characteristics of significance of these association 
rules types are presented. 

Keywords: OLAP, Data Mining, multidimensional data, association rule, 
support, confidence, lift, leverage, template, dimension, measure, attribute, 
combination, set, difference. 

 
Technologies of on-line Analytical process (OLAP) [1, 2] and data processing [3, 

4] are typically employed in trendy data analysis systems and in decision support 
systems, that alter additional or less effective knowledge analysis. OLAP technology 
permits conducting user-defined operation like consolidation, detalization, data slice, 
cube rotation et al. At the identical time data processing investigates some cumulated 
hidden knowledge that was unknown before that and will be enough helpful within the 
data analytics process, upon that knowledge is taken from data sheets pre-spawned 
likewise by means that of database management systems (DBMS). One of the foremost 
common tasks of Data Mining is association, that represents detection of regularities 
between connected objects, an example of which can be the rule that event Y follows 
event X [5]. X is named a condition or an antecedent, and Y is named a consequent. 
Rules of that sort are known as association rules. 

Data Mining strategies and algorithms [6], together with association rule mining 
likewise, are chiefly supported processing bestowed in tabular type, wherever sets of 
analyzed knowledge are settled either in one column or in one line, so that they add one 
dimension. But such knowledge regularities could happen even in three-dimensional 
data [7]. If to think about a three-dimensional cube rather than relational table data, 
then an item set for association rule mining may be bestowed as a collection of attribute 
values for every dimension, likewise as sets of values within the plurality of 
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dimensions. 
The main elements of OLAP cubes are dimensions and measures. Dimension 

could be a values sequence some of the parameters to be analyzed. Samples of 
dimensions is time, geographic location, etc. Typically, dimensions contain extra data 
that permits users to investigate actual knowledge. Values that are obtained at the 
intersection of cube dimensions and represent quantifying facts are referred to as 
measures. 

Mathematically the hypercube is suitable to represent by following sets: 
D  a set of hypercube dimensions for a specific subject area: 

1 2{ , ,..., ,..., }niD D D D D , 

where Di  ith-dimension, n  the quantity of dimensions; 
A  a set of attributes (values of elements) of hypercube dimensions: 

1 2 ... ... niA A A A A , 

where Ai  a set of attributes of dimension Di, that successively are often 
diagrammatic as: 

, 

where  k-attribute of ith-dimension, m  the quantity of attributes in ith-
dimension; 

M  a set of values of hypercube measures: 

1 2 1 2 1 2

1
, ,... ,..., , ,... ,..., , ,... ,...,{ ,..., ,...., }

n n ni i i

l z
I I I I I I I I I I I IM M M M , 

where Ii  attribute index of ith-dimension, n  the quantity of dimensions, 

1 2, ,... ,..., ni

l
I I I IM  l-measure for the cube cell with ni IIII ,...,,...,, 21 index, z  the quantity of 

hypercube measures. 
If to contemplate OLAP cube rather than relational data, then associate item set 

of association rules will represent a collection of values (attributes) of every dimension. 
Association rules that arise in multidimensional data will be classified by the 
subsequent sorts: 

1. Inter-dimensional association rules  rules between attributes of different 
dimensions: 

; 
2. Intra-dimensional association rules: 

; 
3. Hybrid association rules  dependencies between dimensions, but some 

operands can be attributes of the same dimension: 

. 
Hybrid association rules may be known as repetition association rules in 

distinction to different rules thought of, that essentially represent association rules 
while not repetitions. 
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As modern databases can be very large (up to gigabytes and terabytes), you need 
efficient algorithms to find reflection rules that can be scaled up and that will allow you 
to find a solution within a reasonable time. 

One such algorithm is Apriori, first proposed by Sricant and Agraval [8]. 
Originally it was developed for relational databases and allowed the generation of 
frequent data sets from transaction tables. 

Frequent subject set in multidimensional data means a set of attribute values for 
the relevant measurements, the value for which is below the threshold for the minimum 
support value, which is set by the end user based on his own experience. 

This results in frequent subject sets from data first with one dimension, then with 
two, etc. Finally, frequent subject sets can be found with n dimensions, where n is the 
total number of measurements in a cube. 

In general, let the set of all frequent sets of topics in the OLAP cube be a set of S:  
},...,,...,,{ 21 ni SSSSS , 

where i is the number of elements in a subject set, Si is a lot of frequent subject 
sets with the number of elements and, n is the total number of elements in a cube. 

In turn, sets of S1, ..., Sn contain different subject sets for each of the 
measurements or sets of measurements if the number of elements in the set is greater 
than one. 

In other words:  

},...,,{ 211 nsssS , 

where s1 is a set of frequent single element subject sets in the first dimension of 
the cube, s2 in the second dimension and sn in the n dimension. 

In turn, many two-element subject sets can be presented as follows:  

},...,,{ 13122 mnsssS , 

where s12 is a set of frequent subject sets for the first and second dimensions, s13 
 

Let k be the number of elements in the subject set. So, in general: 
k
n

k

C

i
k

iiik sS
1

,.. .,, }{
21 . 

It is clear that when creating frequent OLAP cube subject sets, they will not 
include all the elements included in the corresponding cube measurements. To include 
an element or a collection of them in such sets, you must first calculate the support for 
that collection. 

It is proposed to create a frequent subject set in the form of a list, where the first 
element is a sublist containing the sequence numbers of cube measurements according 
to which the set is generated [24]. in a single element set, such a list contains only one 
element. This sublist in the first element in the further generation of associative rules 
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based on subject sets is necessary to identify the measurements for which all sets have 
been created. 

Among multidimensional data similar to tabular one, it is possible to find certain 
association dependencies represented in the form of rules that can be classified as inter-
dimensional, within one dimension and hybrid. The approach to construction of 
templates of inter-dimensional association rules is proposed by generating all possible 
combinations of dimensions in OLAP-cube, which allows obtaining possible 
association rules, as well as the approach to construction of association rules within one 
dimension by generating all possible combinations of values of a certain dimension, 
among which search for dependencies is carried out. Appropriate methods have been 
developed for generating inter-dimensional association rules and association rules 
within one dimension. In the future, it is planned to study methods of hybrid association 
rule mining among multidimensional data. 
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Abstract. The paper presents the development of a system for detecting fraud in 

payment services using CRISP-DM methodology. It appoints that the methodology 
partially satisfies the requirements of financial institutions and proposes its adaptation. 

Keywords: methodology, data analytics, payment services. 
 
The demand for various payment services is constantly increasing nowadays. It is 

coupled with the development of technology and increasing need for such systems. 
High transaction speed, transparency, full control over payments, and ease of use are 
essential for clients. However, in addition to the benefits of modern payment services, 
there is a dynamic problem associated with maintaining the integrity of transactions. 
Therefore, one of the urgent issues for banks is to solve the problem of detecting and 
preventing illegal actions with their financial resources. The best way to deal with fraud 
is to prevent it. The warning is possible due to systematic data processing, with fairly 
well defined stages. To address this issue, it is appropriate to apply a methodological 
approach. Given the basics of data analysis [1,2] it has been determined, that the use of 
CRISP-DM is appropriate for the development of a system that will detect fraud at the 

methodology of developing a system for detecting fraud in payment services. 
According to CRISP-DM [2] the lifecycle of a fraud detection system project 

consists of 6 stages. It has been confirmed that any methodology does not work without 
adjusting it to the relevant business needs [3]. Therefore, the sequence of steps is not 
considered from the point of their strict compliance and depends on the requirements of 
the applied field - financial system. According to the results of the study, all 
development stages of a system for detecting fraud in payment services have been 
taken. It has been discovered that at 3 - 5 stages data analysts play the key role, and at 
stages 1, 2, and 6 the key is the project team. Let's look through these stages and fill 
them with the main tasks from the point of developing a system for detecting fraud in 
payment services. 

1. Business understanding. At this stage, we need to explore the business 
processes of the financial institution that owns the payment services. Identify the main 
types of fraud the institution deals with, and its competitors. We need to set a business 
goal - to save money and increase customer loyalty by minimizing fraudulent 
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transactions. Investigate competitors and identify the risks that occur in the 
development of such systems, prepare the project plan to develop a system for fraud 
detection in payment services and its expected results, establish responsible persons for 
each stage of the methodology. 

2. Data understanding. To implement this stage, we need to determine data 
sources for each type of fraud, configure basic parameters of the data collection, set 
attributes, perform data cleaning and pre-processing, identify valuable subsets to form 
hypotheses of fraud in the system, so we can further analyze hidden patterns. 

3. Data preparation. Data analyst is responsible to pre-process the data before 
modeling at this stage. 

4. Modeling. Here we cho
and fraud detection will be resolved, and implementing the model. Also, we determine 
the methods of testing, training and evaluation of models.  

5. Evaluation. The list of approved models and the stake
results is determined at this stage. Key persons prepare alternative solutions and 
strategies, that may be used to improve the models, the following steps are appointed. 

6. Deployment. Develop a specific methodology for implementing a fraud 
detection system in payment services of financial institutions. 
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1. Introduction 
An increase the efficiency of using the technological opportunities of agricultural 

units is achieved through extensive automation of production processes and the 
development of a computer control system. In recent years, there is actively developing 
a new direction - cloud technologies and the Internet of Things (IoT), which can also be 
used in the automation of agricultural production, including in the production of poultry 
feed and premixes. The IoT is the most advanced tool in industrial automation. 

 
2. Problem Statement and Literature Servey 
Given the above, to increase the efficiency of feed production and product 

quality it is necessary: to improve the control system of technological processes in the 
production of poultry feed by developing a two-tier computer-integrated control 
system; to apply modeling of individual technological processes; at the second level of 
the integrated control system to apply software to calculate the best feed recipe for 
nutritional qualities; using of modern cloud technologies and the Internet of Things for 
remote monitoring of the process via the Internet. Purpose of the research. This work 
solves the problem of developing a hardware and software complex for managing the 
production of poultry feed using cloud technologies and the Internet of things. With the 
advent of production automation, this area also applied to poultry feed production. 
Thus, in [3] researchers investigate how to obtain the optimal composition of feed. It is 
usually performed using the simplex method [4]. This technology will be included in 
AquaSim, a set of custom IoT productivity tools for Skretting [2]. 

 
3. Formulation and solution of the problem of optimizing the feeding ration 

of animals. Control system operation algorithm 
The objective function of the feeding optimization problem can be written as 

follows: 

min
1

j

m

j
j XCZ , 

where Cj  - cost or purchase price of the j-th type of feed; Xj  - the required 
amount of the j-th type of feed in the daily diet, -

 
m

j
ijij BXA

1

, 
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where Aij - the content of the i-th nutrient per unit of the j-th type of feed; Bi - daily 
requirement of the animal in the i-th nutrient.  

The operation of the feed production control system is as follows. The grain 
comes from the loading hoppers through the pipeline to the ripper passing the flow 
sensor, which removes the flow rate. The signal from the flow sensor is fed to the flow 
meter which control signal through the actuator closes or opens the valves of the grain 
loading hoppers. After the baking powder, the raw material enters the hammer crusher. 
It is proposed to create a control system for the technological process of feed 
production using the technology of the Internet of Things, namely the principle of 
remote control and monitoring of technological processes. In project we use an Arduino 
MEGA2560 + WiFi R3 controller from RobotDyn [1]. In addition to Wi-Fi, the 
microcontroller is able to run programs from external flash memory with SPI interface. 
Schematically, the control system is shown in Fig. 1. The system works as follows: 
after power supply, the entire system is initialized; the current value of time t is 
compared with the critical value of time tk (time for which the whole technological 
process); measurement of technological parameters; check of wireless communication; 
under the condition of wireless connection, the measured value is displayed; waiting for 
the command; go to step 2; in the absence of wireless communication, the system goes 
into automatic mode; after the transfer of control action to the actuators, the data is sent 
to the personal computer of the general control system; go to step 2; when the critical 
time value is reached, the program is terminated. The control system is programmed in 
the "Arduino IDE" environment. 

M

PC

Arduino MEGA+WIFI

Tablet

Sensors

Motors
Relays

 
Figure 4: Symbolic circuits of the control system 

 
4. Processing Experimental Results and discussion 

onducted experimental researches have shown that there is developed the 
control system of technological process of production of compound feed with use of 
technology of the Internet of things. There is implemented an algorithm of control of 
technological process with use of technology of the Internet of things and is considered 
at the same time the objective function of a problem of optimization of feeding. In 
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particular, there is created a prototype of the installation with the proposed module for 
monitoring and maintaining technological parameters. The layout included an Arduino 
MEGA2560 + WiFi R3 controller from RobotDyn, level sensors, actuators and a PC. 
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Clustering is a powerful tool in the field of Data mining, when there is no a priori 

information about the relationships between data. Currently, many cluster analysis 
algorithms are successfully used in various application areas, where there is a need to 
divide similar in certain features objects into subsets [1-3]. A crisp split into clusters is 
possible only with very different features of clustering objects. Therefore, fuzzy 
methods are increasingly used to solve real problems, in which the division of objects is 
carried out to determine the degree of belonging of objects to clusters. 

All existing methods can be classified according to the similarity measures they 
use [3, 4]. On the other hand, it determines the different geometric shape of the formed 
clusters and allows obtaining qualitatively different applied interpretations of the 
obtained homogeneous segments of data sets. Therefore, it is the specifics of applied 
problems that make it impossible to automatically transfer methods to another 
application area without the risk of deliberately obtaining a bad solution. Therefore, it 
is advisable to develop an information system that would have a fairly wide range of 
tools for grouping objects by different similarity measures. This makes it possible to 
effectively solve a lot of applied problems in different subject areas. The main works in 
which the technology is presented, which allows to solve this problem are presented 
in [4-7]. 

The focus of the system is a single-level clustering method based on fuzzy binary 
relations described in [5]. The flexibility of this algorithm allows you to form different 
geometric shapes of clusters of datasets by simply changing the appearance of the 
degree of similarity of objects. In this case, the similarity of the objects Oi and Oj by 
some criterion is characterized by a fuzzy binary relation R on the set of vector features 

R R is to 1, the more similar the 
objects will be to this criterion. Thus, in [4-7], three types of similarity measures of 
objects are proposed: length-based, angular and distance. 

To form elliptically similar clusters, it is expedient to use the "distance" 
similarity measure, which is described by a fuzzy binary relation RV [4]. The fuzzy 
binary relation RK [7] characterizes the angle of deviation between the feature vectors. 
Its use makes it possible to carry out clustering with conical clusters. The length-based 
similarity measure RD allows splitting the feature vectors of objects into clusters by 
concentric spheres [5]. 

Conical clustering can be effectively used to solve multi-criteria linear 
programming problems with a large-scale criterion space [7], which arise, in particular, 
in mathematical modeling of balanced nutrition problems. One of the steps in solving 
such problems is to cluster their criteria space. In this case, the relationships between 
the criteria are determined by their angular similarity RK. Clustering by elliptical 
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clusters is most common in many application problems, as the similarity of objects is 
based on a "distance" similarity measure. Also in [6] two synthetic sets of two-
dimensional data of Gaussian type are generated and efficiency of application of a 
clustering method based on fuzzy binary relations at various indices of an estimation of 
quality of partition is investigated. Clustering by concentric clusters (clusters in the 
form of concentric spheres) [5] made it possible to group objects by length-based 
similarity of their feature vectors and to obtain a qualitatively new applied meaningful 
interpretation of the formed homogeneous groups in practice. In addition, this approach 
allows for both crisp and fuzzy data clustering. 

In perspective researches the combined index of an estimation of clustering 
quality  which is adapted to use of various similarities measures of a  fuzzy binary 
relations method will be created; development of a software system that will ensure the 
segmentation of data sets into different geometric shapes clusters without prior 
determination of the clustering threshold. 
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Abstract. The paper outlines the relevance of fraud prediction from the 

standpoint of the integrity of the study. It proposes the solution - the development of 
technology to detect fraud in payment systems and gives the definition of such 
technology. It has been established that in terms of technology it is important to 
develop an effective and optimized model for the classification of fraud in payment 
systems from the standpoint of all stages of the study. 

Keywords: data science, machine learning, deep learning, data visualization, 
binary classification. 

 
The fast expansion of the practice of financial institutions of user autonomy is a 

requirement of today. Financial institutions and customers face new challenges related 
to fraudulent malicious activities. The consequences of which are violations of the 
integrity and truthfulness of transactions, financial losses, reduced customer loyalty and 
their loss. To prevent this, we need to transform approaches and means to monitor, 
detect and control illegal actions. Of course, the best way to combat fraud is to prevent 
it. Such a signal is possible through the development of a system based on the 
prediction of fraudulent actions at the level of suspicious transactions and forecasting 
the probability of its occurrence. 

According to the analysis [1, 2] it has been pointed, that the main essence of the 
presented works is the models of classification of transactions for fraud by different 
methods. The use of combined methods is presented in the works [3, 4]. It has been 
revealed that the research of the model of user behavior with the subsequent assignment 
of the transaction to fraudulent or non-fraudulent is the most relevant. Various methods 
and algorithms can be used to solve this problem. However, there is no powerful 
algorithm in the literature on credit card fraud that would be the standard for all 
financial institutions. [5]. Therefore, the study of fraud detection models, changes in 
their parameters, combination of algorithms to maintain each other's advantages and 
cover their weaknesses in detecting fraud with financial payment systems from the 
standpoint of systematization, namely in the form of consistent actions, is the 
technology of scientific and practical interest. 

Technology of fraud detection in payment systems (TFDPC) has been proposed. 
TFDPC is a set of systematized ways to provide forecasting, detection and control of 
fraudulent transactions in financial systems. At the basis of such methods are models, 
methods and algorithms of machine learning. 

In terms of the construction of TFDPC, it has been proposed to develop an 
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effective and optimized model for the classification of fraud in payment systems from 
the standpoint of all stages of the study. To implement the full cycle of TFDPC we 
chose the Python3 programming language for its simple syntax, broad support of the 
programming community and a huge amount of available documentation. 

It has been established that to implement the solution it is advisable to choose the 
following libraries: pandas, numpy, matplotlib, scikit-learn, K-nearest neighbors, 
random forests, xgboost and others. 

A dataset has been formed, which is based on a set of transaction data of an 
anonymous payment system, namely data of banking operations performed by 
individuals alone and consists of 6,362,620 records. 10 transaction attributes are 
selected. 

Research analysis and data preparation consisted of: determining which type of 
transactions is most often fraudulent (and accordingly adapting the data frame), 
substantiation of anomalies in the funds transfer, analysis of anomalous transactions by 
initiator, quantitative detection of certain anomalies in transactions. 

We apply visualization of the difference between fraudulent transactions and 
regular transactions and determine the correlations of attributes in regular and 
fraudulent transactions (Fig. 1). 

 
Figure 1. Heats maps of attributes correlation in regular and fraudulent 

transactions 
The metrics used to evaluate the model are based on the area under the response 

accuracy curve (AUPRC), rather than the usual area under the recipient performance 
curve (AUROC). 

Models were created and analyzed, focusing on the detection of anomalies and 
supervised training: logistic regression, K-nearest neighbors, support vectors machine 
(SVM), the Bayesian classifier. The best result is achieved by applying an algorithm 
based on ensembles of decision trees that works effectively on unbalanced data. Among 
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these algorithms (based on decision tree ensembles) there are 2 most effective - 
Random Forest and XGBoost, and the last, gradient boosting algorithm, still shows the 
best result. In addition, XGBoost allows you to weigh the positive class (fraud) more 
efficiently than the negative class (no fraud) - which allows you to more efficiently 
process unbalanced data. 

The constructed algorithm has AURPC score of 0.9986, which indicates a very 
high efficiency of the classifier. The accuracy of the model implemented using the 
technology of extreme gradient boosting is 99.97%. 

The obtained results are not just high, but the technology can be recommended 
for use in business and banking, because out of 554,082 test transactions, only 3 
transactions that were classified as genuine (non-fraudulent) turned out to be 
fraudulent, 166 actually genuine transactions were identified as fraudulent. 
Accordingly, the construction of TFDPC embodies: research analysis, data 
visualization with subsequent adaptation of the data set, technology creation using 
existing classification algorithms, visualization of the obtained model and results. 
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Abstract. The stages of the proposed method are building a SEIRD compartment 

model with vital dynamics, estimating its parameters, calculating and predicting the 
difference between the SEIRD model solution and the observed data using the ARIMA 
model, and adjusting model prediction using this newly obtained data on the residuals. 
The proposed method was tested on the data on the epidemic`s dynamic in Ukraine. 
The validation results indicate the method`s aptitude to real-world usage. 

Keywords: COVID-19, SEIRD, ARIMA, Hybrid Dynamic Model. 
 
Introduction 
As the coronavirus pandemic continues to rattle the world, humanity craves for 

means to alleviate the situation if not overcome the crisis entirely. Quality estimations 
and predictions of future dynamics of the disease spread will ensure better prevention 
and thorough preparation for exacerbations of the problem (such as expected rises in 
infection cases after the holidays or lockdown lifts). Rational use of resources may help 
avoid future boiling points for the healthcare and other systems critical to the delivery 
of the COVID-19 response. 

The susceptible exposed infectious recovered model (SEIR), which is based on 
differential equations, is one of the most widely adopted methods for modeling the 
epidemic of the COVID-19 -
of any epidemic or pandemic outbreak, and it presents the model of dynamic interaction 
between people with four different health conditions or phases of the pandemic, namely 
the susceptible (S), exposed (E), infective (I), and recovered (R). SEIRD model, as a 
generalization of the SEIR model, has an additional variable  Deceased individuals. A 

model, which uses the data from Korea and Spain, is proposed by Casas et al. [3]. The 
proposed model showed the predicted parameterization with empirical evidence and a 
decision support system (DSS) is implemented to study the nature of the pandemic in 
Catalonia [3]. A data-driven model to predict the spread of Covid-19 for an upcoming 
week using the SEIRD model is studied and tested for datasets obtained from Italy, 
India, and Russia [2].  
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The hybrid dynamic model framework  
Upon investigation, we introduce a novice model based on an enhanced SEIRD 

model and ARIMA model. As shown in Figure 1, the stages of the proposed method 
are building a SEIRD compartment model with vital dynamics, estimating its 
parameters, calculating and predicting the difference between the SEIRD model 
solution and the observed data using the ARIMA model, and finally adjusting model 
prediction using this newly obtained data on the residuals. 

The model consists of such stages: 
1. At the first one, we estimate SEIRD model parameters using historical 

data, trying to lessen the difference between the model`s output and observed data. This 
model is responsible for long-term prediction (i.e., 60 days or 100 days). 

2. Calculate residuals between observed infected, recovered, and deceased 
percentage of the population and corresponding solutions of the SEIRD model. 

3. Build three ARIMA models on the time-series of each of these residuals. 
Prediction of these ARIMA models will compensate residuals between the SEIRD 
model and historical data in order to make predictions mode accurate. 

4. Validate the prediction of the obtained model using the data on the number 
of infected, recovered, and deceased individuals as of the most recent days, data on 
which was not included while working with the model on previous stages. 

The compartments of the model are as follows:  
 : Susceptible individuals - stock of healthy people who may be infected; 

population inflow due to births is taken into account.  
 : Exposed individuals - virus carriers in the latent stage, during which they 
 are not virus spreaders. Usually corresponds to an asymptomatic phase of the 

disease. 
 : Infectious individuals - virus carriers able to spread the disease to 

individuals in contact with them. 
 : Recovered individuals - stock of healthy people who are immune to 

COVID-19. 
 : Deceased individuals - population loss due to the disease, natural deaths 

included. 
The model itself is comprised of a system of differential equations: 

 (1) 

 
with constraints at time t=0 S= , E= ,I= ,R = , D=  and parameters   
population`s birth rate;   population`s mortality rate;   rate of virus transmission, 
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which is the probability of transmitting disease between a susceptible and an infectious 
individual;   rate of latent individuals becoming infectious (average duration of 
incubation is );    recovery rate, which can be initially estimated as , 
where  is the average duration of infection;   death rate due to COVID-19, 
which is estimated by an inverse exponential formula . The 
population size  is not fixed due to its global 
birth and mortality rates taken into account at any given time t. 

 
Results 
In this section, we will provide results of hybrid model approbation on data from 

the Ukrainian finance analytics website [4]. 

 
Figure 1  The observed number of infected individuals (blue), number of infected 
individuals modeled with SEIRD model (yellow), and predicted number of infected 

individuals (green) by SEIRD model and corrected by ARIMA residual prediction with 
95% confidence interval (grey) 

 
The analysis of modeling and prediction of the number of infected individuals 

(Figure 5) shows that the number of observed cases of the disease grew steadily during 
the first half of the outbreak (mid-July) and is very accurately modeled with our 
method. The deviation of the predicted number of infected individuals from the 
observed data in the second half of July and August is most likely caused by the 
insufficient number of tests for COVID-19 performed during this period. The 
inconsistency in testing and changing levels of quarantine severity explain further 
deviations of observed data from the output of the SEIRD model. The prediction, 
corrected by ARIMA residual estimation, steadily increases, with optimistic and 
pessimistic scenarios (lower and upper bounds of the grey area, respectively) deviating 
by less than 0.1%. 
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Table 1 

Quality measures of the fitted model for validations set 

 MAE MSE MSLE Normalized 
MAE 

Normalized 
MSE 

Max. 
deviation 

Infected 

     

8.6% 

Recovered 

     

15.4% 

Deceased 

     

15.5% 

As shown in Table 1, all measures of the prediction quality for the infected, 
recovered, and deceased fractions of the population are very low. 

 
Discussion 
The proposed hybrid model consists of a dynamic SEIRD model with vital 

dynamics and decaying COVID mortality rate and three ARIMA models that cancel out 
dynamic model residuals and enhance prediction quality. The model was tested on 
Ukrainian COVID statistic data. Obtained validation results allow us to draw 
conclusions that the proposed hybrid model has good prediction ability and decent 
performance. Obtained long-term predictions reflect the general dynamic of the 
outbreak and are especially useful for the healthcare system workers and government 
officials. Obtained short-term predictions allow us not only to forecast the future 
number of infected, recovered, and deceased patients but only estimate forecast error 
under adverse or optimistic circumstances. The proposed method can be used as an 
effective tool for prediction and analysis of the dynamics of the COVID-19 pandemic. 
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Abstract. The main idea of this work is to analyze carbon dioxide pollution and 
apply several methods of mathematical modeling for this. In this case - the Gaussian 
model of the distribution of pollutants in the atmosphere and the matrix method of the 
effect of carbon dioxide on the state of the atmosphere. 

Keywords: Gaussian model, forecasting, air pollution 
 
The solution to the problem of managing the impact of industrial facilities on 

atmospheric pollution by emissions in the theoretical and methodological aspect 
requires the development of technologies for assessing the state of the environment and 
the dynamics of changes in the ecological and economic situation, as well as the 
formulation of problems related to environmental and mathematical modeling and the 
use of forecasting models. Modeling and forecasting, as the main tools of the system 
for managing the impact of industrial facilities on atmospheric pollution, allow not only 
to develop scenarios and options for ecological and economic development, but also to 
determine the maximum level of air pollution through the optimum of the objective 
function. 

In the last decade, the expansion of the framework of the environment protection 
management system due to the inclusion of an environmental safety block in it required 
the solution of many methodological, regulatory, legal, and information problems. One 
of which consists in the methodological support of diagnostics of environmental safety 
and assessment of its state in order to rank disadvantaged areas and determine the 
priorities for their development[1]. 

One of the most effective methods is based on the Gaussian scattering model. 
When pollutants escape into the atmosphere, a cloud is formed, which is carried away 
along with the surrounding atmospheric air in the direction of the wind. In the process 
of movement, turbulent mixing with the surrounding atmospheric air occurs, which 
leads to the expansion of the cloud in space and a change in the concentration of 
pollutants in it. As a result, a spatial distribution of the concentration of pollutants is 
formed, which in the most general case is described by the normal (Gaussian) law[2]. 

In the case of using the matrix method, the values of the air pollution indicator, 
obtained in the form of relative values, characterize the growth rates of emissions 
(pollution) for individual industries and the average growth rate for industry. 
Forecasting is performed based on the dependence Y = f (X, t) and a specific analytical 
expression defined for each industry. In this case, the calculation of the forecast values 
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of the growth rates of the mass of emissions by each industry is carried out by a simple 
substitution of time periods for the subsequent forecast interval[3]. 

Conclusions. Especially important and urgent are the tasks of monitoring the 
concentration of pollutants and forecasting the state of the air basin in industrial 
regions. Solving these problems will allow us to rationally approach the issue of 
locating new enterprises in the region, make administrative decisions in the field of 
environmental safety, and develop effective measures to reduce the level of air 
pollution. Predicting the level of air pollution will warn the population about possible 
dangers and strengthen environmental control by society. Using monitoring systems, 
organizations will be able to adjust the work schedule of employees in the open air, and 
government agencies will warn about the dangers of various events on days when the 
norms are exceeded, and industrial enterprises can regulate the level of emissions of 
harmful substances into the atmosphere. 
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Currently, the fuzzy set theory is a powerful mathematical apparatus that has a 
wide range of applications. However, some difficulties and inaccuracies in the fuzzy set 
theory (FST) application were found, in particular, in conditions of insufficient 
information, when the membership function (MF) assignment is impossible or 
associated with difficulties [1]. 

Fuzzy variables (FV), fuzzy numbers (FN) are the main objects of FST, their use 
reflects the uncertainty [2]. The limits of fuzziness are determined by the expert, using 
the available a priori knowledge of the system. Fuzzy numbers are in many aspects 
similar to probability distributions, and in [3] is brought an example of constructing a 
fuzzy number  an analog of a normal probability distribution  by using the 
convolution theorem. 

Fuzzy set theory declared the universality of its models and the generality of their 
application, although several processes are not amenable to meaningful (formal) 
representation in the form of fuzzy sets (FS) due to their complexity lack of study. For 
example, the process of using FST in the study of biomedical processes is associated 
with some difficulties, the main of which is the omission or distortion of data, which 
does not allow the expert to assign a membership function. A new class of tasks has 
been identified that have a high semantic readiness for the use of the FST apparatus, but 
the incompleteness of the data prevents this [4]. 

FST was created as a means of solving problems (primarily - management) under 
conditions of uncertainty in the 2D data space. Further expansion of FST to 3D space is 
caused by new types of tasks that are difficult to transform into 2D space without losing 
the task representation adequacy. This emphasizes the relevance of finding new 
methods, models, and tools of solving problems under conditions of uncertainty in a 
multidimensional space, taking into account the multifaceted nature of the data. 

Fuzzy sets (FS), and not only FN, are a product of the human mental activity, the 
universal set must be calculated based on the initial data set, in particular, the definition 
of the universal set (US) interval [min/max   requires data, but the vast majority of 
works almost "leave behind" this fact. This is especially noticeable in the case of the 
influence of BIG DATA where, on the one hand, the use of FST can give a certain 
effect, on the other hand, the fundamental difficulties in determining the US limit the 
possibilities of using an effective mathematical apparatus. 

Under uncertainty, a multidimensional (multi-aspect) object can be represented 
by a subset of ordered sequences (multi FS analog)  a subset of OS or a subset of 
ordered pairs  SOP, (analog of FS) [1], which are equivalent in terms of proximity of 
F-norms. In our case, the application of a subset of ordered pairs and subset of ordered 
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sequences for the analysis and modeling of uncertainty is based on the condition of 
invariance of norms). 

A multi-aspect object is considered as: 

1 2
1 1 1

1 2

A s p e c t s

n

n
m m m

x x x

x x x

       (1) 

 
Fuzzification (MF calculation) is offered in  2 cases: 
- the expert can assign heuristic FNs for each aspect; 
- the choice or assigning of MF is limited. 
A 3D initial data set, as a rule, is presented in the form of slices or fibers, which 

significantly complicates the process of forming FS, requires, in turn, new assumptions, 
in particular, the decision that can be obtained in one direction not always can be taken 
as a general, also, it is difficult to take into account distorted or omitted data, pre-
processing is required, especially in terms of restoring some subset of the original data. 
In 3D space, there is, on the one hand, the need to take into account the uniqueness of 
the problem, on the other hand - the ability to bring the initial problem to a level where 
it is possible to apply standard methods for one- or two-
that 2 type-FS are objects of 3D space, fuzzy sets of such type are extensions of 1 type - 
FS, which belong to objects from 2D space 

In conditions of uncertainty, the object under study has a number of hidden 
properties that can be detected by structuring the object (data set) in the form of 2D or 
3D tensors, performing the next step of tensor decomposition, and obtaining a fuzzy-
like subset of ordered pairs similar to FS. In addition, a powerful blurring tool that 
allows obtaining SOP is using of special matrices. This gives the ability for blurring not 
only a subset of values, such as a universal set but also a more complex object, such as 
a block matrix. 
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Abstract. The main idea of this paper is to present the relevance of researching 
of dependency between tendency to some actions, that in our case is type of offense, 
and appearance, in particular, face. Also describes the solution method  using 
convolutional neural network. 

Keywords: convolutional  
 
Not so far after the discovering of photography, some scientists began to notice 

similarities in the photographs of criminals taken after their arrest. If you believe their 
words, criminals are united by common facial features. 

Modern scientists have already tried to prove this theory using the capabilities of 
artificial intelligence. Such experiments were held in America and China, but the 
results were not enough. This situation only proves the relevance of the topic and the 
fact that there is still a lot of work to be done in this direction. 

A new view on the problem, that is describing in this article is trying to connect 

number of studies have linked facial images to personality. It has been established that 

degree of accuracy. Studies focusing on the objective characteristics of human faces 
have found some associations between facial morphology and personality features. For 
instance, facial symmetry predicts extraversion. And, actually, we try to establish the 

de range of 
different types of crime, that requires different traits from assailant and have different 
impacts on victims [1]. 

The databases of criminals are in every country, but they are confident. That is 
why the first information for model are put from 
Red Notices are issued for fugitives wanted either for prosecution or to serve a 
sentence. A Red Notice is a request to law enforcement worldwide to locate and 
provisionally arrest a person pending extradition, surrender, or similar legal action. 
Naturally, the data set needs more additions [2]. It is necessary to repeat the experiment 
with more people of different ages, gender, ethnic groups and with more information 
about them, like motives. 

The most logical solution for solving this problem is to use the capabilities of a 
neural network. There is a need to process a lot of information, that, first of all, contains 
photos of criminals. It is the hardest part for neural network. When processing images, 
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there is a need to scan photos from different angles. That is why we decided to use 
convolutional neural network, which successful work with images is confirmed. Its 
architecture includes 2 main paradigms: local perception and shared weights.  

Further, it technology can be used in systems of face recognition. Coupled with 
an automated biometric software application, this system is capable of identifying or 
verifying a person by comparing and analyzing patterns, shapes and proportions of their 
facial features and contours. Unlike a person [3], the computer vision algorithm has no 
subjective "baggage", emotions, prejudices regarding experience, race, religion, 
political beliefs, experience. It doesn't get tired, it doesn't need sleep or food. Thus, 
sometimes, it can help different specialists to improve their work. 

Conclusions. Identifying patterns between a person and a crime can provide an 
opportunity to make a set of rules by which people and their tendencies can be 
classified and described. The results from the study will not try to call someone a 
criminal, rather it is an attempt to find out if there is an objective dependence of 
appearance and inclination to certain behavior. If the correlation will be confirmed, 
then further these data can be used in order to prevent the development of undesirable 
behavior. For example, it can be a classification of young people and further 
conversations with a psychotherapist, who, as a more educated specialist, can help 
solve some internal conflicts that a person does not admit, ignores or when a person 
does not have someone, who can help in overcoming this issues. 
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Abstract. This paper considers a problem of dashboard design, since usage of 

inappropriate visuals may mislead users and shift their focus to wrong things. Bar 
charts, line charts, and pie charts are considered as the most common visualization 
graphs. Proposed approach includes dataset preparation and analysis phases. While 
dataset preparation phase is mostly focused on star schema transformation into flat 
structures, dataset analysis phase proposes recommendations on which visualizations 
may be placed on a designed dashboard. 

Keywords: Data Analytics, Business Intelligence, Dashboard, Star Schema. 
 

business and large corporations to have permanent access to analytical reports 
regarding their business activities. Such access may be granted by modern data 
analytics and data visualization techniques covered in this section. However, it is a 
challenging problem to design information technologies in this field. 

The dashboard design problem includes selection of visualizations, such as 
graphs and charts, which should be placed in a limited space. If choose inappropriate 
visualization charts that do not fit nature of data presented in datasets prepared for 
visualization, developed Business Intelligence (BI) dashboard applications may mislead 
business users and shift their focus and attention to unimportant or wrong things. Thus, 
dashboard design problem is extremely relevant nowadays when big data volumes 
processing and analysis is vital for making business decisions. Since the problem is not 
trivial and complex enough, it is required to propose a BI dashboard design approach. 

Proposed approach is based on the relational algebra methods used to process 
Data Mart (DM) and Data Warehouse (DW) data structures in order to prepare datasets 
for analysis and suggest appropriate visualizations that should be placed on dashboards. 
The dashboard design process, which is underlying for a proposed approach, includes 
steps related to dataset preparation and dataset analysis that lead to recommendations 
on dashboard visualizations. 

Proposed dashboard design process generalizes all the tasks required to prepare 
DM or DW measures and dimensions for visualization. At first, it is necessary to 
transform a star schema structure into a flat dataset. Since the star schema data 
warehouse model is one of the simplest but, on the other hand, is the most widely used 
data structure in BI domain, in this paper will be considered exactly this kind of 
storages [1]. This may be done using the SQL language join operators [2]. Then, it is 
required to prepare subsets of the general flat dataset. Prepared subsets will be used as 
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data sources for future visualizations (graphs and charts) that should be then placed on 
a dashboard. As well as the generic dataset, these subsets may be also prepared using 
the SQL language and its powerful selection and projection capabilities, and analytical 
functions [2]. After that, thresholds for pie charts and bar charts should be selected. 
When all the previous steps are completed, recommendations regarding the 
visualization charts and graphs, which should be used to display on a dashboard 
prepared data subsets, may be obtained. 

With respect to the generated recommendations, the content of a designed 
dashboard may be created by data analysts or other stakeholders. The dashboard design 
process diagram is shown in Figure 1. 

 

 
Figure 1  Dashboard design process diagram 

 
Described process allows users to choose appropriate visualization charts and 

graphs. Outlined approach is based on data mart or data warehouse transformation from 
the star schema, extremely popular and quite simple data structure, into the flat dataset 
that should be used to produce data subsets, which then may be used as data sources for 
visualizations, which are usually bar charts for comparisons, line charts for trends over 
time, pie charts for parts of a whole, and cards for scalar values [3]. Future research 
includes software implementation of the proposed approach, as well as the research of 
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Since Data Science, and Big Data in particular, is still evolving and lacks direct 

form, there can be no single answer to the question of which methodology works best 
in such projects. 

In general, the following methodologies can be distinguished: 
-DM as a traditional approach to project management in the field of Data 

Science. 
 

 
 

This is not a complete list of methodologies used in big data projects. However, 
tools based on the above approaches will help identify key points where each approach 
can be useful to develop a model that will work for a specific Big Data project. 

Cross Industry Standard Process for Data Mining (CRISP-DM) is a standard that 
describes general processes and approaches to data analytics used in industrial data-
mining projects, regardless of the specific task and industry [1]. The CRISP-DM 
standard includes six iterative phases in data processing project management: 
understanding a business problem, understanding and retrieving data from different 
sources, preparing data, modeling data when building and evaluating a model, and 
actually evaluating that includes visualization and communication, and deployment and 
maintenance with final reports and project overview [2]. This methodology has a 
flexible cyclical nature and a focused approach, but it does not work for teams and does 
not cover communication issues at all. CRISP-DM can be called a sequence of works 
required to perform in Data Science projects [3]. This list of jobs can be kept in mind 
when managing Big Data projects, but it is too general, so other tools should be 
considered. 
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An approach such as Waterfall gives a clear and consistent picture of all the tasks 
that have been identified since the beginning of the project. The project or its individual 
phases are divided into smaller parts that depend on each other. In working with data, it 
is advisable to try the project in action as early as possible in order to quickly check and 
test hypotheses. If we stick to the waterfall style, we first need to make a complete and 
polished model, and then apply it in a work. Changes in this approach are not expected, 
however, in Big Data projects they may occur. This methodology does not work for the 
data processing. However, it may be useful to plan the use of some methodology tools, 
such as a Gantt chart. Thus, the main disadvantage of Waterfall is its lack of coverage 
of change management, which is not compatible with big data processing projects. 

The main problem of Data Science projects in general is the misunderstanding 
between them and business goals [4]. Big Data projects add specific issues such as 
huge amounts of data and continuous changes. Agile methodologies can handle these 
problems. Scrum is one of the world's most common Agile approaches, in which large 
projects are divided into smaller phases, called sprints, and last from 1-2 weeks to 1-3 
months. Each sprint has a fixed time frame and should achieve the results that have 
been set at the meetings. Scrum is largely focused on customer feedback. It is adaptive 
and flexible, with a high degree of autonomy, which in terms of Data Science allows 
you to optimize predictability. However, unlike Scrum in Software Engineering, where 
there is a constant increment to demonstrate results, Big Data has no feedback material. 
Sprint requirements are changing. In working with data, there is an iterative between 
the phases of data preparation and modeling, where everything can change. For 
example, a new hypothesis appeared, data were prepared, the hypothesis was tested, 
and everything planned for the end of the sprint is no longer of value. Everything needs 
to be reworked because the concept has changed. If you take into account this feature 
and slightly change the classic approach of Scrum, it can work well on Big Data 
projects. The continuous flow of a huge amount of information from the Internet, 
corporate systems or devices falls under the definition of Big Data at high speeds of 
download or accumulation [5]. Response speed and high frequency of result 
presentation is one of the 12 basic principles of Agile Manifesto. 

Consider another Agile approach - Kanban. This methodology uses the board as 
a project and the cards as a task. The traditional kanban board includes three columns  
To Do, In progress and Done [6]. For data processing projects, you can add additional 
columns: data preparation, development, coding, testing, and so on. It is necessary to 
improve the standard approach until it is suitable for working directly with the Big Data 
project. To use kanban in data analysis, some of the separate phases can also be 
combined - for example, modeling and data preparation can become one phase, because 
working with data and experiments occur at the same time. The approach places more 
emphasis on work in progress without reference to dates and roles, the work in it is 
highly visualized [7]. Disadvantages of the methodology - the lack of emphasis on 
dates and deadlines - can, on the contrary, be called advantages for big data processing 
projects. 

It is difficult to find one methodology that would work well during the project 
life cycle in the Big Data field. Big data processing projects can combine several tools 
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of different methodologies in their management, and this is completely natural. It is 
worth exploring which tools influence the success of Big Data projects and synthesize 
them into a single approach that can have a positive impact on project results. 
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Reorganizing the projects connected with eco awareness is important in Ukraine 

because the waste management system is imperfect and has potential for development. 
 The main goal of this thesis is to collect data that will confirm the reasons that 

make the system imperfect, to analyze the ways of solving this problem and practices 
that will allow Ukrainians preserve the environment. 

According to USA Today research, Ukraine ranks 9th out of 10 countries in the 
world that produce the largest amount of waste in relation to the population. According 
to the statistics of 2019, Ukraine produces 10.6 metric tons of waste per capita per year, 
and the total amount is approximately 474 106 065 metric tons. From this waste, only 
3.2% are recycling [1]. 

Despite the fact that Ukraine produces a lot of waste and do recycle only small 
part of it, we do also import sorted waste from Europe. In 2018 we have imported 
around 100 thousand tons of plastic for 40 million dollars, glass waste for 11 million 
dollars and paper for 80 millions [2]. 

As a conclusion, Ukraine imports sorted waste from Europe because can not 
provide good quality of sorting in our country. The key problem in this case is that 
people do not know how to do it in a right way.  

Analyzing the data of 2018 year fr
citizen - the key to successful implementation of the Association Agreement" was 

environmental problems and practices that preserve the environment [3]. 

Table 1  Ways to solve eco problems  [3] 

Ways to solve problems Positive answers, % 
Increase information on environmental issues 32.4% 
Ensuring better application of current environmental legislation 27.3% 
High panalties for violations of environmental legislation 44.7% 
Implementation or dissemination of training programs 26.8% 

Basing on this statistics (tab. 1), we can ensure that Ukrainians do need more 
information about ways of sorting. Moreover, introducing trainings, workshops and 
lectures to increase eco awareness can build new eco habits.  

Here (tab. 2) we can see that more that 60% think that sorting waste is the key to 
build ecofriendly environment and around 40% are willing not to buy plastic for 
one use. 
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Table 2  Practices that preserve the environment [3] 
 

Practices that preserve the environment Positive answers, % 
Choosing more eco friendly transport 34.7% 
Avoid buying disposable plastic products 39.3% 
Sort the most part of waste 60.2% 
Reduction of energy consumption 31.3% 

This analysis showed that people are ready to change their environment, learn the 
sorting rules and rebuild their habits. But in Ukraine we do not have any learning 
content about eco awareness that would be interesting for kids as well as for adults.  

Educational systems are now being radically restructured and raising the 
awareness of citizens can be regulated through multi-touch interactive VR 
technologies. 

It is important that we can improve the experience of participants through 
manipulating and controlling VR environment. Through thematic educational modules 
it is possible to improve the experience of learners and increase their sensitivity to 
current environmental challenges [4]. 

We can install stationary interactive racks near supermarkets and sorting tanks. 
Each rack will have several VR modules, between which the user can switch and find 
out the most interesting information. Modules can include: an overview of things that 
can be made from recycled materials, a module with information about waste cycle in 
Ukraine, sorting rules and tips on how to minimize the waste amount. 

With the help of interactive communication, the information is perceived much 
better. Therefore, the use of VR environment in various projects to increase 
environmental awareness, will introduce a completely new and experimental learning. 
Taken together, this will give the people an impetus to increase their eco-consciousness 
and learn the rules of waste sorting.  
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Abstract. We calculated the level of interactions between all the pairs of the re-

search groups and between all the pairs of the research divisions for 4 five-year periods. 
Paired interaction for research divisions shows that every consecutive five-year period 
has decreased irregularity of its distribution of interaction. Cu-mulative interaction 
shows that all research divisions tend to have their stickiness decreased over time. 
Paired interaction for research groups showed the same re-sults but difference between 
two consecutive periods is greater by a larger factor.  

Keywords: informetrics, research group, research division, interactions, interdis-
ciplinary, Dimensions, ANZSRC, Jaccard index, stickiness index, distribution, 
categorization. 

 
Interdisciplinarity is a fashion direction in modern education and science. Inter-

disciplinarity is impossible without interactions between research from various fields. 
For quantitative assessment of level of interdisciplinarity, of level different research 
fields interactions many approaches are proposed in recent years. Currently the most 
widely used approaches to quantitative measuring of interdisciplinarity use 
bibliometric. They take into account co-authorships, collaborations, references, 
citations and co-citations. There are a few researches related to measuring 
interdisciplinarity using bibliometric [1-5]. In this research we used the same approach 
to assessing interdisciplinarity as in [5] - Jaccard index. We measured 
interdisciplinarity for Australian and New Zealand Standard Research Classification 

classes are research divisions and groups from ANZSRC. There are 22 research 
divisions with 157 groups. Now, Dimensions indexes over 110M research papers. Each 
paper is assigned to one or several research divisions and groups. Such categorization is 
carried out by Dimension itself by special software based on machine learning guided 
by topic experts. The title and abstract of the paper are source data for this 
categorization. 

We analyzed the interaction of research divisions and research groups for 4 five-
year periods. We analyzed paired and cumulative interaction for both research divisions 
and research groups. Only research groups of different research divisions were 
considered. Paired interaction allowed finding pairs that interact the most and analyze 
the behavior of different interactions over time.  

Using paired interaction, we analyzed leaders and the most changeable research 
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divisions and groups in terms of interaction. Paired interaction for research divisions 
shows that every consecutive five-year period has decreased irregularity of its 
distribution of interaction. This also confirms the Gini index and the number of pairs 
with non-zero interaction. Cumulative interaction shows that all research divisions tend 
to have their stickiness decreased over time. The same effect shows Gini index for the 
stickiness index that decreases from 0.197 in the first period to 0.188 in the last period.  

Paired interaction for research groups showed the same results but difference be-
tween two consecutive periods is greater by a larger factor. Cumulative interaction for 
research groups showed that with time research groups tend to have a more equally 
distributed stickiness index. It is also observed from the number of research groups that 
increased their stickiness index from zero to greater than zero and Gini index.  

On base of interacting assessments, we identified five research groups that have 
been assigned suspiciously to divisions in ANZSRC. They are as follows: 0105 
Mathematical Physics, 0602 Ecology, 0909 Geomatic Engineering, 1502 Banking, 
Finance and Investment and 2001 Communication and Media Studies. All the 
mentioned research groups have more similar research groups in concurrent divisions 
with statistically significant level. Those five research groups also have strong semantic 
ties with concurrent divisions, this can be an argument for adapting of ANZSRC. 
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Abstract. The essence and purpose of systems of automation and robotics of 
warehouses are considered, their advantages are defined, the offered software-
analytical decision is described in the form of expert system. 

Keywords: automation, robotics, supply chain, warehousing, warehouse 
capacity. 

 
Warehousing is an important and integral part of every business. Its task is to 

save stocks of raw materials and finished products. It plays an important role in the 
movement of tangible assets, raw materials, materials, fuel, tools, equipment, spare 
parts, clothing, and other products. 

Warehouse - a room or a set of rooms intended for storage of materials. Supply 
Chain Management combines the management of supply and demand within and 
between companies. A recent network of companies that cooperate with the aim of 
offering products and services is called an expanded enterprise. [2] 

Automation and robotization of warehousing allows to introduce the technical, 
logistical and analytical measures that increase the level of productivity of facilities in 
the warehouse and reduce the impact of the human factor on the activities of the 
warehouse. The number of resources spent on the technical implementation of 
automated and robotic components of the warehouse is significantly less than the 
number of resources required for the maintaining of non-automated and non-robotic 
warehouse. 

An urgent task is the choice of bots-carriers for their use in the department of 
planning the placement of boxes with goods for the automated warehouse. A solution in 
the form of an expert system is proposed. Its task is to recommend to the user on 
decision-making when choosing a manufacturer of carrier bots for automated 
warehouse. 

During the development of the expert system, knowledge was extracted by 
analyzing the characteristics of carrier bots by the method of main components, cluster 
analysis and building a decision tree. 

According to the results of the principal components method, three main 
components Comp1, Comp2 and Comp3 have been identified. 
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The first main component is determined by more than 66.3% of the following 
indicators: power, charge duration, charging speed. 

The second main component is determined by more than 78.6% of the following 
indicators: the number of charging cycles, charging duration, price. The third main 
component is determined by more than 79% of the following indicators: power, charge 
duration, price. 

The results of component and cluster analyzes were analyzed when constructing 
decision trees using the See5 / C 5.0 system. The result of the See5 system was 
expressed in the form of decision trees and 42 if-then rules that provide answers to the 
manufacturer's belonging to the class according to its characteristics. 

The results obtained during the construction of decision trees completely 
coincided with the results of component and cluster analyzes. 

The created expert system can become a prototype for a real decision-making 
system for an automated warehouse. 
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Abstract. This article is devoted to obtaining and comprehensively studying 
methods and models for fault trees and decision trees construction for identifying a 
defect in specific diagnostic objects and their structural units, as well as methods used 
to defects finding. The basic subjective and objective conditions that affect the time 
spent by maintenance personnel on the readapting to work of the failed ship system are 
systematized. The article substantiates the need of the transition from existing paper 
documentation to electronic maintenance documentation using the expert system. 

Keywords: object of diagnostics, structural units, complex technical system, 
decision maker, expert system, alarm monitoring system, decision support system. 

 
Each ship system can be represented as a complex of structural units 

interconnected and interacting with each other. In turn, each structural unit can be 
decomposed into many simple elements interconnected and interacting with each other. 

Accordingly, the more structural units create a system, the more complex the 
system becomes and the more difficult it is to identify a malfunction in this system. 

Thus, conventionally, all ship systems can be divided into 5 levels, according to 
the criterion of complexity when troubleshooting in this system. 

Analysis of the failure diagnostic tools used by the operator in real navigation 
conditions to find and eliminate the causes of malfunction of shipboard automated 
systems and mechanisms is an actual problem. Quick search and elimination of a defect 

 
The troubleshooting process is the most difficult at electrical equipment 

repairing, as modern automated systems are a complex interconnected network of 
electrical and electronic circuits. The task of faulty element findingis finding of the 
sequence of checks when a minimum of time is spent on defect searching [1-3]. 

To be able to show the possible amount of time spent searching and repairing, an 
experiment was conducted on one of the container ships of the shipping company 

 
We used the archive logbook of the Kongsberg K-Chief 600 alarm monitoring 

system, the contai
parameters controlled by the AMS is 3410 units [6]. 

conditionally divided by the level of complexity of the systems in which they occurred 
and are summarized in the table shown in Tab.1. 

The purpose of the experiment was to calculate the average number of possible 
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causes of these failures, as well as the number of possible ways to eliminate them and 
the time taken to eliminate them. 

Based on the obtained data, we construct a variational series of observations for 
the number of malfunctions, occurred within six months on the ship, and the number of 
their possible causes.  

months Wi, for each level of 
complexity of the systems.   

Table 3  
The number of malfunctions recorded by the AMS system for six months 

Simple 
elements 

Simple 
systems         

Medium 
difficulty 
systems 

Complex 
systems 

 

Very complex 
systems 

Total  2 Total  126 Total  198 Total  168 Total  12 
  

 
(1) 

where Ni is the number of failures at a given interval; n is the total number of 
malfunctions within six months. 

1 = 0.046; W2 = 0.241; W3 = 
0.379; W4 = 0.311; W5 = 0.023.  

Find the numerical parameters: average value and variance. 
Sample average: 

 
 
 
 

Dispersion of discrete random variance: 
 
 
 

Then, the standard deviation (standard error): 
 
 
 

Thus, the average number of possible causes of an accidental failure recorded by 
the AMS system   = 15 with the standard deviation of  

One-sigma interval (confidence probability is 67%) for the given random 
variable is from 10 to 20 possible reasons. 

This means that very often even experienced electricians will spend quite a lot of 
time guessing about the causes of the breakdowns and how to fix it. 

The increasing of SAS effectiveness can be achieved in two methods. 
The first method is the highly qualified personnel training. In order to quickly 

search and eliminate the OOD defect, the decision-maker must have the extensive 

 
 

(2) 

 
 

(3) 

                                              =  
 

  (4) 
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knowledge, experience and a wide range of personal qualities. In addition, he should be 
able to adapt to objective reasons that make troubleshooting difficult. 

The problem is that availability of these qualities in one decision-maker (it is 
extremely unlikely), the process of defect searching can be taken place rather long. It is 
due to the information content received by the operator, in each case, is often excessive. 
The same OOD is represented by different models, and the information content about 
its elements and connections, as well as various features significantly exceeds the level 
necessary for defect searching. 

So, it is impossible to draw up quickly a clear pattern of action at defect 
searching. The decision maker is always forced to keep in mind all the methods and 
algorithms of checks, to understand when to replace one method by another. In the 
process of searching of the same defect, he should constantly think about what to use at 
a given time. In this case, the factor of the human psyche works as limitedness to 
process a large amount of information (from 5 to 9) per unit of time. 

As a result, even a competent decision maker falls into the mandatory time 
frame; it increases the troubleshooting process. 

The second method is increasing the reliability of OOD by strengthening of the 
control over the operability of the main OOD nodes and the connections between them. 

The problem here is that the structural, circuit and technological capabilities for 
improving the reliability of ship systems are limited, and, in practice, exhausted. 
Moreover, increasing of the OOD reliability due to the structural complication of 
diagnostic systems involves growing the number of measurements with dimension 
enhancement of the diagnosed circuit. It requires an increase of the control points in 
OOD; it inevitably raises a new problem related to the diagnostic systems reliability. In 
addition, their false positives can trigger a chain of incorrect operator actions leading to 
an accident or disaster. 

As a result, even complex diagnostic systems help to reduce the number of 
failures of electrical equipment by timely informing the operator about violations in the 

quick searching and elimination of a defect, in the case of ship system failure. And it 
requires the high qualification of the service personnel and a longer duration of the 
checks. In the conditions of autonomous navigation and with low qualification of the 
staff it can lead to undesirable consequences. 

All described above clearly demonstrates the urgent need for the implementation 
of special information expert systems, which allow, even with low qualifications of the 
service personnel and low efficiency of control of OOD, to quickly search for defects in 
a failed ship system. 

The proposed system will be built on the basis of knowledge, which includes the 
experience of experts in repair and troubleshooting. The knowledge base is formed on 
the basis of expert evaluation (experts are electricians with experience of at least 5 
years, as well as superintendents of crewing firms with the same experience). 

The system uses the approach that implements the task of separating of 
information stored in a common database and directly in the knowledge base (a set of 
decision tables). 
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To implement this approach, linking variables (link tables) are used. 
By the use of these communication tables, a variable from the knowledge base is 

connected with the data stored in a common database of equipment and ready-made 
troubleshooting algorithms. 

The knowledge base includes the knowledge and assessments of experts in 
failures, as well as databases with structural diagrams, principled schemes of elements 
and components, as well as troubleshooting algorithms. 

AMS system for vessels of the type container ship is recorded. For entry into the 
database, faults are ranked by their level of complexity. All entries are transmitted to 
the crewing company by the superintendent. The database is filled on the basis of the 
data of the logs collected from all ships of the crewing during the entire period of ship 
running. 

The final product is software that provides the operator with complete, but not 
redundant information on the necessary malfunction, as well as a clear sequence of 
actions for its quick elimination.  

The decision-making operation in the ES of a ship electrical engineer is: the 
registered error of the AMS is entered into the system window. The user receives all the 
necessary documentation of the unit that gave the error signal, as well as a set of 
strategies for troubleshooting. The variability of possible problems increases with the 
complexity of the mechanism. It becomes necessary to choose the most effective 
strategy to reduce the time of elimination. There is a table of opinions of experts who 
had the similar problems. 
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tree and make syntactical analysis. Each of them transforms primary text into the data 
structure with special features. The author proposed to use components of logic and 
linguistic models for automatic generation of grammar colocations. Also author 
suggested the rules for context units identification for complex sentences of natural 
language.          

 
All early efforts to extract knowledge from the textual information by difference 

scientists leads in grammars by Homskiy and transformation grammars  [1 2]. 
Grammars of regularity do not come up with collocations like analysis ones. However, 
almost all linguistic theories describe linear sequence of the sentence units by mean of 
hierarchic structure of gramma components [3]. Traditional ways of analysis by key 
parameters and standard answers are not possible to analyze natural language text at all 
and are not helpful for context analysis [4 5]. 

Today the main aim of natural language researches is automatic creation of 
context data structures for formalization of logical links by mean of particular algebraic 
construction. From the other hand, these researches give practical value for automatic 
analysis and synthesis of natural language texts by computer technologies. 

Despite almost a century of research in artificial intelligence, context units 
identification still can not be realized in correct form for complex sentences.                       

One of the most essential thing for all systems that woks with natural languages 
must be using the process of grammatical analysis [6]. 

There is a full correspondence between grammar structure and logic form of 
natural language sentence of natural language sentence [7]. Considering grammar 

   
 subject of the sentence  subject x;  
 predicate of the sentence  relation p;  
 object of the sentence  object y or subject-matter of relation z;  
 definition  characteristic of subject g, characteristic of object q or 

characteristic of subject-matter of relation r; 
 circumstance  characteristic of relation h.   

A set of words connected between each other by logic links, will be lettered 

, 1,jsp j m , where m  amount of the collocations in the sentence.  

According to the Ukrainian and English language rules, collocations can be 
formed between those members of sentence [9 10]:    

   jsp g x ; 
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   jsp p y ; 

   jsp q y ; 

   jsp y z ; 

   jsp r z ; 

 circumstance   jsp h p . 

The author formulated special rules for identification context units according to 
the rules for creating different collocations in flexional natural languages, examples of 
what were depicted above. It was developed 32 rules with additions for punctuation 
symbols in complex sentences and for considering homogeneous parts of the sentence. 
Some of these rules are represented below.   

1. If the first world is adjective, numeral, pronoun or participle and the part of 
speech for second word is noun, their characteristics of case, number and genus 

mathematical 
modelling computer modelling three pets her name designed room  

1

11

11

)(2)(2)()(

)()()1)(()2)((

iij

iiii

iiii

SSSthen

SkSkandSnSnand

SgSgandScmandScmif

. 

2. If the first world is noun and second word is noun of personal name too, their 
characteristics of case and number are similar, the words are made collocation. 

Dnipro river  

. 
3. If the first world is verb and the second word is noun in genitive case, the 
words are made collocation. read book  

. 

4. If the first world is verb, second word is preposition and third word is noun in 
subjective case the words first and third are made collocation. For example, 
created for children  

. 
5. If the first world is verb and second word is pronoun not in subjective case, the 

integrated scheme  

.
 

Using developed rules and according finding regularity it had been possible to 
create a system for context units identification. For the complex Ukrainian language 
sentence the system creates such context units (Figure 1).  
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Figure 1  Results of automatic identification of context units 

 
It had been demonstrated the outcome of using these rules. It is a program, that 

extract all collocations from different types of natural language sentences.                
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Abstract. The objective of this paper is to present the relevance of using opinion 

mining methods and tools in market research. During the research, we've established 
that opinion mining methods proved to be of significant capability to provide insights 
and conclusions needed for developing market strategy. 

Keywords: Opinion Mining, Data Mining, Sentiment Analysis, Marketing. 
 
Marketology is moving at a great pace to becoming a lot more significant and 

valuable than it was a couple of years ago. With the number of gadgets and digital 
services common people are using gradually growing, the amount of data trail they 
leave in cyberspace is growing almost exponentially, left basically as dead weight, 
unused. Analyzing these data trails is, most certainly, crucial for obtaining and/or 

methods is a great way to find out the latter. 
Textual information in the world can be broadly classified into two main 

categories, facts and opinions. Facts are objective statements about entities and events 

perceptions about the entities and events. Much of the existing research on text 
information processing has been (almost exclusively) focused on mining and retrieval 
of factual information, e.g., information retrieval, Web search, and many other text 
mining and natural language processing tasks. Little work has been done on the 
processing of opinions until only recently. Yet, opinions are so important that whenever 

for individuals but also true for organizations[1].  
One of the main reasons for the lack of study on opinions is that there was little 

opinionated text before the World Wide Web. Before the Web, when an individual 
needs to make a decision, he/she typically asks for opinions from friends and families. 
When an organization needs to find opinions of the general public about its products 
and services, it conducts surveys and focused groups. With the Web, especially with the 
explosive growth of the user generated content on the Web, the world has changed. One 
can post reviews of products at merchant sites and express views on almost anything in 
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Internet forums, discussion groups, and blogs, which are collectively called the user 
generated content. Now if one wants to buy a product, it is no longer necessary to ask 

use there are plentiful of product reviews on the Web 
which give the opinions of the existing users of the product. For a company, it may no 
longer need to conduct surveys, to organize focused groups or to employ external 
consultants in order to find consumer opinions or sentiments about its products and 
those of its competitors. Finding opinion sources and monitoring them on the Web, 
however, can still be a formidable task because a large number of diverse sources exist 
on the Web and each source also contains a huge volume of information. In many 
cases, opinions are hidden in long forum posts and blogs. It is very difficult for a 
human reader to find relevant sources, extract pertinent sentences, read them, 
summarize them and organize them into usable forms. An automated opinion mining 
and summarization system is thus needed[2]. Opinion mining, also known as sentiment 
analysis, grows out of this need. 

Given a set of evaluative text documents D that contain opinions (or sentiments) 
about an object, opinion mining aims to extract attributes and components of the object 
that have been commented on in each document d  D and to determine whether the 
comments are positive, negative or neutral[3,4]. 

Opinion mining and summarization process contain three main steps, first is 
Opinion Retrieval, Opinion Classification and Opinion Summarization(Figure 1). 

Opinion Retrieval is the process of gathering review text from review websites. 
Different review websites involve reviews for products, movies, hotels and news. 
Information retrieval techniques like web crawler can be applied to accumulate the 
review text data from many sources and store them in database. This step includes 

 
Next basic step in opinion mining is classification of review text. Given a review 

document  and a categories set C = {positive, negative}, sentiment 
classification is to classify each di in D, with a tag expressed in C. The method involves 
classifying review text into two forms namely positive and negative.  

Summarization of opinion is a main part in opinion mining process. Summary of 
reviews provided should be established on lineaments or subtopics that are mentioned 
in reviews/blogs/comments etc.  

Conclusions. We established that opinion mining is an emerging methodology of 
data mining applied to summary the knowledge from large volume of data, left by 

quality of the potential market research for your needs. For example, it is critical for a 
product manufacturer to know how consumers perceive its products and those of its 
competitors. This information is not only useful for marketing and product 
benchmarking but also useful for product design and product developments. 
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Figure 1. Architecture of Opinion mining. 
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Abstract. The main idea of this paper is to identify and present the main 
problems that data analysts face when collecting and analyzing speech data. The 
development of human-machine interfaces has been developing very rapidly nowadays. 
Invention of voice assistants, smart house technologies is a confirmation of that. Speech 
technologies are the latest technologies of the 21st century that are used to control 
computers, cars, and household appliances using voice. 

Keywords: machine learning, data analysis, automatic speech recognition. 
 
Despite the large number of researches, modern speech recognition systems 

remain insufficiently perfect, many problems associated with the process of automatic 
speech recognition remain unsolved. This indicates the urgency of studying the process 
of recognizing speech signals and the development of algorithms and methods for 
implementing this process. 

For a machine learning system being able to learn, a huge amount of data is 
required. This becomes a problem when we speak about audio data. We face into 
privacy and data security issue. Biometrics like voice, face, fingerprints, and other 
personal traits are widely used as robust features to identify individuals in 
authentication systems. It is important to keep the biometric data secure to protect the 
privacy of users, and we require privacy-preserving machine learning algorithms that 

collected by personal devices is confidential and barely can be used in data analysis. 
The actual workaround is using of data generated through paid research and studies, but 
it is very limited approach. 

Speech recognition systems can be sufficiently accurate when trained with 
enough data having similar characteristics to the test conditions. However, there still 
remain many circumstances in which recognition accuracy is quite poor. These include 
moderately to seriously noisy or reverberant noise conditions, and any variability 
between training and recognition conditions with respect to channel and speaker 
characteristics (such as style, emotion, topic, accent, and language). While systems are 

of Ukrainian for example. And even a simple cold can be a reason for voice commands 
not to work as well as usual. In other case, when there is too much background noise 
speech recognition will be challenging. Making it especially hard to use them 
effectively in the urban outdoors or large public spaces/offices. For the purpose of 
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cleaning speech signal from noise is currently successfully applied method of wavelet 
transformation of an audio signal. Using this method, it seems possible to isolate voice 
on audio recording, even if present strong background noise [1]. 

Speech has no natural pauses between the word boundaries, the pauses mainly 
appear on a syntactic level, such as after a phrase or a sentence. This introduces a 

 how should we translate a waveform into a 
sequence of words? One way to simplify this process is to give clear pauses between 
the words. This works for short command-like communication, but as the possible 

 
complexity appears in languages which are phoneme-based, which is typical for Slavic 
languages. So, the words get extra parts and become different to those from 
dictionaries. This complicates the process of speech analysis. 

Natural language has an inherent ambiguity, i.e. we can not always decide which 
of a set of words is actually intended. The main ambiguity concept is homophones. The 

orthography or meaning. How can we distinguis
impossible on the word level in ASR, we need a larger context to decide which is 
intended [2]. 

Conclusions. In this paper, we identified the main problems of automatic speech 
recognition, but not all of them. But one thing we can say certainly, audio data analysis 
is a challenging process. And as we can see, the most problematic issues are connected 
to the large search space and the input data variability. Thus, the speaking style, speed 
and even gender of person can cause errors in speech recognition or learning the 
system. This is why the search for ideal methods and algorithms for speech processing 
is still ongoing. And with the growing demand for human-machine interfaces, it 
becomes even more relevant. 
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Abstract. The purpose of this paper is to present the relevance of used bottles 

classification, as well as to developed efficient deep learning models. During the 
research, we've trained several convolutional neural networks to choose optimal one. 
As a result, we`ve obtained separate models with height accuracy score and small time 
of performance on test dataset. 

Keywords: Deep Learning, Neural Network, Image Classification. 
 
Annually in Ukraine about 12-15 million tons of household rubbish are generated 

[1], 40% of which is used for packing. Almost 96% of all trash, including plastic, is 
sent to landfills, where it poisons the earth for years. For example, a plastic bag 
decomposes for 500 years, an ordinary bottle of water - a millennium. Ukrainians 
started sorting garbage only in 2018, but despite this, the problem of recycling is still 
acute.  

To facilitate the process of sorting garbage, we offer to use a system of bottles 
classification based on the processing of their images by convolutional neural networks. 
Automating the sorting process will help to speed up the recycling and, in the long run, 
save money that is now spent on manual labor. The reason of choosing this method is 
its similarity to human analysis. The machine, as well as person, finds some patterns 
with differ one type of bottles from others. Same approach very popular in machine 
learning world to classify objects that can be represented by their images.  

For training was chosen 2 popular architectures: ResNet-18 [2] and 
Mobilenet_v2 [3]. First one famous for its accuracy, second for small computational 
needs. In ResNet was added one block of Linear, ReLu, Dropout layers, Mobilenet has 
two additional blocks. 

Due to the fact that the available dataset was not found, for some time was 
collected personal dataset with such classes: plastic bottles with 1206 images, glass 
bottles with 561 images and 902 images of aluminum cans. Each class was split on 3 
sets for train, validation and test. For test - 100 images by class and others images 
divided into test and validation by ratio 8:2.  

The dataset is small for independent training. Two approaches have been used to 
solve this problem. First, a pre-trained model on PyTorch was used. So, all layers 
except few last one was frozen to save previous coefficients. Secondly, augmentation 
was added to the training pipeline. Sometimes one of these changes could occur: 
horizontal flip, vertical flip, random affine transformation, color changes. 
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As metric was used accuracy, as loss function  weighted cross entropy, 
optimizer - Adam. Epoch number  75, batch size  25, initial learning rate  0.001 
with decay rate optimization. GPU provided by Google Colaboratory was used for 
training acceleration. 

As the result we have 4 models: ResNet and Mobilenet_v2 without augmentation 
and with it. Their performance can be seen on Table 1.  

Most important features are accuracy, size and speed. Most errors occur plastic 
bottles class that was false predicted by developed models. Size of ResNet-18 are 
bigger and speed are slow as was expected. But its accuracies are better. In the other 
case, Mobilenet_v2 fast and small and not so bad in accuracy score. 

It is interesting that the best loss score is 0. It may cause by overfishing because 
model perfectly learned training set. So, it is better to avoid of using that model. 

 
Table 1 

Models performance results 

 
Test 

Accuracy 
Best 
Loss 

Size, MB 
Training 
time, sec. 

Mean speed on 
CPU/GPU, sec. 

ResNet-18 0.9967 
(best) 

0.000  
(best) 

42.94259 
(worst) 

1325.55 0.188/0.0138 
 

ResNet-18 with 
augmentation 

0.9967  
(best) 

0.005 42.94212 4080.65 
(worst) 

0.198/0.0139 
(worst) 

Mobilenet_v2 0.9834 0.004 11.32676 
(best) 

1269.44 
(best) 

0.102/0.0157 
(best) 

Mobilenet_v2 with 
augmentation 

0.98 
(worst) 

0.017 
(worst) 

11.32725 3821.54 0.148/0.0157 

 
Conclusions. We established that there isn`t model that can provide both heigh 

accuracy and quick performance at the same time. If the bottles classification system 
must run in real time on a device with low computational potential, is better to choose 
Mobilenet_v2 architecture with no augmentation during training process. For the best 
accuracy score, ResNet-18 architecture is more wisely to choose. Despite slightly 
worse results of speed and loss score, we recommend using augmentation in order to 
avoid overfitting. Also, this work can be the basis for classification system of used 
bottles and shows a prospect for further research. 
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COVID-19 pandemic forced firms to adopt changes in their working processes in 

favor of digital technologies. It's now become a routine to conduct online meetings, put 
tasks on the online boards, and use more digital instruments for project management.  

The use of a modern project approach to solving socio-economic problems and 
tasks, developing management processes, and focusing on achieving results with 
minimal time and money will form a new generation of leaders and improve socio-
economic processes in the country. 

Project management requires constant guidance and coordination of the project's 
human, material, and financial resources. During its life cycle, project management 
should be carried out through the use of modern management methods and techniques 
to achieve project results. As stated in [1], "an effective project manager must ensure 
that all necessary work is carried out promptly, thoroughly, and meet specific 
requirements. To this end, monitoring is carried out throughout the project 
implementation phase. "As mentioned in [2, p.21], IT project managers must develop 
and use new methods and approaches, one of which is based on the use of proactive 
management methods. 

Managing the project of developing a web platform for buying and selling 
currency is becoming especially important because, from January 1, 2019, Ukrainians 
have the right to sell and purchase foreign currency through payment devices - 

[3] came into force, which introduced new rules of currency exchange operations. In 
particular, it abolished the requirement for a paper document's mandatory issuance 
confirming the fact of currency exchange. As the innovations will be implemented 
gradually, today, there is a need to develop web platforms for placing ads to buy and 
sell currency to meet the urgent need for interactive services. According to a survey 
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conducted in the summer of 2019, 56 respondents (individuals) out of 80 consider it 
necessary to create this web platform. 

The example of a platform for buying and selling currency shows how digital 
project management technologies are used. There are several vital processes in this 
project: project & recourse planning, backlog & task management, meetings & 
communication, data management. Digital tools play a crucial role in the successful 
implementation of all the processes.   

Project & recourse planning. Pountney [4] highlights the critical role of recourse 
planning for IT projects. He pays particular attention to contemporary Human Resource 
Management theory. Pinha, D.C., and Ahluwalia, R.S. explain how project duration 
and costs can be reduced "by empowering project managers to assess different 
scenarios" [5]. It is rational to plan resources following the hierarchy of the influence of 
these restrictions developed by the project manager, depending on a particular project's 
characteristics. 1. Planning from resource constraints 2. Planning from time constraints.  

Backlog & task management. Todd Sedano, Paul Ralph, an
examined product backlog and proposed the "theory of product backlogs" to be widely 
applicable by organizations with different software development cultures [6]. One of 
the essential parts of project management is online meetings with developers to align 
with project processes. What tools can be used for it? The most widely used and spread 
now is Zoom, Google Meet, Microsoft Teams. A platform for buying and selling 
currency project meetings will be conducted through Zoom, which allows all the team 
to stay safe and be on the same page.  

Data management. The process of data management consists of data quality, data 
design, data lineage, and data cost management. Many companies do not have a clear 
understanding of what needs to be considered in strategic data management. 
Meanwhile, there are several clear principles on which the Data Governance strategy is 
based: make your data accessible; users must work with consistent data; understand 
what to collect and what to throw away; ensure the safety of your data; take care of 
security. It is equally essential to ensure the safety of funds. Data is the same asset. In 
the modern world, it is sometimes even more valuable. So the same rules apply to it: 
like competent financial management, Data Governance helps to reduce the number of 
errors, increase business efficiency, and clearly understand what results can be achieve 
further. Data security is in the first place in the list of priorities of digital project 
management. It is essential to improve safety by classifying data according to different 
levels of risk.  

All in all, risks in a market economy are an integral part of management. 
Uncertainty makes it impossible to avoid danger. It is necessary to learn to anticipate 
risk, assess its magnitude, plan measures to prevent it, and not exceed acceptable limits. 
Project planning and implementation occur in conditions of uncertainty caused by 
changes in the internal and external environment. 

Risks arising in the process of project preparation and implementation require 
immediate response and decision-making to reduce them. Since making a decision is a 
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choice of possible options for developing events (scenarios), this scheme is based on 
risk analysis for each scenario. The main idea is to select the plan that will be optimal 
in terms of the "win-risk" ratio, taking into account the actions that need to be taken to 
mitigate the risks associated with this scenario.  

Risk analysis requires, above all, fast and reliable information. In conditions of 
tougher competition caused by the globalization of markets, it will not be large 
enterprises that will win over small ones. Still, dynamic ones over those are slowly 
reacting to a change in the environment. Risk analysis is divided into two mutually 
complementary types: qualitative, the main task of which is to determine the risk 
factors and circumstances leading to risk situations, and quantitative, which allows you 
to calculate the value of individual risks and the risk of the project as a whole 
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The task of risk management of IT projects is to reduce the impact of undesirable 

factors on the project life cycle and obtain results very close to the planned ones. Many 
different analytical models and methods of risk analysis are known. Their disadvantage 
is that its application introduces many assumptions and limitations for simplicity of 
description of the process and possible solution. These methods allow to generalize the 
process, idealizing and simplifying its elements. An alternative to risk assessment in IT 
projects may be the use of simulation, which allows you to bring the model as close as 
possible to the real situation. 

The task of risk management of IT projects is one of the most difficult in project 
management, due to the specifics of such projects. The fact is that IT projects are 
characterized by a significant degree of uncertainty about the future outcome. It should 
take into account the stage of the life cycle of the developed product, as for each of 
them the risk management parameters will be different. This, in turn, requires the use of 
different methodological apparatus for their analysis and evaluation. 

Project risks affect all interrelated constraints of the project, such as content, 
quality, schedule, budget, resources, and so on. To achieve the planned results and 
obtain at the end of the project a product of sufficient quality, it is necessary to 
effectively manage changes in the project and respond in a timely manner to any 
deviations that occur (Fig. 1). 

Known risks are those risks that have been identified and analyzed. Appropriate 
actions can be planned for such risks. It is not possible to plan appropriate actions for 
unknown risks. To take them into account, a reasonable solution would be to allocate a 
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general contingency reserve that includes these unknown risks, as well as all known 
risks for which the development of specific response measures is for some reason 
impossible or unprofitable. 

 

 
Fig. 1. Risk Management ANSI PMI PMBOK 6th Edition [1,2] 
 
For planned risk avoidance, prevention, acceptance or compensation measures to 

be effective, their quantitative characteristics need to be assessed after risk 
identification and qualitative analysis. Approaches such as the method of sensitivity 
analysis of efficiency criteria, analysis of expected monetary value, analysis of decision 
tree, simulation modeling can be used for quantitative risk assessment [3]. 

Today, simulation is a priority in risk assessment in IT projects. It should also be 
borne in mind that the use of a simulation model does not exclude the need to use 
analytical models. They can be part of a directed experiment with a simulation model. 
Analytical modeling is carried out at the initial stage of research. Its results serve as a 
guide in the subsequent construction of the simulation model and can be used in its 
validation. 
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The simulation experiment is in many ways similar to the real thing. However, it 
has a number of advantages. A significant advantage is its cost, as it is much cheaper 
than the real thing. In addition, the simulation experiment allows you to calculate the 
behavior of systems that no longer exist or which do not yet exist. The efficiency and 
simplicity of this approach allows us to consider many situations with a very large 
number of combinations of initial conditions and possible effects on the process. The 
constant process of accumulation of simulation results leads to the formation, on the 
one hand, a fairly large, and on the other - a finite set of typical situations with a finite 
number of standard behaviors. 

Quantitative risk assessment based on a simulation model. The task of 
determining the duration of the project can be divided into two: the task of project 
planning (determining the scope of the project, planning work and resources, etc.) and 
the task of quantifying the additional reserve of time, money, resources needed to 
prevent the consequences of risk situations. Next, consider the following problem, let 
the project be characterized by the presence of n important risks, each of which has a 
function that characterizes the probability of completion of the project by a certain date, 
using a certain amount, when performing a certain amount of work. You need to define 
a probability function that reflects the total effect of risks on the project completion 
date, its cost, and the amount of work done. 
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Currently, the field of catering services is flourishing in Ukraine. In 2018 alone, 
the number of catering establishments in Ukraine increased by 2.7 thousand units as 
seen on Figure 1. [1] 

 

 
Figure 1  Number of public catering establishments 2013-2018 years 

 
The restaurant market is one of the most dynamic markets in Ukraine. It is 

extremely sensitive to the economic situation, exchange rate fluctuations, and social 
factors. For the last four years (2016-2020), it has been actively trying to recover from 
the political and economic crisis of 2014-2015. In total, about 5,600 catering 
establishments have disappeared during this period. According to Rest Consulting, 
about 1,500 of them closed without surviving the crisis, and a little more than 4,000 
remained [2]. 

In 2020, the world experienced a shock from which it has not yet recovered. The 
COVID-2019 pandemic has dealt a significant blow to all areas of industry and service 
delivery, and especially to small and medium-sized businesses. We were able to watch 
cafes and restaurants close one after the other, as quarantined business owners simply 
could not afford to pay for food staff. 
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This problem could be partially solved by creating a comprehensive hardware 
and software system for a smart kitchen, which would automate most of the cooking 
process. Such a system still has no analogues on the market and is most often 
represented by separate devices that do not communicate with each other and still 
require close human supervision. 

The introduction of such a system in catering establishments will allow business 
owners to reduce labor costs and optimize internal processes of processing and 
cooking. 

The smart kitchen system is an automated control system for kitchen utensils via 
a web interface. 

Thanks to the use of this product, the user can download a map of his kitchen in 
the web application and place the necessary equipment. Each of the items will have 
"On", "Off" buttons and a "Mode selection" panel. 

All kitchen equipment will be upgraded and will include IoT modules to connect 
to the network and receive remote commands. 

The product allows you to control an automated smart kitchen system (slicing, 
grinding, microwave, stove, kettle, dishwasher, etc.) via a web interface. The status of 
the system is displayed on the web interface and when you press the appropriate 
buttons, commands are sent to a specific device as seen on Figure 2. 

Technology stack: embedded systems, microcontrollers, IoT, web programming, 
web design. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2   Smart kitchen system architecture schematics 
 

The system can solve a number of problems: 
1)  Excessive spending and wasteful use of products which is irrational from an 

ecological and economic point of view. 
2) The incomprehensible interface of kitchen utensils which can lead to 

accidentally spoiling a dish or burning the appliance. 
3) Mandatory presence in the kitchen which is uncomfortable does not allow you 

to do something else. 
4) Introduction of IT in the food industry. 
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The specifics of project data management is the presence of three teams ranging 

in size from 2 to 8 people and therefore there is a strong need for careful 
communication planning between the three teams, as the products developed by these 
teams will be integrated with each other. The project manager must understand modern 
flexible project management methodologies, communications, and personnel 
management, as well as have a strong technical background. Also, there is a need to 
keep in touch with hardware suppliers which means neat procurement management. 

Scrum is the Agile methodology which is prefered to manage the Smart kitchen 
system project. This methodology is best suited for this project, because we have three 
small teams (web development team, IoT development team, embedded systems 
development team), clear product requirements, the ability to increase functionality 
during development at the request of the customer, or when business requirements are 
changing.  

The development process is divided into sprints (2 weeks). 
Retrospectives, plannings and daily meetings with the project manager and the 

team are also involved, where they will discuss what was done the day before, what 
each team is going to do today and what were the difficulties in completing the tasks. 

This synchronizes the work of the each team and adjascent teams, so everyone 
can be aware of project progress. 

 
Conclusions: catering business is currently promising in Ukraine. However, it 

may be prone to destabilization in a pandemic or economic crisis times. The smart 
kitchen system is an innovative project, the product of which can partially solve the 
problems for the catering business. Such a project can be managed using flexible 
management methodologies such as scrum with an emphasis on communications 
management and product integration of different teams. 
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A century ago, humanity made a significant breakthrough in its development  a 

synthetic revolution took place. One of its main achievements was the invention of 
plastic. It was a durable and reliable material that became an alternative to expensive 
natural materials and therefore quickly gained popularity. In our time, the main 
advantage of plastic  reliability  became its main disadvantage [1]. Plastic products 
are usually used once and then thrown into trash. 9% of used plastic is recycled, 12% is 
incinerated, 79% ends up in landfills and the environment, polluting it and killing its 
inhabitants. According to researches, every year about 300 species of animals suffer 
from plastic, a significant number of which die. According to a report by the Ellen 
MacArthur Foundation, by 2025 the amount of unprocessed plastic will be 100-250 
million tons per year, and by the middle of the century it will have reached reach 33 
billion tons per year. Thus, there will be more plastic in the world's oceans than marine 
life.  

The situation in Ukraine is also not comforting [2]. The number of official 
landfills alone is 6,000, and they occupy an area larger than allocated for natural 
reserves, 10% vs. 8%, respectively. There are about 35,000 unofficial ones. In total, 
landfills cover an area of 12,000 km2, and there are around 6 million tons of plastic 
there. At the same time, only 4% of all waste is recycled. In Europe, this number is an 
order of magnitude higher: 70% on average, in Sweden - 96%. The Swedes even buy 
garbage from neighboring countries, so that their recycling plants are not idle [3]. 

The problem of plastic waste worries many people. To attract public attention, 
many well-known companies collaborate with designers to create interesting and useful 
things from recycled plastic, which are also easy to recycle. For example, IKEA stores 
will soon have a collection of home textiles from shopper bags, pillowcases and 
tablecloths made from recycled plastic caught in the Mediterranean [4]. A Columbian 
company called Diseclar has gone even further, starting to make garden furniture from 
recycled plastic, which has an excellent aesthetic appearance, very similar to real wood 
products, but also strong and insensitive to weather conditions [5]. 

The global problem of accumulating used plastic in the environment and 
successful ideas for the use of recycled plastic have inspired the creation of a project to 
build and launch a factory for the production of outdoor furniture from recycled 
materials. Given, in particular, the current situation with inorganic waste in Ukraine, 
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this project is particularly relevant. The organization of enterprise construction and 
production start-up is quite a difficult task, as it requires careful planning of all 
processes and allocation of resources, identification of requirements of all stakeholders 
and coordination of many solutions with them, effective management of time, 
resources, budget and other important components. All this would be extremely 
difficult without the use of digital tools, so Airtable - one of the most highly valued 
services for creating workflows - comes to the rescue. 

Compared to Microsoft Project, which is a more known alternative, Airtable is 
more user-friendly and has many advantages [6]. First of all, it can be used on iOS and 
Android platforms, which is important for the current fast pace of life. In addition, it 
has tools for collaboration, such as chat, commenting, communications calendar, email 
integration, task management, task planning, task scheduling, task tracking, workflow 
management. It can also integrate with various tools such as GitHub, Gmail, Google 
Calendar, Google Drive, Slack. Other useful benefits include automatic backup, 
automatic notifications, budgeting, bug tracking, built-in database, data filtering, data 
synchronization, social media integration, to-do list. 
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Practice shows that recently the sharing economy is gaining popularity. 
Traditional consumption of goods and services is not the optimal use of resources. A 
person does not need to buy or maintain something to use it. In our example, we will 
consider car sharing. Economic and social research has shown that the idea of 
carsharing can meet the requirements for comfort and customer service price of a 
carsharing product (mobile application). 

The current results of the project management study do not take into account or 
do not fully take into account the above problem. The purpose of the work is to study 
the processes of effective project management to create a mobile application for 
carsharing, which will be able to solve all the tasks posed by developers and meet user 
expectations. Therefore, the study of such processes seems relevant, and the problem 
requires a solution. 

The sharing economy is a socio-economic system based on the sharing of human 
and physical resources [1]. 

Carsharing is an alternative model of car ownership and use. The idea of car 
sharing is not new in the world [2]. Thus, in Europe, the list of the first car-sharing 
companies includes the Swiss club "Mobility", which was founded in 1987. At the 
beginning of 2015, the members of the Mobility car-sharing club are about 120,000 
Swiss citizens, who have the opportunity to use 2,700 cars of various categories. In the 
classic version, car sharing is the possession of a car with another person or people, i.e. 
the ownership of a share of the car with the right to use. The car-sharing model is 
designed to quickly and conveniently meet the traditional human need to move from 
one place to another [3], and also saves your own money by reducing the cost of sole 
proprietorship. 

The project involves the creation of a mobile application for car sharing. 
Carsharing is a type of car use when one of the parties is not the owner. This is an 
option to rent a car from specialized companies (usually for long-distance and / or short 
trips) or private individuals (for any period and distance of the trip - by arrangement). 
This car rental model is convenient for periodic use of the vehicle or when you need a 



Information Technology and Interactions (IT&I-2020)                         203 

car other than the brand, body type and load capacity from the usual one. Carsharing is 
one of the global directions of Sharing Economy development, when the population 
refuses to acquire goods in order to avoid responsibility and costs, but continues to 
have access to all the achievements of scientific progress, using their joint 
consumption. 

The use of flexible SCRUM methodology is provided for the process of 
organizing the application development process. Scrum is the backbone of a process 
that includes a set of methods and predefined roles. The main actors are ScrumMaster, 
who oversees, leads and works as a project manager, product owner, a person 
representing the interests of end users and other stakeholders in the product, and a team 
that includes developers [4]. 

Scrum is a framework in which people can solve complex adaptation problems 
while producing products with the highest possible value productively and creatively. 

Scrum itself is a simple basis for effective team collaboration on complex 
products. 

Thus, the sharing economy in terms of the use of personal transport gives citizens 
an advantage in terms of price and convenience of service. The customer of the product 
can receive all the benefits of having personal transport, without spending time and 
resources on service of the tran
simple mobile application, the project solves user problems. In a convenient way, the 
user can receive car sharing services without spending on the purchase of the car itself. 

The mobile application development project involves a long development period 
and the presence of a development team. For a planned iterative development process, 
the flexible SCRUM methodology has been identified as one of the leading ones at the 
moment. Using this methodology in the process of developing a mobile application, the 
project guarantees the timely execution of work on application development, testing of 
the application and its release schedule for subsequent updates. 

In the future, it is possible to consider additional ideas for the development team 
depending on the scale and profits of the project. If the application is successful and it 
is decided to expand it, new development teams may appear, which will work in 
parallel. In this case, to continue to monitor the progress of development work, product 
owners can implement the use of the SAFE methodology, which provides for quarterly 
planning and goal setting for development teams. 

Thus, car sharing as an idea can help users of the product in their daily lives. Due 
to comfortable trips, customers of the application can get more comfort in daily trips 
than users of public transport or taxis for less money. 

 

References 
1. Wang, C., & Zhang, P. (2012). The evolution of social commerce: The people, 

management, technology, and information dimensions. Communications of the Association for 
Information Systems, 31(1), 105 127. 

2. The CarSharing Handbook (Part 1)"(2016). Rain Magazine.  
3. 

   
4. Web-resource, access: https://www.scrum.org     



204                         Information Technology and Interactions (IT&I-2020) 

1 Oleg Loik 
Masters of the Mechanics and Energy Faculty 
2 Mykhailo Triska 
Masters of the Mechanics and Energy Faculty 
3 Pavlo Lub 
Ph.D., Associate Professor of Department of the Information Systems and 
Technologies 
4 Andriy Sharybura 
Ph.D., Associate Professor of Department of the Machines Operation and Technical 
Service of prof. O.D. Semkovych 
1-4 Lviv National Agrarian University 
 

 
 

Abstract. The prospects of the IT usage for management decisions supporting in 
agricultural enterprises projects are analyzed. Methods of virtual projects statistical 
simulation are used. It is shown that the use of IT in the projects management of 
enterprises technical re-equipment allows to support management decisions and ensure 
the effectiveness of these projects. 

Keywords: IT, projects, production development, information-analytical system, 
modelling. 

 
The use of IT to manage production projects requires the development and use of 

specialized simulation models. In particular, it allows to accompany management 
decisions during the projects implementation for the development of agriculture 
technological systems. Due to this, at the initial stages of project implementation, goals 
are defined, components of the external and internal environment are analyzed, and the 
peculiarities of their interaction and cumulative impact on project performance 
indicators are revealed. 

The goals of such project management information systems (PMIS) also include 
tasks for the projects development of agricultural enterprises material and technical re-
equipment and the formation of production resources. This makes it possible to carry 
out the tasks of agricultural production projects while ensuring the efficient use of 
limited resources. In fact, such projects are aimed at taking into account material and 
information links at the level of the subject area  the fields crops area, a set of 
specialized machines attached to them, performers, and so on. Coordination of the 
given parameters by technological systems among themselves allows to provide an 
extremum of efficiency indicators of both separate projects of technological systems 
and their efficiency [1,2]. 

The use of PMIS to match the start-up time of crop harvesting projects (for 
example sugar beets) and the production area of the crop with the parameters of 
technical equipment of these projects plays an important role in ensuring the minimum 
specific total cost. The definition of these cost estimates is carried out on the basis of 
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functional indicators of production and technological processes, which we obtained on 
the basis of computer experiments with the developed statistical simulation model (MS 
Visual Studio C #) [1]. 

This model is based on the system-event reflection of daily projects work stages, 
which allowed to take into account: 1) stochastic influence of natural 
(agrometeorological and biological-subject) component on calendar dates of crop 
harvesting and naturally allowed time for technical equipment beet harvester);  
2) daily weight gain of root crops, as well as the impact of this indicator on the daily 
rate of harvest; 3) the impact of the production area of the crop and the combine 
productivity on the duration of these technological process, and hence on the functional 
indicators of their efficiency. 

Execution of the main stages of works modelling in projects and calculations for 
technical equipment (beet harvesters and tractor trailers-loaders of root crops) of 
different capacity allowed to optimize the production area of Sopt culture (Fig.). 

 
Figure  Dependence of costs 

of sugar beet harvesting 
projects on the crop production 

area with different technical 
equipment:  

1  Franz Kleine SF-10-2 (275 
kW), HTZ-242K.20 + Franz Kleine 
LS 16; 2  SKS-624 "Palesse 
BS624-1" (290 kW), HTZ-243K.20 
+ Hawe Ruw 2500T; 3  Holmer 
Terra-Dos T2 (308 kW), HTZ-
243K.20 + Hawe Ruw 2500T; 4  
Ropa Euro-Tiger  

V8-3 (444 kW), Claas Axion 930 + TPZ-49 Atlant + PZS-40 
 
The development of PMIS based on statistical simulation models allows us to 

perform research on these projects, assess the content and timeliness of work and 
justify management decisions under probabilistic conditions of the project environment. 
The choice of one or another coordination of component projects (time of their start up, 
production area of culture with the parameters of technical equipment) must be 
considered in the context of a particular technological system of a some production 
environment.  
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Modern conditions for the development of project management technologies are 
characterized by a significant impact of the mass of restrictions associated with the 
COVID-19 pandemic. This situation contributes to the search for new technologies, 
automation of solutions and the introduction of new methods of intelligent processing 
of project information. Among such methods, machine learning methods occupy a 
special place. Among them are methods of linear regression, methods using nonlinear 
models, methods of teaching representation, methods using specialized models [1]. At 
the same time, the latter are based on consumer choice theory, using polynomial 
models with logistic distribution, survival analysis models, and auction theory models. 

The use of machine learning auction theory models can be used to solve the 
problems of automated supply of resources for the execution of projects on a 
competitive basis. 

At the same time, the algorithmic approach determines the development of 
marketing services that can be offered by resource exchanges. An exchange or broker 
of any other type adds an extra layer of complexity between the provider and the client. 
This is determined by the fact that in addition to achieving the main marketing goals, 
both the supplier and the customer must optimize their selling and buying strategies 
accordingly [2]. 

The main purpose of a resource exchange is to maintain competition between 
buyers for a limited resource, such as advertising space. The standard way to solve this 
problem is to organize an auction, where each buyer places a bid, and the resource put 
up for auction goes to the participant with the highest bid. However, the auction rules 
can be configured in different ways [3]. 

In addition, it is important to understand that potential buyers take part in the 
auction, because for each of them the auction resource has a certain value. They try to 
make a profit, trying to get what they want at the lowest possible price. Consequently, it 
is critically important for bidders to correctly estimate the cost of a resource, and, as a 
result, we can classify all auctions by some types of cost, which will be reported in a 
report at the conference [4]. 

The optimization problem for open auctions may seem dynamic, but in reality it 
is static and similar to the problem of closed auctions. 

The report will consider examples of different types of auctions, in particular, the 
Dutch auction and the English auction. As a result of such auctions, the participant can 
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learn from the observed rates. 
Also, the Vickrey auction will be discussed in more detail in order to obtain tools 

for building optimization models that include auctions. The model of such an auction is 
more convenient for analysis and is widely used in practical applications. There are also 
other types of auctions that use more advanced analysis methods. 

As a result of the research carried out, the author was able to formulate some 
conclusions proposed for discussion. 

1. Many market problems, especially for the supply of resources on a 
competitive basis, can be expressed in the form of an optimization problem, in which 
the subject of optimization is the business result, and the variables of the business 
action. 

2. The relationship between activities and business results can often be 
obtained from historical data. This can be accomplished using supervised learning 
methods. 

3. The main goal of supervised learning is to assess the conditional 
distribution of the response based on changing input data. In many practical 
applications, this task can be reduced to finding the most likely outcomes. The two 
main types of supervised learning problems are classification and regression. 

4. Training the model can be considered as an optimization problem, where it 
is required to select the model parameters that maximize the probability of the observed 
data following the model distribution. 

5. Many supervised learning problems can be solved using linear models that 
determine either the relationship between input and output as a linear function. The 
simplest examples of linear models are linear and logistic regression. 
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Countries that have managed to establish a continuous process of generating new 
knowledge and innovative ideas and transforming them into innovative products are 
now the most efficient and have a leading role in the global economy. The experience 
of the USA, which brings 85% of innovative products to the market, Japan - 75%, 
Germany - 55%, Israel - more than 50% is indicative. Unfortunately, the share and 
innovations in the total volume of manufactured products in Ukraine do not exceed 2%. 

Small companies such as startups create favourable conditions for innovation. 
Start-up is an innovative project for developing new products or services, formed to 
find a repeatable and scalable business model in conditions of extreme uncertainty. 
Based on an analysis of the number of startups in 137 countries, Startup Ranking has 
developed a ranking in which Ukraine took 42nd in 2018 (215 startups). First place 
went to the USA - 45 004 startups, second place in India - 5203 startups and third place 
in the UK with 4702 startups. [1]. 

In recent years, due to the development of cloud computing infrastructure, the 
SaaS (Software as a Service) software distribution model has become popular among 
IT startups, as it is more accessible both for creation and use by the end-user. 

In 2018, the global SaaS market was estimated at $134.4 billion and projected to 
grow to $220.21 billion, with an annual growth rate of 13.1% by 2022. [2]. But startups 
working in B2B (Business-to-Business) have problems with long sales cycles because 
they include a wide range of contact persons, and the client's decision is collective, 
depends on many factors and is characterized by numerous interactions between 
companies. 

Most SaaS startup founders put much effort into attracting new customers and 
MRR (recurring monthly income), but often forget about some of the most important 
parameters as Retention and Churn rates. 

In essence, churn is the number of users who stop any interaction with the 
company. Depending on the area, this may mean that customers have deleted their 
account, cancelled their subscription, did not renew the contract, did not re-purchase or 
decided to leave for a competitor. 
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Churn rate is a metric that calculates the number of customers who leave a 
product over a given period of time, divided by total remaining customers. If the startup 
had 100 customers at the beginning of the month and 5 of them cancelled their 
subscription during the month, this means 5% customer churn (5/100). Here is an 
advanced formula for calculating customer churn: 

                                       (1) 
where "a" is the customer churn rate, "C" = number of customers, "t" = term (in 

months), " CCancels " = number of cancelled subscriptions for a period. 
Churn is a direct reflection of the value of the product and the functions that the 

startup offers its customers. SaaS business should continuously optimize its 
development to reduce the churn rate.  

At first, most startups experience difficulties with outflows. The churn rate can 
be 15% or more, although, for SaaS services, less than 3% is considered acceptable. It 
is essential to analyze customer churn in a startup because this will not only help to 
retain existing customers but also to adapt the product to the market needs. If 
everything is done correctly, then the outflow rate should decrease and stabilize. 

The SaaS model allows software suppliers to collect data on the use of customers 
that are not available to traditional software suppliers. Although the SaaS and cloud 
computing market is overgrowing, as far as we know, from a scientific and practical 
point of view, the subject of churn in B2B SaaS startups has not been sufficiently 
researched. 

The goal of the abstract is to analyze existing and future methods for predicting 
customer churn using machine learning, which can be applied to B2B SaaS startup 
companies. 

Customer Churn Prediction is one of the classic problems in Data mining. While 
companies operating in the B2C (Business-to-Consumer) sector, for example, in the 
telecommunications or banking sector, regularly analyze customer behaviour and have 
been using customer churn forecasting for many years, B2B pays much less attention to 
the scientific literature. 

There are many similarities between the telecommunications industry and the 
SaaS industry. As can be seen from Table 1, both areas can control the use of products 
by the number of times they are used and the duration of their service. Telecom 
providers record the details of each call, while SaaS providers record the details of each 
session. The session starts when the user logs in (logging in), and the session ends 
when the customer logs out, or the session ends due to inactivity. Thus, while most 
subscribers are active during the call, except the retention time, software users may not 
be active during the entire session. 
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Table 1 
Comparison of telecommunications industry data with SaaS industry data 

Telecom SaaS 
Number of calls Number of logins (sessions) 
Length of call Length of session 
Call targets Modules used 

Most studies on customer churn in telecommunications have studied the business 
to consumer relationship (B2C), while the SaaS supplier in our research only interacts 
with business (B2B). Thus, although customer attributes may be similar, further studies 
should use B2B SaaS data aggregated for all customer employees.  

The scientific paper [3] discuss models and methods of proactive product 
management for complex IT projects. However, the interaction of clients with IT 
products is not tracked, and the direction of product development to increase client 
loyalty is not indicated.  

Euler [4] has developed a solution tree to identify the types of 
telecommunications customers that are most likely to be addressed. Euler used the pre-
processing capabilities of the KDD MiningMart system to obtain assumed 
characteristics that were not present in the original data. Coussement and Van den Pol 
used vector support machines to increase productivity in forecasting churn for the 
newspaper subscription service. The results of this work show that the interaction 
between customers and the provider is vital for analyzing churn. Coussement and Van 
den Pol continued to study the interaction between customer and provider, adding to 
their model the emotions of customers via email [5]. Hadd et al. [4] determined the 
prognostic characteristics of customer churn and found that decision trees outperformed 
neural networks and regression in terms of overall accuracy. 

Numerous studies have investigated various machine learning algorithms and 
their potential for modelling outflows. Since predicting whether a customer will be lost 
is not a binary classification problem, several models such as Logistic regression have 
been tested [6], Decision trees [7] Random forest, supporting vector machines and 
neural networks [8]. Although our review points to numerous studies on SaaS, most 
work tends to focus on a few programmes. In particular, preliminary work on 
subscriber subscriptions tends to be based on subscriber data in mobile phone areas [9], 
credit cards [10] and the provision of Internet services [11]. 

After an analysis of information sources [1-11], we concluded that there are 
indeed no integrated models and methods for managing the development of commercial 
B2B SaaS products, which would allow us to react to various interactions of different 
classes of customers at the lowest cost. And also to determine, based on the analysis of 
such data, areas for further improvement and development of such products to increase 
economic efficiency. 
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This method significantly expands the opportunities for effective management of 
startup project development. In turn, the ability to proactively manage the development 
of innovative IT products based on the methods of predictive analytics to predict 
customer churn with the help of machine learning allows for taking into account the 
dynamic interaction on the processes of product development and subsequent 
management of the startup project. 

 
References: 
1. Wang, Xin, Tapani Ahonen, and Jari Nurmi. "Applying CDMA technique to network-

on-chip." IEEE transactions on very large scale integration (VLSI) systems 15.10 (2007): 1091-1100. 
2.  
3. 

https://www.prnewswire.com/. 
4. 

forecasting methods the state of complex it-projects with using deep learning neu- 
Springer Series Aadvances in intelligent systems and computing., vol. 1020, pp. 261-280, 2020. 

5. Proceedings of 
the Workshop on Data Mining and Business (DMBiz) at the PKDD, 2005. 

6. 

Expert Systems with Applications, p. 6127  6134, 2009. 
7. 

Journal of Marketing Research American Marketing Association, no. 
43, p. 204 211, 2006. 

8. g customer churn using segmentation and data 
271, 2014. 

9. 
Annals of Operations Research, vol. 168, no. 1, pp. 247-265, 2009. 

10. 

15273-15285, 2011. 
11. G. Madden, S. Savage and G. Coble- Subscriber Churn in the Australian ISP 

 

 
  



212                         Information Technology and Interactions (IT&I-2020) 

1 Anhelina Naumenko 
Magister 
2 Anna Kolomiiets 
PhD in Economics, Assistant Professor 
1,2 Taras Shevchenko National University of Kyiv 
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Banking institutions should permanently develop new products and services in 

the era of total digitalization. One of the ways to stay competitive for banks is to meet 
customer needs quickly and on time. According to Kerzner, the use of the best project 
management practices leads to added business value, greater benefit realization, and 
better benefit management activities [1].  

The business function of the banking institution features some differences 
compared to the business function of commercial companies. Project management in 
the banking sector should consider specific activities of banking institutions [2]. The 
general regulator for banking institutions in Ukraine is the National Bank of Ukraine, 
which also sets certain milestones for the development and areas of activities for banks. 

At first glance, it seems that the essential project of banks is to develop new 
products and services for customers. But the National bank of Ukraine approves 
regulations to maintain the stability of the banking sector. These regulations require 
banks to implement projects to improve effectiveness and decrease risks (Table 1). 

 
Table 1 

Characteristics of essential projects of banks 
 Product Service Software 

Who requires the 
development? 

Market, 
competitors 

Market, 
competitors 

National bank of 
Ukraine 

Project results 
users 

Customers Customers, bank 
employees 

Bank employees 

Projected results of 
implementation 

Increase in the 
number of 
customers  

Increase in 
customer loyalty  

Increase in 
effectiveness and 
reduction of risks 

Examples Deposit and credit 
products 

Mobile 
applications for 
internet banking 

Early warning 
systems 



Information Technology and Interactions (IT&I-2020)                         213 

Usually, the banking institution works on the development and implementation 
of several projects at the same time. Employees from different departments are 
involved in these projects. This is the main reason why banks need to implement matrix 
organizational structures.  Every department should have project managers to 
implement projects effectively. 

The methodology of project management varies depending on the needs and 
results of a project. In case of development or implementation of services or products 
for customers, project managers and teams use Agile methodology for project 
management, which can be explained by the need to make changes during the 
development of projects. Competitors may implement options that are more profitable 
or convenient for customers, or some changes may take place in the market of banking 
services. Those are the main reasons why banks prefer Agile methodology for these 
needs [3]. 

With regard to the development and implementation of software for bank's 
employees, project managers prefer to use the Waterfall methodology. For these 
projects, the National bank of Ukraine clearly defines requirements that match 
regulations for results of projects: necessary functional, the roles in the system, project 
deadlines, etc. Banks can only make insignificant changes to these requirements, which 
are usually made in the initial phases of projects. 

Also, the main feature in the project development for products, services, and 
software in the banking sector is that, in the case of delay or refusal of implementation 
of results of the project for products and services, the consequences for the banking 
institution will be delayed in time. That is, customers will gradually move to another 
bank where more convenient service or more profitable products. Accordingly, the 
bank will feel the financial consequences after a certain period. 

At the same time, ignoring or having problems meeting the deadline 
requirements of the National bank of Ukraine will have immediate implications. 
Depending on the importance of the project this may result in a penalty charge, a 
decrease in a rating of the bank during the next audit by the National bank of Ukraine, 
or license revocation. 

At project management in the banking sector, the manager must bear in mind the 
type of project result: whether it is a product, service or software; and who sets 
requirements: market or national regulator? It may influence not only a choice of a 
project management methodology but a functioning of a bank as a whole. 
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Changes in the market and increased competition lead to the fact that companies 

that are unable to adapt to these changes lose customers and, as a result, cease their 
activities. To prevent this from happening, many company executives think about the 

reasons for customer refusals and loss of competitiveness of their products [1-3]. 
There can be several reasons for the increased competition in the market, and 

first, it is a freer transfer of information between countries and territories, as well as a 
freer exchange of goods and resources. Attempts to restrict access to goods or services 

of foreign companies do not solve the problem, since the penetration of information also 
leads to the conquest of the market. Clients are acquainted with new, more advanced 
products or services of competitors and, as a result, the requirements for local 

manufacturers increase significantly. This situation is observed in all areas, even in 

those where until recently local producers dominated. The key differences between 
competitive products include their quality and complexity [8-10]. 

It is quite difficult to create a product that would meet the customers' 

requirements for quality parameters and new technical capabilities and at the same time 
have an affordable cost price. This is due to the growing differentiation of customer 

groups [6]. Each of the emerging social groups of customers has its own specific 
requirements for the company's products. When developing a product, companies are 

forced to focus on the requirements of customer groups for the quality and technical 
features of the product. Every year, the differentiation of social groups of clients only 

increases. Within the framework of already existing social groups of customers, 
separate subgroups are distinguished, the relation of which to the company's products is 

insignificant, but differ. Attempting to satisfy both subgroups of customers with the 
same type of product results in a drop in sales in both subgroups. 

In addition to the emergence of new social groups of customers, the attitude 
towards the company's products in already existing subgroups is changing. This is due 

both to the directed work of competitors to conquer the market, and to the work of 
independent media. Information about new developments and product capabilities of 
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other companies forces customers to think about changing the supplier company and 

switching to another product. 
To meet the changing requirements for the quality and technical complexity of 

products, companies conduct market research. And if earlier these marketing studies 
were carried out only when developing a new product, now companies are forced to 

conduct them on an ongoing basis. By introducing business processes of constant 
monitoring of the interest of social groups of customers in the products of the company, 

they try to maintain their leading positions in the market. Based on the results of 
marketing research, projects are initiated to amend the line of goods and services of the 
company. Marketing reports are also a document on the basis of which new products 

and services of the company are developed. 

Analysis of current trends shows the orientation in conducting marketing 
research on customer values. Analysis of the values of target social groups allows you 
to formulate requirements for the product. By analyzing the values of social groups, the 

company's marketers assess the degree of influence of products on the needs of social 
groups of customers. 

Implementing a competitive approach in a company has its own complexities. 
Changing requirements from customers demand the creation of unique products. The 
implementation of unique products is possible only if the project approach is used. The 

implementation of new requirements for quality and technological complexity of the 
product is possible only by using innovative technologies. The choice of a design 

approach for creating new products is due to the orientation of the approaches, methods 
and tools of this approach towards creating unique products using unique technologies. 
In this way, it is possible to ensure competitive production by considering the processes 

of creation and production of each batch of products as projects [4,5]. 
In the framework of project management of the consumers of the project 

products, not only the end users of the main project products are considered, but all the 
stakeholders of the project. Various stakeholder groups are involved in the project. 

Each of the stakeholder groups has its own set of values and has different attitudes 
towards the project product. The project team must create a project product that ensures 

that the priority values of all project stakeholders are met [7]. 
It is possible to provide a competitive advantage for a company by creating 

products that meet the values of stakeholders. The purpose of the research is to describe 
the approaches and methods for determining the priority values of stakeholders. 

Research objectives: 
 Principles for prioritizing values, project stakeholders. 
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 Development of a method for assessing the prioritization of the values of 

project stakeholders. 
 Development of approaches to using the method within the project 

management processes. 
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Abstract. The approaches to the integration of artificial neural networks into 
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The field of application of artificial neural networks is expanding every year. To 

date, they can be used in almost all the areas of scientific and applied researches.  
The purpose of this research is to analyze the different approaches to the 

integration of artificial neural networks into business processes chains of project-
oriented organizations. Let outline the general characteristics of such an organization: 

 the project team participants often work together; 
 more organization resources are involved into the working projects; 
 project managers are more independent and have considerable powers; 
 organization items that report directly to the project manager or provide 

different additional services are often present [1]. 
Business process, as a set of interconnected resources and activities that has 

clearly defined get in and out, and as a result create a value, will be understood. There 
are three kinds of business processes: 

1) management processes  business processes that operate the functions of 
systems. Cooperative and strategic management can be the example of management 
process; 

2) the main processes  business processes which comprise the prime businesses 
of the company and create the major revenue streams. For example, supply, production, 
marketing, and sale; 

3) the processes of providing  serving the main business processes. For 
example, bookkeeping, personnel and information management. 

As is well known, artificial neural networks are used for solving the same type 
tasks, so their integration in the business processes is acquitted; such business processes 

most popular types of artificial neural networks. According to the structure, artificial 
neural networks are divided into three main types [2; 3]: feedforward neural network, 
recurrent neural networks (neural networks with feedback), completely linked 
networks. 
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In the feedforward neural network, neurons group into layers: an input layer, 
hidden layers, and an output layer. In such kinds of neural networks each neuron of a 
certain layer has the direct link to the next layer neurons. The links among neurons do 
not form the loops. The feedforward neural networks are mostly used for the 
classification of images, function approximation, prediction, management, etc. 

In the recurrent networks the neuron state can influence its future state. In some 
neural recurrent networks, neurons can link by themselves, while the other recurrent 
networks  

way. The recurrent networks do not always have the accurate defined input and output 
neurons. In most cases, the recurrent neural networks are applied to the pattern 
identification, classification, associative memory, noise-tolerant signal transmission.  

Completely linked neural networks allow the connection among all the neurons, 
except connection to links. Besides, the links have to be symmetric. A well-known 
example of such networks is a self-organized map [3]. Completely linked neural 
networks are mostly used for the formulation of associative memory, classification.  

The neural networks are also classified by the types of studying [3]. The 
following three studying algorithms are: studying with a teacher, reinforcement 
studying, and a studying without a teacher.  

The study with a teacher. For each input vector there is a target vector which 
represents a necessary output. These vectors are named a studying pair. The neural 
network usually studies on the several numbers of studying pairs. An input vector is 
represented; after an output of network is calculated, a result is compared to the proper 
target vector. The difference (a mistake) with a help of backward links brings into the 
network; weights are changed according to the algorithm which minimizes a mistake. 
The vectors of the training set are given gradually, the mistakes are calculated, and the 
weight is selected for each vector, until the mistake around the whole educational area 
reaches an acceptably low level which is defined as one of the training parameters. 

While reinforcement studies, after finishing the training sequence, a network gets 
a reply, which defines whether the result of calculations is either correct or incorrect.  

The study without a teacher does not need a target vector for outputs and does 
not require the comparison with proper answers. The training set consists of only input 
vectors. The training algorithm selects the weight for neural networks, the way the 
coordinated output vectors are got. It means a processing of similar input vectors 
produces the same outputs. As a result, the study defines the statistical properties of the 
training set and groups similar vectors into classes.  

The neural networks can be classified according to the various types of problems 
that the neural network is able to solve [3]. There are regression and classification 
problems. For the regression problems the information at the output of the neural 
network is unbroken. When the classification problem is being preceded at the output 
of the neural network, discrete data is received. Feedforward neural networks are 
commonly used for solving the regression problems, whereas an application of any 
kinds of neural networks is possible while solving the classification problems [4; 5]. 
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In fact, for solving the problems of forecasting implementation the progress of 
business processes which are regression problems, the application of feedforward 
neural networks is optimal. The study of such a feedforward network is easily 
implemented with the use of the study with a teacher algorithm. The application of 
value approach methodology (figure 1) which is described in the article [6] for the more 
accurate analysis of the situation, modeling the progress of business processes, and 
making the optimal decisions is proposed. 

 

Figure 1  An application of the value-oriented methodology for the adjustment of 
feedforward neural network 

The modern project management world proposes a great amount of standards and 
approaches of project management (PMBOK, PRINCE2, P2M, Agile, etc). Since the 
digitalization projects are IT-projects which need a flexible methodology for their 
management, it is preferable to use Scrum [7]. For improving the understanding of the 
general overview of the project process, it would also be appropriate to use Kanban 
except for Scrum [8]. Scrum is widely used all over the world with the purpose to: 
discover and find the actual and profitable markets, technologies and product 
opportunities; develop new products and improve them; release the products and update 
them several times a day; develop and support cloud technologies (online, safely, on 
demand) and other environments for the product usage.  

Therefore, due to the results of the analysis of Scrum framework, it is possible to 
make a conclusion that the framework is the one optimal decision for the 
implementation of digitalization projects. So, the usage of Scrum to manage the 
research project (the project of digitalization business processes based on the neural 
networks) is advisable. 

In the project of digitalization of business processes based on the neural 
networks, Scrum is proposed to be used together with Kanban. Speaking of Kanban, it 
is necessary to remind its six key practices: 
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1. Visualize. Visualizing working processes help to understand the planning 
changes properly and implement them according to a schedule. 

2. Limit the tasks during the working process. This concept foresees that in the 

processes of projects has to be used. 
3. Operate the working stream. Each turn between the states in the stream has to 

be monitored, measured, and reported. Therefore, a constant monitoring is needed. 
Active stream management allows evaluating the positive and negative changing 
effects in the system. 

4. Make the process clear. Until mechanisms or process become clear, it is often 
difficult or impossible to perform a discussion concerning its improvements.  

5. Create feedback mechanisms. The organizations which did not create the 
second level of the feedback mechanisms (operation review) usually do not observe the 
improvement of the process beyond the local team level. 

6. Make improvements in cooperation; make experiments involving models and 
the scientific method.  

Thus, Kanban provides maximum clarity and realization of implementing project 
process, whilst Scrum provides the flexibility of project management. 

To conclude, the basis for the digitalization of business processes is a selected 
feedforward neural network. The training of this network worth realizing based on a 
study with a teacher algorithm using the value approach methodology. The standard of 
management for digitalization business processes of project-oriented organization with 
the usage of neural networks project is proposed to base on the framework Scrumban. 
This project management approach allows providing a flexible, efficient and adaptive 
management of the project-oriented organization and also a constant improvement of 
the business processes by using of neural networks. 
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Robotic Process Automation (or RPA) is a form of bussines process automation 

technology based on metaphorical software robots (bots). According to the prediction 
of Mckinsey & Company, Robotic Process Automation (RPA) will showcase 
an economic impact of $6.7 trillion by 2025 [1].   

In traditional workflow automation tools, a software developer produces a list of 
actions to automate a task and interface to the back-end system using 
internal application programming interfaces (APIs) or dedicated scripting language. In 
contrast, RPA systems develop the action list by watching the user perform that task in 
the application's graphical user interface (GUI), and then perform the automation by 
repeating those tasks directly in the GUI [2]. 

RPA tools have strong technical resemblance to GUI testing tools. These tools 
also automate user interactions with the GUI, and often do so by repeating a steps  
performed by a user. RPA tools differ from testing tool in that they allow data to be 
processing between multiple applications. For example, receiving email containing an 
invoice, extracting the data, and then typing that into a bookkeeping system. 

Here, are some reasons why Robotics Process Automation is advantageous 
 A human can work average 8 hours a day whereas robots can work 24hours 

without any tiredness. 
 The average productivity of human is 60% with few errors as compared to 

Robot's productivity, which is 100% without any errors. 
 Robots handle multiple tasks very well compared to a human being [3]. 

 
The next phase of RPA technology will combine artificial intelligence 

(AI) and machine learning to make it more powerful. AI gets more intelligent over time 
by assessing the data that RPA can provide. Instead of just completing a programmed 
action, RPA, with the help of AI is able to determine what action to take based on the 
data. 

So according to this let us have a look at the peculiarity of PRA projects: 
 RPA is similar to the traditional automation, because they both use software 

integration to automate business processes. However, RPA is more 
sophisticated than traditional automation. Traditional automation use APIs 
while RPA use software bots in order to understand the user behavior at the 
UI level. For example, in case of RPA, bots understand the user steps and 
repeat them. As the result of comparing these approaches it was defined that 
traditional automation has various limitations, such as restriction in 
application. Therefore, it is challenging to use traditional automation in 



222                         Information Technology and Interactions (IT&I-2020) 

legacy systems. On the other hand, because RPA usually works on the UI 
layer, it is allow avoiding these limitations. In RPA, no programming skills 
are required, user should know how to use RPA tools only, but in traditional 
automation, automation tests using programming languages should be written. 
Therefore, it makes RPA faster in implementation, then traditional 
automation. In addition, RPA offers high level of customization if compare to 
the traditional automation. RPA has integration with different applications 
like ERP, email, calendar and other. 

 Typical lifecycle of RPA projects has 4 phases  Analysis, Bot Development, 
Testing and Support. On the phase of analysis team works together to analyze 
the business process for RPA development. After this team starts working on 
developing the automated workflow for requirements. On the phase of testing 
team runs testing cycles in order to understand the quality and find defects. 
On the last phase, team provides continuous support and helps in defect 
resolution.  

As the result of comparing these approaches it was defined that traditional 
automation lifecycle to the RPA, it has more phases  analysis, design, development, 
testing, deployment and support. In general, both lifecycles are similar, but there is a 
difference on the stage of the development. In traditional automation, on this phase 
automation tests are implemented, but in the RPA is bot development. 

It was also defined management of the RPA projects to the other IT projects, 
show no big difference. PM should decide what most suitable methodology for team is 
and implement it in the project. So there no any specific methodology developed for the 
RPA project. 
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Abstract. Addressed the problem of managing the portfolio of projects and 
programs in financial companies. Proposed a new method of portfolio management 
based on a process approach.  
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strategic management.  

the rapidly developing stage, forcing financial companies to change traditional 
management methods. Competitive pressures for consumers and innovative discoveries 
in the information and technology environment force financial companies to act on new 

er quality 
of services, financial companies implement projects to improve the efficiency of 
production processes, create new products and services.  

The world experience of improving quality has shown that it is possible to get 
certain outcomes only within the management process. However, the entry into the 
workforce of new products and services requires implementation of best global 
practices of project and process management, since these activities are limited at the 
time, resources, and coverage area. Taken into account the implementation of certain 
projects /programs requires a focused results-based management portfolio of 
projects/programs, thus there is a need for complex and systemic effectuation of project 
and process management methods to create an appropriate balance between them. It is 
also worthwhile to note that the existing issue lies in the fact that financial companies 
are always operating by process activity, that concentrates the relationship between 
many areas of activity by performing processes in which the outputs (results) of some 
are inputs (resources) for others, transferring the results of some to others creates added 
value, which ultimately affects the quality and cost of services. And the main models of 
project management are mainly focused on project organizations, in which the creation 
of a new unique result or product is the main source of profit.  

Thus, there is a need to find an effective balance of methods and models that are 
combined to achieve maximum symbiosis of the two approaches to management and 
ensure the stable development of financial organizations in the current economy. 

The authors are invited to suggest new methods and models of projects and 
programs portfolio in a financial institution through the use of the principles of process 
management, notably: 

1) Sufficiency  the process should be regulated and clearly defined within the 
limits; 
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2) Appropriateness  the process should be carried out by the documents 
regulation; 

3) Quality  the process should be completed with a result that meets the 
expectations of the process consumers (both internal and external). 

4) Making the decisions based on facts - decisions on the effectiveness of activity 
should be based on systematic analysis of actual indicators and reliable certificates. 

5) the principle of continuous process management by using the Shuhart-Deming 
cycle  PDCA (Plan  Do  Check  Act)  [1]. 

6) According to the author's opinion, the PDCA principle can be used as the main 
method that needs improvement to build the cycle of operation of the project portfolio 
management process for its effective management. However, scrutiny of the latest 
research of the management process portfolio also should be taken into account [2]. 

According to the authors, the most important goal of managing the portfolio of 
projects for financial companies is the implementation of the strategy. Consequently, 
the project portfolio management process must meet the following conditions: 

1) ensure the implementation of the Strategy; 
2) ensure effective interaction of financial company units in the actualization of 

the portfolio of projects and programs; 
3) to provide informing and reporting to stakeholders on the implementation of the 

portfolio of projects and programs. 
The overall model could be used to achieve strategic goals and benefits is set out 

in Figure 1. Model for Achieving Strategic Goals and Initiatives. 
 

 
Figure 1  Model of achieving strategic goals and initiatives 

 
Thus, having examined the latest researches of process and project management 

there are positive conclusions on the implementation of one and the other approaches. 
However, there is a need to research new methods of project portfolio management, 
which will allow performing the process of managing the portfolio of projects in 
financial companies. In my view, such researches, can have successful results and be 
useful for use in the environment of financial companies. 
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Our study aims to examine the prerequisites for the use of IT and their impact on 
the management of conscious consumption. 

At this moment, the fast fashion business model is widespread in fashion 
technologies. It promotes the rapid production of cheap clothing following new fashion 
trends. Thanks to commited eco-activists, consumer preferences are changing, and the 
opposite model, ethical fashion, is gradually spreading. This business model ensures 
sustainable production, operation and disposal of clothing, footwear and accessories. 
Among consumers this model manifests itself in the form of conscious consumption. 
Conscious consumption is a thoughtful approach to shopping, responsibility for ethics 
and environmental friendliness, as well as reducing consumption [1]. On average, today 
the population buys 60% more clothes and accessories than in 2000, and 400% more 
than four decades ago. In the reporting documents for 2017, H&M stated unsold clothes 
worth $4.3 billion [2]. And the luxury brand Burberry in 2018 burned its own products 
for $37.8 million, confronting counterfeiting and reducing the level of exclusivity [3]. 
This consumption behavior is harmful to the environment. For example, in 2018, this 
industry sector emitted 2.1 billion tons of greenhouse gases (Fig. 1) - this is more than 
in the same period produced by all aircraft and ships in the world [4,5]. 

 
Figure 1 - Greenhouse gas emissions for 2018 

Source: grouped by author by [4,5] 
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Nowadays conscious consumption is getting more popular, people are becoming 
more conscious and brands are gradually adapting to them. Buyers happen to be the 
main driver of change. At the end of 2018, the financial company HSBC surveyed more 
than 8500 different brands and it turned out that almost a third of them began to move 
to more ethical and environmentally friendly production [6]. A study of Ukrainian 
brands has shown that there are already brands that help improve the environmental and 
ethical situation in the country. 

Continuing our research, we aim to find an innovative way to teach people to 
choose things wisely. The digitalization of society contributes to this, indeed, IT 
technologies can effectively help spread the idea of conscious consumption. We believe 
that it is necessary to initiate the development of a mobile application that will allow 
you to succeeed in finding the matching clothes. The functionality of the mobile 
application enables selecting clothes and visualizing a combination of different pieces, 
which helps avoid impulsive and unnecessary purchases. The mobile application will 
also be a database on environmental-friendly and ethical companies, who will likely 
invest in the IT project on creating a mobile fashion application. This IT project will 
speed up the process of managing conscious clothing consumption. 

Analysis of the Ukrainian brands shows that more and more companies are 
investing in the future. And companies can consciously use existing budgets, launch IT 
projects and attract human capital for positive transformations in the scope of conscious 
consumption. 
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Abstract. The purpose of the article describing the key metrics in product 

development for startup projects. 
Keywords: startup, key metrics, business value 
 
Why is that important? 
Nowadays, lots of entrepreneurs present different sorts of metrics and indicators 

that illustrate the health and potential of their companies. Also, there are the same 
metrics that are being interpreted in different ways. As a result, it makes it difficult to 
understand whether the business is doing ok.[1] 

 
Key metrics in product management: 
ARPU (Average Revenue Per User) is the main indicator for predicting revenue. 

But it's not that straightforward, there are cases when companies projected revenue 
based on inflated ARPU, resulting in consistently falling behind their target.  

ARPU analysis allows us to assess the correctness of pricing. It allows us to 
decide if we believe the numbers we see. 

 
CLV (Customer lifetime value) - metric that shows us what profit the average 

ent works with the company). One of the most 
famous venture capital investors, David Skok, said that many start-up companies fail 
just because they don't know about CLV. Or they know, but are too lazy to calculate. 
Thus, for these startups, the cost of acquiring a new customer outweighs the lifetime 
cost.[2] 

 
CAC (Customer acquisition cost) - metric that shows how much it will cost to 

attract a new customer. This is essential, because if you know the value of a customer, 
then you know how much you can spend on attracting him. Well, if you spend on 
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acquisition less than one third of CLV (customer value), this is a generally 
accepted ratio. 

Knowing the value of customers makes you understand how effective an 
advertising channel or a contextual campaign is and whether there are actions required 
to optimize it. 

 
MRR (Monthly recurring revenue) - another indicator that speaks for itself, but 

the particular importance in this metric is that it is not an actual revenue, it just shows 
how fast a company is growing. Generally, it shows how much money we would 
receive from our entire customer base if they all paid every month and did not use 
discounts and promotions. It shows the real traction of a startup.[3] 

But we should be aware of cases when attracted by the discount, customers made 
payments for a long period in advance leading to an increased revenue followed by 
promotion that was beneficial for clients. In this scenario companies simply drag 

a very 
noticeable drop in monthly payments in future. 

 
Cohort analysis 
With this analysis, you can quickly notice changes. If the user database is large 

enough, its behavior changes slowly. If the flow of new interactions has halved in some 
months, you may not notice it right away due to the use of customers and their 
payments. Measuring the number of the conversion to paying customers gives an 
understanding of how successful the actions were in the field of contextual advertising, 
marketing, and also shows trends in customer behavior. Companies cannot influence 
such global events as rate races, but based on such information, they can adjust their 
plans and manage activities. 

 

efficiency management is the focus of many companies today and how these five 
metrics are used by specialists around the world. The above metrics are of immense 
value to a business and should by no means be overlooked. Avoiding these critical 
metrics can lead to a premature failure. It is essential to understand that revenue is just 
one of many indicators.[2] If a company wants to have a complete vision of the health 
of the business it needs to master different approaches to examine it. 
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Abstract. In modern world, alongside with development of new information and 
calculation technologies, it is very important to ensure their effective work in 
combination, same as to provide high level of data security and protection on different 
scales. This paper provides the basic concept of IT audit and short description of 
modern methods used worldwide.   
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Rapid development of the information society and the application of digital 

technologies in various spheres of human life and activities constantly pose new 
challenges and increase the requirements for the quality and efficiency of the methods 
and technologies used. For example, in recent decades the amount of information 
processed every hour in a variety of companies has increased dozens of times, requiring 
the development of new methods of big data computing [1] that use classic methods 
and at the same time the latest approaches to artificial intelligence, such as neural 
networks and evolutionary technologies, alongside with pictures identification and 
computing [2].  

An information technology audit, or information systems audit, is an examination 
and evaluation of the management controls within an Information technology (IT) 
infrastructure [3]. The IT audit is rather different form other audits, like financial and 
logistic, since they evaluate the effectiveness and correctness of existing systems, but 
IT audit also calculates most of possible risks in future, considering the external 
circumstances, and overall system security at the same time. 

The first country that mentioned the information security as part of government 
law was Great Britain. In 1984, the first Data Protection Act (DPA) was created which 
defined and formalized the first provisions and the importance of ensuring the 
information security of citizens and their personal data. In addition to setting a 
precedent, the UK first passed a law on the "improper" use of information and 
technology, even unintentionally, in 1990. It considers three types of criminal offenses 
like using data without authorization. 

Shortly after, other European countries passed the laws about information 
security and illegal data usage, most of them are unified and global security programs 
are functioning these fays. 

However, modern IT-
investigates the problems and risks that the company may meet in future. Therefore, 
different approaches and methods of IT-audit were created, the most popular are: 



230                         Information Technology and Interactions (IT&I-2020) 

 COBIT 5 is a set of standards and guidelines developed by the Association 
for the Audit and Control of Information Systems (ISACA) in collaboration with the 
Institute for IT Management (ITGI), which can be used by IT auditors due to its 
comprehensiveness and completeness; 

 ITIL is the best description of international practices in the public and 
private sectors. It contains information about IT services to the company, documenting 
the processes, functions and roles of IT Service Management (ITSM); 

 Prince 2 is a project management methodology that covers quality 
management, control and project organization consistently and in line with objectives. 
Prince 2 is used for IT projects, as well as for many other types of projects; 

 ASL is a description of best practices used to standardize processes in 
Application Management, the basis for creating and maintaining information systems 
and applications; 

 ISO / IEC 27001 and 27002. The international security standard ISO 
27001 contains requirements for information security management and the information 
security management system (ISMS). ISO 27002 contains recommendations for 
information security management based on best practices. 

At the same time, despite the importance and rapid growth of IT industry in 
Ukraine, the problem of IT audit is still at the initial level that may cause significant 
issues in future. The most obvious problem is the vulnerability of government 
infrastructure to external attacks, same as insecurity of national companies, that was 
seen in 2014 and 2016 years. On the other hand, all companies from Europe, same as 

indicate the level of company security, such as ISO 27001 certificates. The main 
problem right now is the disregard of IT security problem by the governance. Even 
considering some steps, that were made after large attacks, these actions are rather local 
and do not solve the problem as a whole.  
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The intensive development of information and communication technologies in 

recent years, together with modern socio-economic trends in the world economy, has 
led to the formation of new requirements for planning and project management in 
various areas of human activity. 

One of the prerequisites for the effective implementation of projects in recent 
times has been the use of project management tools and tools based on the use of new 
information and communication technologies. 

In 2020, the activities of almost any modern project, regardless of the duration, 
scope, budget, intended goals and objectives of the project, cannot be presented without 
the use of modern software. 

Regardless of industry affiliation, a significant part of organizations structure all 
their activities in the form of projects (engineering, construction, IT, consulting, ship 
and aircraft enterprises), since each result of their activities is unique. But for 
organizations that have established service delivery processes, it may be necessary to 
allocate individual work in the form of projects. 

The leading classic project management standard PMBOK of the American 
Institute of Project Management PMI in its latest edition pays a lot of attention to the 
digitisation of project management [1]. 

The development of special software for project planning and management is 
primarily due to the need for maximum integration of the IT sphere and the most 
effective methods, tools and tools of project management theory. 

Today, according to Gartner Group, the Microsoft Project system is recognized 
as the leader in the market for project management systems. The company owns 75% 
of the project management systems market. The platform MsProject implemented 
corporate systems in such large organizations as Deutsche Bank, Merrill-Lynch, Delphi 
Automotive, etc. This is possible thanks to the combination of not only lower 
(compared to competitors) price and high quality in Microsoft solutions. In addition, 
the product is included in the MS Office package familiar to almost everyone, making 
it easier for staff to work in a familiar environment. All this significantly reduces the 
time for preparing the state, as well as the timing of the implementation of the system. 

Microsoft Project has indeed become actually a standard on the market, as a 
means of individual work of project managers, and is expanding in the segment of 
heavy solutions. For corporate customers, MsProject Professional is the best solution to 
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cross-departmental issues where the key requirement is automatic scheduling, progress 
forecasting, and performance tracking. 

Microsoft Project is the best choice for organizations using a matrix management 
structure, that is, project teams include the interaction of employees from different 
departments. 

It is worth implementing Microsoft Project in the activities of project-oriented 
organizations based on the use of another Microsoft development to implement their 
own products - the MSF standard [2]. 

And desktop Microsoft Project and other solutions in the field of calendar and 
network planning of Microsoft (server version of Microsoft Project Server, cloud 
solution Project-Online) with a correct and fully functional implementation will allow 
project-oriented organizations 

- Formalize and systematize project activities; 
- Develop and monitor project plans; 
- Minimize the cost of resources of all types (material labor, financial) when 

implementing projects; 
- Complete the project on time and within the budget; 
- Manage project risks, plan and implement effective risk response; 
- Manage the project portfolio of the project-oriented company; 
- Improve the culture of project management; 
- Increase the technological maturity of the company in the field of scheduling 

and network planning. 
Any time-tested scheduling solution can benefit a project-oriented company. 

Microsoft Project is not the only such tool, but one of the busiest. Scientific and 
practical research on the implementation of calendar and network planning solutions in 
the activities of project-oriented organizations may relate to the following: development 
of models, methods and algorithms for introducing Microsoft Project into the activities 
of a specific project-oriented organization, taking into account its specifics; the 
development of scientific foundations for the establishment and development of a 
corporate project management system; Create creative project team management 
models based on digitalized project management tools. These tools will ensure the 
modernity, flexibility and efficiency of the project management system for project-
oriented organizations. 
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Abstract. The approaches to the formation and management of start-up SEO 

optimization projects are described. Hierarchical development of the start-up team of 
the SEO-optimization project are proposed. The main advantages of this structure are 
considered. The Tier Meetings Framework for coordination and management of project 
teams are described. Conclusions regarding the conducted research are made. 

Keywords: Digital project management, start up project, organizational 
structure, Tier Meetings Framework, SEO optimization. 

 
Decades ago, the World Wide Web was used almost exclusively to find the 

information you needed. Today, the number of web portals exceeds one billion, and the 
number of users (according to the Facebook report for 2015) is more than three billion 
people, ie almost half of the world's population. 

According to Forrester Research Inc., 81% of people find the right website 
through search engines. The data clearly shows that it is SEO that helps to attract more 
users to the site. Moreover, people who find a web resource through a search engine are 
the most interested target audience, because they enter keywords in the search field, on 
the basis of which search engine optimization is formed. Yes, the high role of SEO as 
an internet marketing tool is undeniable [1, 2]. 

We describe the approaches to the formation and management of start-up SEO 
optimization projects. At the beginning of the project, the main backbone of the team 
looks like this (Fig. 1): 

 
Figure 1  The initial team structure of the SEO-optimization start-up project 

 
At the stage when the start-up project begins to scale [3], the number of tasks 

increases, new people are recruited. In this case, there are usually two options for 
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further development of the team - linear and hierarchical. An example of the linear 
development of the start up project team is shown in Figure 2. 

 

 
Figure 2  Linear development of the start-up team  

of the SEO-optimization project 
 
The main disadvantages of the linear structure of the team are: 
 Less time available per employee; 
 It is difficult to scale; 
 Team development is much slower. 

Figure 3 shows an example of hierarchical development of the start-up team of 
the SEO-optimization project. 

 

 
Figure 3  Hierarchical development of the start-up team  

of the SEO-optimization project 
 
The main idea of the hierarchical structure is to divide workers into 

subcommands. Thus, junior employees are assigned to a more experienced specialist. 
The main advantages of this structure: 
 Rapid team development  Middle Specialist hires a Junior Specialist and 

hone his skills; 
 Backup  you always have people who know what is happening with a 

particular site, can replace it during the holidays, etc.; 
 Delegation of tasks and responsibilities; 
 Better individual development plans. 

Regardless of the structure of the team (linear, hierarchical), in order to 
understand in which direction the team is moving, it is necessary to set adequate KPIs. 

For an SEO startup, the following KPIs are best, which are easy to understand 
and easy to calculate: 

 Site traffic; 
 Site keywords; 
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 Search engine rankings; 
 Number of external links. 

For projects that already generate traffic and revenue, the best KPIs will be: 
 Earned funds; 
 Number of sales; 
 ROI. 

When the company has already gathered more than 5 full-fledged SEO teams, it 
is recommended to use the Tier Meetings Framework for coordination and management 
of these teams [4] (Figure 4). 

 

 
Figure 4  Tier Meetings Framework structure 

 
The main idea of the Tier Meetings Framework is regular rallies of specialists of 

the same level with specialists of the highest level. Thus, problems and tasks are 
transferred from one level to another. Consider the Tier Meetings Framework on the 
example of an SEO campaign: 

Tier 1 Meeting.  
Link builders hold a rally between link builders to discuss all the issues, 

problems and difficulties that may arise during the implementation of their KPI. 
Tier 2 Meeting.  
A rally between link builders, SEO specialists and Team Lead, at which top-level 

specialists (SEO and Team Lead in this case) analyze the problems and successes of 
lower-level specialists (link builders). 

Tier 3 Meeting.  
Rally between the Leads of various teams from the CMO (Chief Marketing 

Officer), where serious issues such as: sales, revenue, ROI, etc. are brought up for 
discussion. During such a rally, Team Lead can bring to the top management problems 
that prevent his team from achieving greater success. 

Tier 4 Meeting. 
Rally between senior positions in the company. CMO meets with CEO, Product 
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Manager, Chief Finance Officer. At such a meeting, participants discuss global issues 
that affect the business: what is happening with each area, whether any help or 
additional funding is needed. 

Tier 5 Meeting.  
Rally between business owners. 
We define basic rules of Tier Meeting: 
 1 file in which everyone works, separate for each level; 
 1 rally for everyone; 
 1 hour time limit; 
 Once a week, regularity. 

Advantages of using the Tier Meetings Framework in SEO start-ups: 
 Company synchronization; 
 Transparency; 
 Exchange of experience; 
 Ability to take the problem to the next level; 
 Interaction of different teams on a specific issue; 
 Regular communication. 

In general, the use of the proposed approaches (hierarchical team structure, 
application of KPIs, level meetings) in team management of start-up SEO-optimization 
projects is aimed at improving the efficiency of project teams, increasing their 
flexibility, simplifying the decision-making process.  

The above helps to increase the probability of success of start-up projects, which 
are known to be implemented in a high-risk and poorly predicted market environment. 

Future research in the chosen direction will be aimed at developing methods for 
managing start-up project teams. In particular, the current areas of further development 
include the following: digitalization of the competency model of project team members, 
digitalization of business processes of SEO optimization project management, 
development of separate algorithms for project management, project development 
models, technological maturity development models of the company implementing 
SEO optimization projects. 
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Abstract. Digitalization of medicine is a promising direction that not only 

simplifies the work of clinics or laboratories, but can also save human lives. Data 
processing allows making diagnoses more accurate and helps using the accumulated 
information to predict possible "waves" of diseases. Big data, in addition to the already 
known and common tasks, can also be used to combat diseases and track the growth of 
epidemics. 
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Today, significant progress has been made in the tools and cost of data collection 

and storage. The most relevant problem in data management in the Big Data 
environment is the development of algorithms for complex analysis and interpretation 
of data in real time. Permanent collection and analysis of information at the level of 
advanced analytics not only allows you to notice at an early stage any deviations and 
anomalies in the readings, but also to identify hidden patterns.  

The high relevance of the implementation of Big Data technologies in medicine 
is associated with new trends in the relationship between doctor and patient in the 
format of mobile medicine technologies. Medicine is becoming more patient-oriented, 
for which prognosis, disease prevention and personalization of treatment are important. 
Standard medical services lag behind the demands of patients who want to receive tools 
that allow you to control more and more physiological parameters and who are 
increasingly involved not only in the process of continuous monitoring of their health, 
but also in health management [1]. 

Images occupy a significant amount of information in medical information 
systems, which is an important source of data in the diagnosis, evaluation and planning 
of therapy. The amount of medical image data can range from a few megabytes per 
study to hundreds of megabytes per study. Storing such data for a long time requires 
powerful storage systems, as well as fast and accurate algorithms that provide the 
ability to automate decision-making processes that are performed using this data. In 
addition, if during the diagnosis, prognosis and treatment use other data sources 
obtained for each patient, there is a problem of developing effective methods to cover a 
wide range of data. Another area where digital development will stimulate returns for 
pharmaceutical companies - the development and familiarization of methods of 
advanced analytics, including predictive analysis, construction of simulators and 
variable models. In this environment, the winners will be those pharmaceutical 
companies that will be able to influence the algorithm of clinical decision-making, 
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offering doctors sound information about the best treatment options, based on advanced 
analytics [2]. 

The implementation of projects in the medical field requires clearly defined 
processes and precise deadlines, and therefore the cascade model is best suited here, as 
each stage of project creation continues the previous one and cannot begin until the 
previous one is completed. In this case, arbitrary transitions forward or backward are 
not allowed, and the stages do not overlap each other [3]. This model has a rigid 
structure. The Waterfall methodology originates in sectors such as construction, 
finance, and aircraft construction, where there is a clear sequence of work that can only 
begin after the completion of previous ones. 

The main stages of product development: system and software requirements - 
these requirements are defined in the product requirements document; analysis - 
reproduced in models, schemes and business rules; design - the internal software 
architecture, ways of realization of requirements are developed; code writing - software 
integration; testing - checking the final product, finding errors and defects in the 
program code; operations - the product is adapted to different operating systems and 
updated to correct errors found [4]. 

In the field of health care, there are many people who are familiar with the 
cascade model approach and confirm its effectiveness. This is directly true for project 
managers who want to see a sequence of future tasks in the form of a Gantt chart, 
which provides a visual description of the project. Some health projects that may 
require final approval by the Food and Drug Administration (FDA) for example, the 
design or development of a medical device  may benefit from the Waterfall 
methodology. This is due to the fact that the FDA, along with other government 
agencies, requires quality and design verification at various stages of development, 
which is easier to document using a cascade model [5]. 

Thus, Big Data technologies can provide (thanks to the increasingly advanced 
data processing apparatus with accurate conclusions) the desired tool to the doctor, 
which will take into account the characteristics of each unique organism. And the use 
of the "Waterfall" methodology will significantly increase the chance of successful 
completion of the project with a correspondingly high quality. 
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Usually busy people have little time. Therefore, business messenger will help 
them to conveniently manage business, communicate with foreign clients just holding 
the phone in their hands. The business idea is to create the first business messenger to 
communicate with people from all over the world, edit documents from the phone and 
conveniently manage your own business. 

This messenger will have cloud storage, it will be available to the user without 
downloading files it to the computer. Thanks to this, several users will be able to edit 
documents directly in the chat. Each of the users will see who, when and what edited in 
the document. Also, if one of your colleagues or partners is in another country and the 
user does not know the language, you can turn on the automatic translator feature and 
receive messages from any country in the selected language. Messenger will have the 
function of making collective audio and video calls, in an urgent meeting the user will 
not need to find a computer, and will be able to communicate with colleagues only with 
a phone. 

The project has three main objectives: 
1. The possibility of increasing the free time of business owners. 
2. The possibility of increasing the number of foreign customers. 
3. Reducing the chance of losing or damaging documents. 
The project team consists of a project manager, business analyst, marketer, sales 

manager, two developers, two testers and a designer. 
Project limitations affect the capabilities of the project manager. Usually projects 

have three main constraints: time, scope of work and budget. The developed project has 
the following limitations: 

1. Time limit (the project must be implemented in 1 year). 
2. Budget restrictions (a total of 884 thousand hryvnias was allocated for the 

project implementation). 
3. Scope of work (the project has an approved scope of work that must be 

performed to implement the project). 
The approved scope of work to be performed for the project is made out in the 

WBS. The WBS of project is used to detail project results to clearly demonstrate ways 
to achieve them. The first level of detail indicates the project itself, the second  the 
main results of the project, and the third  the main work that will help achieve the 
goals (figure 1). 
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Figure 1  WBS of the project 

 
The organizational breakdown structure of the project (OBS) is a hierarchical 

structure of project management and shows the relationship between project 
participants (figure 2). 

 

 
Figure 2  OBS of the project 

 
PM manages the development team, testers, designers, and is assisted in this by a 

business analyst, marketer and sales manager. 
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Abstract. The purpose of this article introducing the business analysis area in IT 

and product development. Authors cleared an ambiguity about the profession of a 
business analyst, which the standards and requirements are for this job, and what the 
organization has a corner office in this area of expertise. 
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What is Business Analysis? According to the latest version of the business 

analysis Bible   v 3.0. Business Analysis is the practice of enabling change 
in the context of an enterprise by defining needs and recommending solutions that 

simple words.  
When we talk about practice, we mean the set of activities, tasks, processes, 

frameworks, tools, and so on. But there should be some reasons to use all this stuff  
 getting 

 
again, why? So, any change starts from defining why a person wants to move from the 
existing state of anything to the future state.  

 this part of the definition 

something from the as-
the business analysts to propose or recommend solutions. However, solutions should 
deliver value, because without value these solutions are useless. And the last part  
s
change. 

 
Who is a Business Analyst (BA)? The first answer that comes to mind is a 

 
According to the definition given in the , a business analyst is any 

person who performs business analysis, no matter what their job title or the role in the 
organization is. 

In fact, business analysts may have different titles: product owner, product 
manager, requirements manager, business architect, system analyst, etc. In many cases, 
these professionals perform not only business analysis activities and tasks. Almost any 

 into 
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each of the six business analysis knowledge areas which are essential to the success of 
 

In other words, a business analyst is a professional who can define and specify 
the business needs of the change, define the business case for the change, understand 
the as-is and the future states, propose the solutions, elicit and specify the requirements 
of all levels, and act as a liaison/a bridge/a translator between the business and the 
implementation team. 

The big part of the BA skills and competencies are the so-called soft skills. A 
business analyst works with different stakeholders on both sides of the solution 
development and implementation processes. A business analyst communicates a lot 
with them, presents deliverables, drives meetings and workshops, and so on. That is 

Business Analyst wears many hats: negotiator, diplomat, facilitator, skilled listener, 
motivational speaker, team leader, visionary, troubleshooter, and many more. 

One of the main requirements for a business analyst is to be a leader, a person 
who is not afraid of problems and failures, and who takes responsibility. Another 
important thing, particularly for the Ukrainian market, which is mostly about 
outsourcing, is a good command of English. 

A Business Analyst has to perform a huge range of tasks and to be able to do it in 
a correct and professional way. A business analyst should be familiar with many 
techniques. These techniques can be specific for BA and common for different business 
professionals. Here you can see the main techniques, which business analysts use in 
their daily work. For instance, requirements elicitation sessions can be conducted in the 
form of requirements workshops and focus groups, interviews, and brainstorming 
meetings. When a BA has to analyze the market, solutions, or customers, he/she can 
use benchmarking and SWOT analysis techniques. To analyze the as-is state, a BA uses 
observation, interface analysis, and document analysis. One of the core BA 
competencies  requirements specification  can be covered by such techniques as user 
stories, use cases, data modeling, and prototyping. To manage requirements the 
prioritization techniques are necessary. These are just a few core techniques. The more 
techniques a BA knows and uses the better. However, you do not need to be an expert 
in using each and every technique  
used, and just read more about it in the book. 

 
Standards in a Business Analysis. The International Institute of Business 

-profit professional association serving the growing field 
of business analysis. As the global thought leader and voice of the business analysis 

 actively supports the recognition of the profession and works to 
maintain global standards for the ongoing development of the practice and 
certifications [1]. 
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Figure 1  IIBA achievements 

 

supported professionals working in business analysis and related business roles by 
maintaining global standards for the practice and certification, our Chapters, and 
through professional development and career resources, networking and volunteer 
opportunities. IIBA is a member organization of the Federation of Enterprise 
Architecture Professional Organizations (FEAPO)[2] [1] . 

IIBA Goals: 
 Creating and developing awareness and recognition of the value and 

contribution of the business analyst 
 Defining the ( ) 
 Providing a forum for knowledge sharing and contribution to the business 

analysis profession 
 Publicly recognizing and certifying qualified practitioners. 

 
( ) is the 

globally recognized standard for the practice of business analysis. It includes such areas 
of business analysis practice: 

 Business Analysis knowledge areas 
 Tasks 
 Underlying competencies 
 Techniques and perspectives 

 
The first version of BABOK was written by The Body of Knowledge Committee 

(IIBA) in 2005. In 2008  1.6, 2009  2.0. And the latest one was publicly redacted by 
teams of experts and practitioners and was officially published in 2015. 

Certification opportunities: 
In 2020 IIBA has 3 core levels of professional certifications: 

  
  
 Certified Business Analysis Profession  

And 3 specialized: 
 - CCA) 
 -AAC) 
 -CBDA) 

Business analysis skill ranks #6 in the top 15 skills companies need most in 2020 
[4] and in future the demand on business analysis skills will be increased dramatically. 
Therefore, certification helps earn more money for the same job level. Jobs related to 
business analysis are projected to increase 14% from 2018 to 2028 [5]. 
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Figure 2  IIBA certification 

 
IIBA in Ukraine. The IT industry has been strongly integrated in the worldwide 

tech ecosystem for the last ten years. More than 20 cities have created their own IT-
ndustry in 2018. 

Every year more than 1,000 events related to technology, start-ups and investments are 
held in Ukraine.  Official launch of IIBA Kiev Chapter was in 2012, but the IIBA 
Ukraine chapter was launched in 2018.  

Now we have 140 active members of IIBA Ukraine (ECBA -2, CCBA - 7, 
CABP -20). Participation and membership is free [3].  

Certification results in IIBA Ukraine since 2012: ECBA -4, CCBA - 21, CBAP - 
40 

 
Conclusion. Business analysis evolved in independent area between 

management and product development. It helps better understand client need and 
deliver the best possible outcomes for stakeholders. 
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Abstract. The article is devoted to the problem of informational visualization on 

e-courses of higher maritime educational institutions. It is highlighted that one of the 
effective means of visualization of information content is infographics in e-courses. 
The types of infographics are described. The actions to develop effective infographics 
are listed. It is concluded that the use of infographics contributes to an increase in the 
effectiveness of the educational process, forms the interest of students in studying the 
course. 

Keywords: LMS MOODLE, informational visualization, e-course 
 
Infographics as one of the effective means of visualization of information content 

is used in almost all spheres of public life. Higher maritime education is no exception. 
In our opinion, infographics is an integration model of presenting information as a 
result of high-quality data processing, which is subject to acquaintance and study by the 
interested audience. Teachers use infographics when explaining new learning material 
and to update basic knowledge. 

Due to the rapid development of information and communication technologies, a 
number of special tools for information visualization have appeared. You can use 
special resource templates (canva.com, piktochart.com, Easel.ly, Vizualize.me) to 
create infographics. The positive aspects of using these services are the optional need to 
understand the basics of design, the ability to use professional templates in the library, 
customizing images and formatting, the ability to embed on your resource (platform). 
The most popular tools for creating an educational video are: bandicam.com and 
icecreamapps.com, etc. 

According to the classification of types of infographics and specifics of free 
economic zones, the most used among teachers are the following types: 

1. flow chart (algorithm in the form of blocks that are interconnected in the 
form of lines and indicate the sequence); 

2. the timeline (the cadet can trace the chronological sequence of the process, 
the phenomenon); 
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3. useful bait (set of useful information, reference material); 
4. versus infographic (comparison of certain processes, models); 
5. photo infographic; 
To qualitatively create information infographics for future specialists in the 

maritime industry teachers can use an algorithm: 
1. to determine the purpose of the infographic and choose the type according 

to the classification; 
2. to collect data in accordance with the subject of the discipline; 
3. to systematize information, organize the presentation of basic and 

additional information with the help of schematic sketches, choose the sequence of 
placement; 

4. for visual perception it is also necessary to determine the color palette of 
the elements (not more than 6 basic colors); 

5. to follow the process of creating infographics using a specially selected 
service 

While using different services normally following actions should be done: 
6. to create an account for the service; 
7. to view and select a template by theme or create a new design; 
8. to add text and images according to the content of the topic of discipline 

(or to download this data); 
9. to format the text (choose the size, style) and image (size, placement); 
10. -to save and copy the link for placement on the e-course of the discipline 

on the LMS Moodle (or to embed the infographic using another way); 
Because of COVID-19 pandemic situation the educational process of all higher 

educational institutions of Ukraine including maritime ones came into distance format. 
Kherson State Maritime Academy (KSMA) uses Learning Management System (LMS) 
MOODLE to maintain its educational process. An important issue became the 
presentation of material of lectures, practical lessons, independent works etc. It became 
harder to motivate students because distance education requires student self-discipline. 
One of the tools to interest students is to visualize the information, present it in more 
interesting way.  

Except those, all the activities of e-course (Assignment, Book, Chat, Choice, 
Database, External tool, File, Holder, Forum, Glossary, H5P, HotPot, IMS content 
page, Lesson, Quiz, SCORM package, Survey, Wiki, Workshop) has the option to 
display its description on e-course main page. 

LMS MOODLE also allows to embed the images of gif animation to divide 
different types of activities in e-course.  

The video can also be embedded in the course main page.  
However, it should be noted that the disadvantage of information visualization 

may be in a simplification in understanding ambiguous interpretations of something, 
the presentation of information is too structured, without additional details. The cadet 
must understand that the visualization of information is an auxiliary element, and to 
study the discipline is not enough just pictorial, schematic forms of presentation. 

The analysis of scientific knowledge and pedagogical practice demonstrates that 
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the infographics in e- n the 
example of English for professional purpose e-course for future marine transport 
specialist (first-year student). The final goal of e-course was to form the communicative 
competence of students. By analyzing the data of success after using the e-courses with 
infographics, one can observe that the current state of formation of the communicative 
competence of future marine transport specialists of the 2019-2020 at KSMA is better 
compared with 2018-2019 academic year.  

According to the results, we see an increase in the success (by 21%) and 
knowledge quality (by 13%). Qualitative indicator of success was taken as the number 
of students by "good" and "very good" multiplied by 100% and divided by the total 
number of students. An absolute success indicator was taken as number of students by 

number of students. The total number of future marine transport professionals taking 
part in the research is 64 students.  

The data was taken from the processing of control testing results on LMS 
MOODLE of KSMA e-
activities). Stop and check is testing conducted by the end of every module of e-course 
and created with the help of quiz activity. Quizzes comprised the questions of various 
types, including multiple choice, matching, short-answer and numerical. 

The statistical results of research have proved the idea on the positive impact of 
infographics in English for professional purpose e-course of higher maritime 
educational establishment. The research has also showed low level of digital 
competence of certain teachers. To solve this problem e-course with module about 
infographics creation was proposed. The prospects of further research are seen by 
authors in researching the specifics of infographics in various fields of scientific 
knowledge, as well as in the possibilities of using it for conducting e-courses to 
improve the qualifications of teachers of higher educational institutions. 
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Testing occupies a prominent place in the modern educational process, which is 
characterized by the widespread use of modern information technology. Quizes became 
the predominant technology of knowledge control and formed the methodological basis 
of training during the COVID 2019 quarantine. Testing provides an opportunity to 
check a significant amount of educational material, ensures for feedback between a 
student and educational content of the discipline, allows individualization of work with 
students. 

Previous research in the field of building knowledge control systems has shown 
the need to divide quiz assignments by the level of complexity [1,2]. Without such a 
division of assignments, the assessment of knowledge lacks objectivity and often does 
not correlate with the true level of knowledge of students. It means that if a better 
student receives only difficult tasks, while a weak student  only easy ones, the 
assessment shows the same level of knowledge of both students, which is not true. 
Also, if students with the same level of knowledge receive assignments of different 
levels of complexity, the knowledge test will reveal a different level of preparedness, 
which is not objective. The distribution of tasks by the teacher according to the level of 

what is considered as an easy task by the teacher is not just as easy for students. 
Modern Learning Management Systems (LMSs) are usually equipped with the 

tools for statistical evaluation of test quality and indirect indicators of the complexity of 
quiz questions. For example, one of the most widely used LMS, Moodle, has built-in 
tools for calculating the statistical characteristics of quiz questions. This system uses 
statistical indicators, which are calculated using the classical (STT - Classical Test 
Theory) and modern test theory (IRT - Item Response Theory) [3,4,5]. These indicators 
are calculated based on the final response of the user; they do not consider the 
dynamics of the process of its formation. In such a model, the evaluation of a question 
to which the student did not answer at all and a question to which he answered 
incorrectly will be equivalent. The second aspect to pay attention to is the dynamics of 
changing the complexity of the quiz questions. If the complexity has a clear tendency to 
decrease from test session to session, this indicates that the task loses its practical 
significance and cannot be used to assess the level of knowledge of students. Such a 
scenario is especially common when using remote testing, when the teacher cannot 
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 the 
screen nullifies the control function of the test, even a massive bank of questions does 
not help. 

To monitor such situations, we suggest the following: 
1) use low-level access to the LMS Moodle database to obtain more detailed 

statistical information on the formation of answers to questions; 
2) to implement dynamic analysis of the received information by specialized means 

of data mining. 
Free Moodle Adminer software is used to access LMS Moodle database 

information. The LMS Moodle database has a complex structure (421 tables, 3822 
attributes) [6]. To solve the problem of dynamic analysis of the complexity of quiz 
questions, we will need only a limited set of tables, namely a group of tables that 
directly describe the questions themselves, quiz questions and  

The values obtained from a query to the Moodle database are a table. Columns of 
the table - questions from the bank of quiz questions of this discipline, and rows - 

- - correct answer). Data 
processing was performed by Rapidminer [7], which is an integrated environment for 
data preparation, machine learning, in-depth learning, text mining and predictive 

tions that 

The developed model of data analysis in Rapidminer provides the ability to track trends 
in the complexity of test tasks over time. 
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Abstract. This article provides a comparative analysis of existing models aimed 

at the formation and development of information competence. The article identifies 
their strengths and weaknesses. As a result of the analysis, the structural content of 
information competence was determined. 
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Analysis of scientific literature in the languages of international circulation on 
the design of a model of the process of formation and development of information 
competence (IC) made it possible to single out didactic models, developed to a greater 
extent from the standpoint of the systemic and content-activity approaches [1, 2, 3, 4]. 
The systematic approach, as a rule, is based on the structural content of IC, which is 
modeled in accordance with the effective development of the information field of future 
graduates, and therefore is based solely on the teacher-researcher's own experience.  

So, for example, Zaitseva E. M. [5] in the structure of IC distinguishes cognitive, 
active and motivational components. Undoubtedly, this model makes it possible to 
determine the main directions of work on the formation and development of IC for 
students of vocational schools, but only taking into account the identification of this 
phenomenon with competence in the field of information and communication 
technologies (ICT) [6, p. 85]. This is explained by the fact that in this case, attention is 
focused only on the knowledge and skills of working with information that are acquired 
using a computer. Let us list them: (a) knowledge of the principles of information 
processing and work with a computer and software products used in the educational 
process (for example, knowledge of methods for processing the results of industrial 
practice at an enterprise); (b) skills in using information technology means (for 
example, mastering computer methods of information processing in professional 
activities). We consider this judgment erroneous.  

Argument: despite the fact that ICT competence provides an opportunity to make 
a high-quality educational service mass and accessible to various categories of students 
and affects the motivation for success in achieving educational results, it does not give 

necessary to activate the universal thinking skills. These include observation, 
consistency, the ability to formalize and abstract, analyze, and use abstract models. 
That is, there is a need, first of all, in the formation and development of IC [7, p.34].  

In the work of the authors Kotenko V. V. and Surmenko S. L. [8] there appears 
an extended version of the pedagogical model, designed from the point of view of a 
systems approach. These researchers supplement the IC structure with a new 
component - reflection. The importance of including this component in the content of 
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the IC is determined by the ability to determine the attitude of the individual to himself 
and to the world, to his own practical activity. 

If we consider the pedagogical model of V. V. Kotenko and S. L. Surmenko 
through the prism of this study, then it can undoubtedly be applied as one of the options 
for modernizing the process in training students in vocational schools. The proposed 
model, in contrast to the previous one, is aimed not only at the formation of ICT 
competence, but also at mastering the personality's abilities to extract knowledge from 
information using information tools. 

In the scientific work of Khodotova M. I. [9] it is noted that at the basis of any 
pedagogical system, two initial concepts are clearly traced: a didactic task and an 
algorithm for its solution. In the content of the didactic task, the goal is put forward in 
the first place, the achievement of which is due to the pedagogical conditions and the 
available information of the intended activity. On this basis, in order to model the 
educational process, taking into account the formation and development of IC in 
students of vocational schools, we consider it expedient to single out didactic models 
that are designed according to the principle of the organizational-activity approach 
(Vasilyeva L. D. [10] and others). 

Considering the formation and development of IC from the perspective of 
personality-oriented pedagogy, we highlight the work of Bogdanova V. A. [11], which 
focuses on such activities as: cognitive, value-motivational, communicative, technical 
and technological and reflective. These types of activities contribute to the formation of 
skills that contribute to the development of the student's personality.  

When designing the author's didactic model of the process of formation and 
development of IC in students of vocational schools by means of curricular and 
extracurricular activities, we relied on the proposed models of the above authors. But 
we took into account the specifics of their professional training, characterized by the 
following intensive changes - an increase in the intellectualization of professional 
activity, the complication of labor and professional functions, the development of 
automated and mechanized labor. 

Therefore, the structural content of IC should be supplemented with a 
communicative component, in view of the fact that one of the main tasks of the future 
worker is interpersonal relationships in professional activity through constructive 
communication and cooperation using digital tools. We also consider it advisable to 
single out the creative component that requires from the future specialist in blue-collar 
professions such personal qualities as: initiative, individual freedom, independence and 
responsibility, willingness to take risks and independence of judgment. 

Thus, the proposed models can serve as a basis for creating your own didactic 
model, which will allow for the purposeful design of curricular and extracurricular 
activities. 
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Abstract. 
potential benefits are already obvious. As well as reducing the human factor in some 
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rapidly raise income levels while cutting government waste. 
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President Zelensky and the parliament elected in early elections have launched a 

program in order to li
transfer of public services to the Internet [4, 5]. He noted that it is necessary to 
implement e-governance at 4 levels: information about the state, communication and 
transactions with the state, involvement in the state management [1]. 

Deputy Prime Minister Mykhailo Fedorov is responsible for the digitization 

Ministry of Digital Transformation. The main goal for the Ministry is to turn Ukraine 
into a tech nation by 2024 through 100% of public services are available to citizens and 
businesses online, 95% of towns and their transport infrastructure, social facilities have 
acc]ess to high-speed Internet, 6 million Ukrainians are involved in the digital skills 
development program, 10% share of IT in the country's Gross Domestic Product [2]. In 
addition to him, the issues of digitization are also handled by the Minister of the 
Cabinet of Ministers Dmytro Dubilet. To guarantee that the digitalization will cover the 
whole of Ukraine the Cabinet of Ministers will establish the responsible persons for the 
implementation of digital transformation at all levels of government: from the Ministry 
to the district administration (CDTO - Chief digital transformation officer). 

On June 2019, the first expert discussion of the concept was hosted. 
Representatives of the Coalition of the Electronic State (65 different organizations and 
experts in the field of IT) provided their recommendations which were related to the 
development of tools for e-state and democracy, digital infrastructures, digital 
identification, cybersecurity, restoring order in state registries, electronic democracy 
and the importance of supporting Ukrainian technological start-ups [4]. 

During a meeting with government officials in July 2019 the representatives of 
the European Commission gave their recommendations to Ukrainian initiative: to 
provide broadband internet access for the entire territory of the country, to develop the 

ambitious tasks set [3]. 
Experts from abroad have already promised to help in solving these issues. 
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The Japanese (Hiroshi Mikitani  the founder of Rakuten company and co-owner of 

Estonian E-Governance Academy is supposed to work on a system enabling data 
exchange between the existing national registers and on the modernization of these 
registers. The e-Governance Academy and the Swedish International Development 
Cooperation Agency (SIDA) have signed (2014) a cooperation agreement to support 
the Ukrainian government in the introduction of e-governance. The agreement covers 
the development of policy documents, planning of e-governance activities, 
development of legislation, enhancement of e-capacity, promotion of involvement in 
the development of e-governance, and development of e-services for the population and 
businesses. The e-Governance Academy will implement the agreement in collaboration 
with experts from Estonia, Sweden and Moldova [10]. IT companies from Poland also 
ready to play a part in the implementation of the wide digitization program pursued by 
its eastern neighbour [9]. UNDP in Ukraine has supported "a state in a smartphone" 
initiative through commissioning the assessment of government transparency and  
Ukraine's readiness to work with open data. 

Nowadays major active projects of e-
concept are the follows [2]:  

- a mobile application and a website combine all services in one 
electronic window  provided by the state and serve as the main channel of digital 

access to a driver's license and vehicle registration certificate, a digital student ID and 
the ability to test a biometric passport and ID card. By the end of May 2020, more than 
3 512 000 Ukrainians had downloaded this app, by the end of September 2020, there 
were more than 5 000 000 users [10]; 

- 
experts and celebrities explain Ukrainians basic Internet safety rules and help them to 
start using the Internet and smartphones. In June 2020, the Ministry of Digital 
Transformation, in partnership with the Ukrainian Parliament Commissioner for 
Human Rights and UNDP (United Nations Development Programme), has prepared a 

awareness of legislation on access to public information. National digital literacy 
program of Government should reach 6 million Ukrainians in 3 years [2, 12]; 

- 
entrepreneurs, as follows: a guide, a list of legal documents, online and programs 
services, 39 types of free consultations etc. The online registration of LLCs is made 
much easier  instead of 88 lines, only 46 lines remained in the application. More than 
50 000 private individuals have registered business online at the portal in 2020. Till the 
end of 2020, the savings due to online business registration will more than UAH 17 
million. Due to the use of the electronic format of registration, liquidation and change 
of data by private individuals Ukraine is expected to save up to UAH 255 million per 
year [10]; 

- -  provides 10 services of parenthood by 1 
application. By the end of summer 2020 it was available in 10 cities of Ukraine: Kyiv, 
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Odesa, Lviv, Kharkiv, Kryvyi Rig, Vinnytsya, Lutsk, Mariupol, Zaporizhya, Rivne; 
- -reside

remotely access public services and do business in Ukraine from abroad, open a visa or 
bank account under a simplified procedure etc.; 

- -based 
innovation projects and helps the most talented Ukrainian entrepreneurs create 
successful companies at scale. By October 2020 there were more than 1800 
applications and more than 30 Startups have been funded;  

- -qualified international tech 
professionals from all around the world which are available in Kyiv, Lviv, Dnipro, 
Odesa, and Kharkiv. The app gives permits for work without annual prolongation; work 
according to the Ukrainian labour legislation; emigration with the family members; the 
possibility to open company as the individual entrepreneur; 

- 
a free economic zone for representatives of the creative economy. It will allow 
Ukrainian and foreign tech companies to open businesses and R&D centres in Ukraine 
under simplified procedures, to work according to the English Law, and pay 10% of tax 
etc [10, 11].  

philosophy of providing e-services and involving citizens to e-governance. "Diia" have 
already saved UAH 495 million for Ukrainians and provided UAH 2 billion in 
additional revenues through the elimination of "tax cuts" [3, 11]. It is important to 
continue to focus on the implementation of such comprehensive and breakthrough 
electronic services countrywide. 

It should be noted that on the way to the digitalization of Ukraine, the following 
difficulties may arise: 

- it is necessary to analyze how much the changes will cost, what practical 
benefits they will bring and how long will it take, 

- 
authorities by dividing their work into four areas: information (public access to data 
from institutions and agencies), communication (exchange of data with the state and the 
citizens), transactional (public services and electronic document management), 
personalization (content targeting depending on citizens' tasks), 

- there are serious problems in the identification of citizens  the existing 
electronic signature and digital identification systems are based on outdated 
technologies and have a limited scope of application, 

- driven by increased civic activism, Ukrainian citizens now seek to have more 
control over their lives, which significantly raises e-participation in the country 

The creation of a digital state is a complex yet important process accompanied by 
the resistance of the system, outdated legislation, scepticism and often disbelief, but all 
the worldwide revolutionary projects have passed this way [1, 11].  
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The global pandemic and subsequent quarantine measures and restrictions have 

posed a challenge to the structure and procedure of university summative assessment 
process. Qualification assessment for Foreign Languages major programs in particular 
is a strict regimen process that involves different stages (oral and written exams, final 
project viva, internal and external review). This study seeks to analyze the practices of 
Borys Grinchenko Kyiv University digital qualification assessment for students of 
European (French, Italian, Spanish, English, German) and Asian (Mandarin, Japanese) 
Languages major programs, employed in the year 2020 due to quarantine measures. 
The survey and analysis of different ICT tools is used to translate real life qualification 
assessment practices into online blended format. The investigation also seeks to 
identify various groups of applied digital skills and collaboration skills, utilized through 
qualification assessment process by all parties (students, faculty and referees). 
Comparative results of ICT tools and practices efficiency for respondents of European 
and Oriental languages programs are provided. 

Based on the activity profile (Final Qualification Assessment) a survey was 
conducted among the participants of the Final Qualification Assessment at Borys 
Grinchenko Kyiv University Foreign European and Oriental languages programs 
(Spanish, French, Italian, English, Mandarin Chinese, Japanese major) in order to 
assess the efficiency of qualification assessment transfer into digital format via various 
ICT tools employed.  

The survey comprised of 12 questions total (multiple choice and scoring), 
divided into such categories: 1) questions on overall experiences of Final Qualification 
Assessment participants in all procedures, conducted via ICT tools; 2) questions on 
digital literacy skills, required of Final Qualification Assessment participants; 3) 
questions on soft skills, required of Final Qualification Assessment participants; 4) 
questions, aimed to conduct Efficiency Ranking of most widely used Final 
Qualification Assessment ICT tools. 

The overall digital qualification assessment experience on the scale of 1 to 5 was 
defined as mostly agreeable (4) by 50% of respondents, most agreeable (5) by 29% of 
respondents and less agreeable (3) by 17% of respondents across all foreign language 
programs surveyed. Digital activities got overall rankings of 5-4 from respondents of 
European languages programs and 4-2 from respondents of Oriental languages 
programs. 
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The respondents identified all the ICT digital tools that they have to employ the 
most in digital qualification assessment process. The highest scoring ICT tools by all 
the groups of respondents of both European and Oriental language programs were: e-
mail (93% of respondents), Google services (76% of respondents), videoconferencing 
services (84% of respondents), social media platforms (77% of respondents), automated 
testing systems and learning management systems (31% of respondents).  

Respondents from European languages programs identify Information sharing as 
and overwhelmingly prominent (59,1%) across all ICT tools employed for Final 
Qualification Assessment. For respondents of Oriental languages programs Speech 
quality assessment features as prominent as Information sharing across identified ICT 
tools. The following is inferred as being due to the phonetical and tonal features of 
Mandarin Chinese and Japanese languages being essential to meaning comprehension 
and decoding, which is hard to recreate and evaluate in a digital communicative 
environment.   

Respondents of the European languages program have assessed the dominant 
ICT tools requirements being Intuitive interface (28,8%), elementary digital literacy 
(26,9) and specialized software (17,3%). Respondents of the Oriental languages 
program have assessed the prominent   ICT tools requirements (Figure 8) being 
Intuitive interface (31,8%), elementary digital literacy (31,8) and bandwidth and 
advanced digital literacy (9,1).  

Video conferencing services (Google Meet, Zoom, Webex) score the highest 
efficiency ranking for synchronous communication (62.5% for top score 5), but get a 
surprising ratio of lowest score as well (18,9% for lowest score 1). Learning 
management systems (29,8% for top score 1) and Google services (25%) get a 
proportional highest score 5 for efficiency in Synchronous communication in the 
framework of Final Qualification assessment across European and oriental languages 
programs.  

This sample ranking testifies to the following suppositions: a) the specificity of 
ICT use for transference of Final Qualification assessment into digital mode for foreign 
languages programs that may not be encountered outside of this activity framework; b) 
the specificity of digital literacy, featured by participants of Final Qualification 
assessment for foreign languages programs. 

All procedures and scenarios of the Final Qualification Assessment activities for 
foreign languages at Borys Grinchenko Kyiv university have been successfully 
transferred to digital remote format with the use of various sets of ICT tools in the 
framework of the COVID-19 pandemic adjustments. This transference could serve as a 
best practice model for other universities of Ukraine and European countries both as an 
adaptable measure for prolonged lockdown and as a way to further advance of blended 
learning and further digitalization and democratization of educational process. 
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Abstract. In this paper the technology of using the popular flexible software 

development methodology  agile  is considered for the development and construction 
of courses and semantic links of higher education disciplines for training specialists in 
the field of information technology. The authors analyze the basic principles of the 
Agile-Manifest and their application for the formation of the curriculum program. The 
influence of Agile-methodology on the academic groups success is considered and a 
statistical comparison with the classical approach to teaching is made. 

Keywords: agile-methodology, scrum, education, Information Technology, 
training of specialists, professional training 

 
Training of specialists in the field of information technologies requires the 

formation of educational programs and courses using modern technologies, 
programming languages, libraries and frameworks. However, the rapid growth and 
changing trends in the IT sector makes it impossible to create such a program even for 
four years of bachelor's degree [1]. That is, even if at the beginning of the educational 
cycle, the program was designed taking into account the most relevant approaches and 
topics, at the time of graduation, it becomes obsolete. To understand the need to adapt 
to such changes, it is worth estimating the frequency of programming languages 
standards updates and releases, which are 1-3 years for Java, 3 years for C ++ and from 
six months to 3 years in C#. And even more, programming libraries and frameworks 
are released almost each month. 

Agile management  an iterative method of planning and managing projects and 
processes [2]. 

If we consider the process of training a specialist in higher education in terms of 
project management, and the specialist  as a unique product, the training can be 
approached from the standpoint of project management and apply to this process all 
modern and successful project management methodologies. Due to the success of the 
Agile approach in industry, software design, marketing and business, foreign experts in 
the field of education have tried to apply similar principles to the field of education, 
thus forming the Agile Schools Manifesto [3, 4]. 

The introduction of flexible methodologies in the educational process optimizes 
approaches in the training of future IT professionals [5, 6]. The implementations of the 



Information Technology and Interactions (IT&I-2020)                         263 

flexible methodology of software development  Agile  in the process of development 
of educational and methodical support and the proposed approaches in teaching in 
higher education contribute not only to better understanding and mastering by students 
of theoretical and practical educational material. This approach also helps students 
understand the production processes in IT projects that are set up according to the Agile 
methodology, set themselves to work within Scrum, gives an initial idea of the 
complexity of the task, mandatory and additional product requirements  their 
knowledge of the discipline. 

Agile and Scrum methodologies [7] allow to develop and implement a modern, 
adapted to the requirements of the labor market training program for IT professionals 
and helps to develop skills to find the necessary information and interact with peers, 
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Factors of social change culminate in the development of the so-called networked 

society. Subsequently, networked society calls for networked governance. The 
development of e-government in Ukraine is impossible without appropriate training of 
relevant qualified professionals. Based on e-governance the activity profile a survey 
was conducted among the stakeholders of electronic government institutions  in-
service government officials and students of government management programs.  

The paper objective is to assess the survey as to the needs and possible avenues 
of E-governance curriculum development for higher educational institutions, in-service 
government officials and general public. The Master's Program in E-government, 
developed within the framework of a Ukraine-Estonia joint project on e-governance 
curriculum implementation, will promote the state policy in the field of information, e-
governance, development and use of national electronic information resources, 
elaboration of the information society.   

Based on the activity profile (e-governance) a survey was conducted among the 
stakeholders of electronic government institutions  in-service government officials and 
students of government management programs. The survey comprised of 13 questions 
total (multiple choice and scoring), divided into such categories: 1) questions on overall 
experiences in e-government; 2) questions on the needs and modes of e-government 
education; 3) questions on e-democracy as a social framework (to be disclosed fully in 
the upcoming studies). 70 respondents total took part in the survey.  

Group 1 of survey questions - overall experiences in e-government -  yielded the 
following results across the board. The prevailing understanding of e-governance by 
stake-holders (Figure 1) is disclosed by the such top scoring concepts: 1) Round the 
clock access to information and e-services (35,7%); ICT implementation for interaction 
of state and community (22,9%); 3) ICT technologies use for corruption surveillance 
(20%). 

Group 2 of survey questions - the needs and modes of e-government education -  
yielded the following results across the board. The educational formats (Figure 5), 
efficient or sought after in the area of governance digitization is distributed as such: 
one-off trainings and workshops (40%); persistent online courses (34,3%); webinars 
(22,9%). 

When asked to assess the knowledge needed or lacking to use digital 
technologies (Figure 7), in-service and in-training governance stakeholders identified 
the following top scoring priorities: Digital services development (67,1); Digital data 
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bases operation (60%); Digital literacy and digital skills (58,6%); Digital workplace 
tools proficiency (48,6); Re-engineering of government services (44,3%). 

Digital competences, mandatory for any modern in-service government official 
(Figure 8) were assessed by respondents according to the following ranking: Digital 
transformations management (50%); Electronic democracy and social engagement 
(41,4%); Cybersecurity basics (41,4%); Terminology mastery in the realm of digital 
governance (34,3%) 

The evaluated educational components, skills and practices provide a 
groundwork for the estimated structure of E-governance education curriculum project. 

Survey results in the area of digital competence and structures of knowledge, 
sought after or in demand by e-governance stakeholders in specialized education, 
correspond directly to the comprehensive frameworks of digital competences, 
elaborated and tested in the recent decade.  

The survey results corroborate the informed decisions behind elaboration and 
implementation of a comprehensive curriculum project of an integrated E-governance 

 
In the framework of globalization, information society development and social 

strife against corruption in government, traditional methods of interaction of state and 
local government with citizens and business become less sufficient. To avoid the 
emergence of corruption components and to create new and more convenient methods 
of access to information and services, the state is implementing e-governance - a form 
of government which provides a new level of open cooperation between the state and 
society, due to the widespread use of modern ICT, supplying a full range of public 
services for all categories of citizens and enterprises. The use of new ICT in public 
government determines the need for training highly qualified specialists in the field of 
public administration and management, in possession of the ultimate, up to date ICT 
skills. 

Borys Grinchenko Kyiv University proposes a master's program of e-government 
under the auspices of the Ministry of Education of Estonia and in collaboration with the 
Tallinn University of Technology. 

The curriculum project outline presupposes 4 stages of implementation: 1) 
Resources accumulation; 2) Theoretical premise of teaching e-democracy development; 
3) Teaching e-democracy development methodology development; 4) E-democracy and 
e-governance studies dissemination. 

E-governance curriculum development project corresponds fully to the National 
standard of e-government implementation in Ukraine. The 8th Framework project of 
European Commission Horizon 2020 academic collaboration incorporates a specific 
creed of Europe in the Changing World studies, which unfolds into a range of 
problematic issues open for project studies and development, including Understanding 
Europe - Promoting The European Public and Cultural Space, including civil society 
development as an operative foundation for e-democracy elaboration. E-governance 
comprehensive curriculum development is also in keeping with key priorities of the 9th 
Framework project of European Commission Horizon Europe.  
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Abstract. The research is devoted to the analysis of the digital transformation 

processes that are currently taking place in the economy, production, education and 
society as a whole. There are analyzed approaches to developing a model of digital 

transformation of education. According to the results of the research, the model of 
digital transformation of the higher education institution was developed. In response to 

the impact of digital transformation, it can be used as a roadmap for solutions for the 
digital transition to an innovative model for the functioning of the modern university. 

Keywords: digital transformation, digital transformation model, digital 
transformation of education, higher educational institution. 

 
Introduction. The basis of modern society is digital technology: artificial 

intelligence, robotics, IoT, blockchain and 3D technologies, etc. The report of the 
consulting company Accenture (for 2017) identifies five new digital technologies that 

can transform global economic development [1, p. 4]: Internet of Things (IoT), 
Artificial Intelligence (AI), Blockchain, Big Data, Robotic Process Automation (RPA). 

The use of digital technologies is transforming business models, resulting in new 

products and services; the format of works is changing (outsourcing, online platforms, 

improved automation, robotics, etc.). Real-time work with digital data fundamentally 
changes the ways of management, production, sale and use of products [2, p. 42]. 

Combined digital technologies are increasing their impact on business and social 

life. Fig. 1 shows the areas in which fundamental changes are expected due to the 
digital transformation: 
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Figure 1  Areas in which fundamental changes take place due to 

the digital transformation (Source: own work) 
 
However, the education system is failing behind the general state of digital 

transformation in society. In our opinion, the main problem is the lack of understanding 
by the participants of the educational process of the institutions (higher, secondary and 
vocational) what is the difference between the use of digital technologies and 
innovations provided by the transformational changes that digital technologies bring to 
the educational process, and comprehension of concepts, structure, required and 
sufficient conditions and processes of digital transformation in general and in education 
in particular. That is why, the purpose of this paper is to define, analyze and develop 
models of digital transformation that can have a place in enterprises, businesses and 
educational institutions. The developed model of digital transformation of an 
educational institution will help educational politicians and leaders of different levels to 
build a strategy for the development of digitalization, taking into account the 
characteristics of each educational institution. 

 
Digital Transformation Model for Higher Educational Institutions 
Digital transformation (DT) is the result of digitisation and digitalisation of 

economies and societies. DT is an ongoing process. The introduction of digital 
technologies creates both new opportunities and new challenges.  

In the conditions of intensive development of digital technologies, digitalization, 
digital transformation of many branches of human activity, fast change of professions 
demanded in the labor market and, accordingly, professional requirements to 
competences of experts, educational activity needs updating of the maintenance and 
methods of training, search for innovative forms of training, expanding access to 
educational resources, and the implementation of learning opportunities without space- 
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and time-based restrictions, the introduction of new approaches to the organization of 
educational services in general. Thus, the digital transformation of education is an 
integral part of the processes taking place in society today.  

The areas of developing the digital transformation of education are following [3]: 
transformation of goals, content and corresponding methods and forms of educational 

activities, which are associated with the penetration of new digital tools in various 
areas of human activity; 

educational institutions have to master new digital tools that increase the efficiency of 
the educational process; 

pupils/students should master new digital tools to increase the efficiency of their 
educational activities, and their digital competence needs developing;   

professional activities (b) content, methods and forms of educational activities that 
are transformed due to the impact of new digital tools on various areas of human 
activity; (c) new digital tools that increase the efficiency of the educational process, 
which is also changing; 

increase the efficiency of 
their professional activities; (b) digital tools that increase the efficiency of the 
organization of the changing educational process. 

Thus, authors propose the components that will change within the process of 
digital transformation of higher education institution (Fig. 2). 

 
Figure 2  Higher Educational Institution Digital Transformation Model (Source: own 

work) 
 
The main components of the proposed model include: 

educational environment (taking into account conditions of wide use of digital 
technologies there will be a virtualization of educational process, processes of 
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communication, cooperation, and educational institution management); 
technology and tools used by teachers and students; 
conditions of teachers-students interaction within the digital environment; it is 

skills, as students are already highly motivated to use digital learning tools;  
management of university process and the internal process in general.  

An envisioned model in response to the impact of digital transformation (Fig. 2) 
can be used as a roadmap for solutions for the digital transition to an innovative model 
for the functioning of the modern university. 

Conclusions. Thus, the result of the digital transformation of education is: 
creating a modern digital educational environment to provide equal access to quality 

educational services and resources anywhere, anytime and in order to improve the 
quality of education; 

digitalization of all components of the educational process; effective use of modern 
digital technologies and data through the development of digital skills and 
competencies of all education stakeholders; 

formation of new competencies of the educational process participants, i.e., 
competencies which are necessary for a successful life in the digital society. 
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Abstract. In this article the problems of systems for assessing the quality of 

knowledge based on test control. The method of complex assessment of students' 
knowledge based on the Type 2 Tagaki-Sugeno fuzzy model are proposed. 

 
In the modern educational industry, automated methods are increasingly being 

used to identify and test the quality of students' knowledge. In particular, knowledge 
testing systems are becoming more and more popular, moreover, gradually moving 
from an auxiliary tool to the main form of knowledge quality control. Knowledge 
testing systems have several advantages: the speed of knowledge testing, a unified 
approach to examiners, the ability of a student to take direct part in the examination 
process, and compare their results with similar results of their colleagues [1, 2]. 

Considering various grading scales (100-point, 5-point, 7-point, 12-point, etc.), 
we can note their common feature - not depending on the degree of graduation, most of 
them have a linguistic scale: Excellent , Good , Satisfactory , Unsatisfactory . 
Moreover, it is not always possible to accurately determine the transition boundary 
between two neighboring estimates. It can be argued that the process of assessing the 
quality of knowledge is intellectual in itself, and systems that automate these processes 
are humanistic systems [3], in which human judgments and the operation of quality 
indicators play a large role. 

Takagi-Sugeno FLS T2 involve the use of interval type 2 (IT2) fuzzy sets (FS) 
[4] in the antecedents of IF-THEN fuzzy rules of the form: 

 
(1) 

where   IT2 FS,  is the number of the rule. IT2 FS have the form 

(2) 

A method of fuzzy assessment of the quality of knowledge has been developed to 
obtain a comprehensive characteristic of a student for a training course (module). The 
Takagi-Sugeno fuzzy inference model with interval fuzzy membership functions of 
type 2 was taken as a basis. This model allows one to take into account the vague 
nature of the boundaries of linguistic estimates. Thus, giving at the output a more 
objective characteristic of knowledge (using the Karnik-Mendel fuzzy inference 
algorithm [5]. 
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The Takagi-Sugeno fuzzy model, the fuzzy rule consequents of which are 
presented in the form of functional dependencies, was not chosen by chance. Since this 
model allows you to form an expert opinion based on the numerical rating points given 
to the student during the course. 

Figure 1 schematically shows the organization of the fuzzy rule calculations 
when using the proposed method. Every fuzzy rule  of rule block 

 as input parameters  in the antecedent are 
accepts the evaluation for each lesson (topic), where m is number of lessons. 

The block of rules for fuzzy inference is drawn up by an expert teacher and can 
take into account the nonlinear dependencies of a student's knowledge for individual 
lessons (topics). This may take into account the incompleteness of the student's 
knowledge, as well as the subjective methodology of teaching and assessing certain 
academic disciplines. 

 
Figure 1  Organization scheme of the Takagi-Sugeno Type 2 fuzzy rule in the 

complex assessment of student knowledge 
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Abstract. This paper investigates using educational IoT in group of students. 

There is formal investigation of IoT system approach presented as transition systems 
and their composition which presented as Petri net with next liveness checking. Paper 
describes system architecture of IoT system which is the implementation of Petri net 
model. 

Keywords: educational IoT, web server, transition system, Petri net 
 
This paper investigates using educational IoT in group of students. There is 

formal investigation of IoT system approach presented as transition systems and their 
composition which presented as Petri net with next liveness checking. 

Main purpose of education system is learning programming by coding behavior 
of IoT device, where each correctly solved task can improve programming skills. 
Therefore, the group of students can solve common group task where each student has 
IoT device assigned. Common task is one task for group of students where each student 
can take a part in task solving by means of IoT device. 

IoT system model for education consists of three model: IoT device model itself 
which assigned to each student of group, task generating service which can create task 
for each device and can control task solutions from each student in group in context of 
solving common task  and third model is a model of communicating device which is 
controlled by each of students which can exchange information between task service 
model and IoT device model. 

Task service model, communication device model and IoT device model in the 
paper are presented as transition systems with sets of states and transitions accordingly. 
There is a described interaction model of system which is a result of multiplication of 
three transition systems which is presented as Petri net.  

Also, liveness checking of Petri net by means of TSS algorithm is used, which 
guarantees correct work of IoT system which is implemented by Petri net model.  

Paper describes system architecture of IoT system which is the implementation 
of Petri net model, which consists of three parts: IoT device system, which is controlled 
by mobile phone system via Wi  Fi, mobile phone as system, which can be controlled 
by a student which implements the communication between IoT device and task server 
via restful communication protocol, and task server which can create task for each IoT 
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In conclusion, this paper investigates model of education IoT as Petri net with 
liveness checking which is multiplication of transition systems and next system 
implementations of transition systems. System implementations are presented as task 
service server, mobile device system and IoT system with their communication 
protocols accordingly. 
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Abstract. The article is devoted to the design of an algorithm for providing 
accurate offers to online store customers based on their previous reviews. The article 
contains modeling methods explanations as well as practical use cases.  
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The development of an e-commerce activity is one of the Internet components [1]. 
This activity is a calling of our time. Simultaneously, these trends transform the user's 
decision-making process that is influenced by various forms of recommendations. 
Online marketing personalization is an obvious trend of the last decade [2]. According 
to McKinsey, 35% of Amazon revenue, and 75% of Netflix revenue comes from 
recommended products, and this percentage is likely to increase [3]. It is reasonable to 
form recommendations based on previously provided feedbacks and that is why an 
accurate algorithm design for product recommendations is an actual challenge. 

Classification model is an underlying model for the sentiment detection. The 
dataset that has been used for the research contains 23 thousand reviews with 10 feature 
variables such as goods id, category, text, rating etc. Reviews that have 4 or higher 
rating were marked as positive (True) and reviews that have 2 or lower rating were 
marked as negative (False). Neutral reviews that are equal to 3 were not included to the 
research.  

The dataset has been divided as 
training and test samples and been 
prepared to classification model design 
using different methods: Logistic 

Vector Machine and Neural Network. 

and Logistic Regression show the best 
results - the area under ROC-curve is 
equal to 0,95 (Figure 1). Thus, both of 
them are very effective in sentiment 
prediction.                                                  

Figure 1  Classification modeling results 
On the other hand, Naive Bayes takes less computation time and when we have a 

bigger dataset, this difference might be an important advantage. 
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The next step is a use of collaborative filtering as a standard method for product 
recommendations. Pearson correlation has been used to identify customers similar to 
the current customer in terms of their ratings on the same set of goods. After that, we 
took their ratings of goods the current customer has not bought yet and then 
recommended goods with the highest average rating to the user.  

The model accuracy evaluation has been conducted by the cross-validation and 

suggested algorithm performs much better than random recommendations and RMSE 
decreases with the increase of the nearest neighbors number, that is why we 
recommend running algorithm based on at least 30 connected customers in a graph. 

Figure 2  Model evaluation using RMSE 
 

Provided recommendation system can be implemented to the back-end part of 
online shops. 
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The current development of the economy is characterized by a rapid growth of 

the pace of informatization of economic processes, the expansion of the scale of e-
business and, in particular, of retail e-trade on a large scale [1, 2]. Rapid development 
of e-commerce and online marketing are becoming an attractive alternative to media 
campaigns because they can be cost effective with a relatively small budget and 
specifically targeted to user profiles.  

The aim of the study is to construct a model, describes in detail the work of an 
online store. The main task is the construction of a real object model and its functioning 
dynamics. For this purpose we used AnyLogic computing environment [3]. 

For fast tracking and responding to changes in the market, and to image 
dynamics increase the number of customers, it is advisable to use agent-based modeling 
technologies. The first step in building a model will be to determine the criteria and 
conditions under which the experiment will begin. A relatively small market with 5,000 
people will be considered. To implement the model, each client will be an agent. Since 
it is determined that the conditional company is new, no one will be interested in the 
product at first, people's interest will appear under the influence of advertising. After 
that, the number of successful sales will be affected by the natural increase in 
customers, which will occur due to the fact that customers who have already bought the 
product will share information with their friends. The last to the model will be added 
indicators that can negatively affect the operation of the system, as they will change the 
conditions under which each purchase will be made. 

The block scheme of the online store is very simple, step by step it can be 
described as follows: 

- buyer goes to the website of the online store, looks for the product and sends it 
to the cart when placing an order; 

- client indicates his contact details and method of payment; 
- manager contacts the client to confirm the order and clarify contact information, 

delivery point; 
- customer pays for the order at this stage, or does so upon arrival of the goods; 

the manager of the online store, or another employee, packs the goods and sends it by 
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courier service (if the customer did not prefer self-pickup); 
- customer receives the order and makes the payment if he has not done so before 
- after-sales interaction with the buyer (cross-sell, up-sell, advertising and email-

marketing). 
Potential buyer visits the online store, registers, places the selected order and: 
1) the goods are delivered to the warehouse 
2) collection of the order in a warehouse 
3) change the status of the order in the database to the current state at the time 
4) registration of documents to the order (check) and notification to the client 

about readiness 
The process of building an agent model consists of successive steps. 
Step 0. Analysis of the initial data.  
Step 1. Create a new model.  
Step 2. Creating drives. 
Step 3. Add a product sales stream.  
Step 4. Adding constants.  
Step 5. Setting the initial values of drives.  
Step 6. Creating dynamic variables.  
Step 7. Configure model startup.  
Step 8. Launch the model.  
Step 9. Add charts.  
In this model, the number of potential consumers is not reduced to zero, but is 

constantly replenished as consumers re-buy products instead of unusable ones. The 
intensity of product acquisition increases, decreases, and eventually takes on a value 
depending on the average suitability of the product and the parameters that determine 
the intensity of this flow. The presence of a product in the withdrawal model means that 
some part of the population will always remain potential consumers. The most effective 
option for an online store is one in which the time to collect the order is minimal. Thus, 
agent-based modeling technology makes it possible to conduct preliminary modeling of 
any enterprise in e-commerce to ensure the possibility of choosing the optimal market 
strategy and the required number of consumers of the product with minimal costs for 
their implementation. 
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Abstract. The authors provide their quantitative analysis of IT courses on the 

following educational platforms: Coursera, EdX, Udemy, MIT Open Course Ware, 
OpenLearn, Intuit, Prometheus, UoPeople, Open Learning Initiative, Open University 
of Maidan. The authors propose to use open educational resources for organization of 
independent work within the same Ukrainian courses in Ukrainian realities; for 
organization of distance learning; for professional development of teachers. 

Keywords. MOOC, Online Learning, online courses, online training courses, 
educational platforms, IT courses. 

 
Due to the great popularity of specialties in the information technologies (IT) 

customers from abroad, with different standards for creating or presenting virtual 
content. Therefore the analysis of an open educational resources in the IT field on the 
different educational platforms becomes relevant and would contribute to resolving the 
contradiction between the demand of Ukrainian society for a competitive IT specialist 
and the established content, methods, approaches, etc., of the training for such 
specialists in Ukraine. 

scientific resources that are openly accessible or licensed, allowing their free use and 

the MOOC is commonly used, which is understood as an open platform, that after the 
help of the recognized specialist in certain industry provides not only the free access, 
and online resources but also the social networks for active communication between a 
large number of students who self-organize their participation according to their own 
learning goals and prior knowledge and skills [2]. Such course can be positioned as 
organized by a program, which defines certain terms of study and topics, but at the 
same time active communication during the course can lead its organizers beyond the 
chosen problem. Such courses are not accredited and are not intended to guarantee 
certain learning outcomes, in contrast to open educational resources, which include, in 
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particular, the acquisition of a certain set of knowledge / skills for testing them 
internally and / or at the end of a course study in the form of testing or performing 
certain tasks. 

We conducted an analysis of ten open educational resources (ER) (Coursera, 
EdX, Udemy, MIT OpenCourse Ware, OpenLearn, Intuit, Prometheus, UoPeople, 
Open Learning Initiative, Open University of Maidan) regarding the availability of 
courses in the IT industry (analyzed as of March 2020). We conducted a similar 
analysis for open educational resources in mathematics [3] 

Quantitative data on the number of courses in total and the number of courses in 
the IT industry are shown in Figure 1. 

 

 
Figure 1. The proportion of computer science courses on various ER 

 
According to fig. 1 analysis, it can be concluded that among well-known 

educational platforms the most filled with different courses are foreign Coursera, EdX, 
MIT OpenCourse Ware, OpenLean and Intuit. The number of courses on them exceeds 
the value of 2.4 thousand, while in the Ukrainian Internet space the most saturated 
courses platform Prometeus where about 100 courses are located. 

Obvious (table 1) is the leadership position of the resource Udemy (in fig. 3 this 
resource is not displayed for a better visualization of the content of other resources) of 
the number of courses in general  82943, and on IT  35727. According to this 
resource in the number of IT courses is a platform Intuit, which offers 1152 courses, 
then go EdX (599 courses) and MIT OpenCourseWare (351 course). At least ten 
courses on IT-industry offer Open Learning Initiative (6 courses) and OUM (4 
courses). 

The results of quantitative analysis of the IT open in the IT field give grounds to 
formulate the following proposals for improvement of professional training of IT 
industry professionals in Ukraine. 

Organization of independent work within the separate courses of training plan 
specialists can be connected with the passage of a non-commercial course on one of the 
mentioned platforms. It is worth considering the amount of independent work (the 
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amount chosen on the open platform of the course should be about the same or 
smaller). Obtaining a certificate of course on an open platform will be a condition of 
enrolling actual work. 

We also consider it advisable to use the open non-profit ER for organization of 
remote or correspondence courses within the variation part of the training plan of the 
specialist.  

The level of the teacher's professionalism directly flows to the level of future 
specialist training, and therefore the successful completion of courses on open 
platforms should be perceived as a training for teachers. The certificate of completion 
of the course of 3 or more ECTS credits for a long-term improvement of training and 2 
credits ECTS [3] for short-term administration may be counted as a confirmation of 
advanced training for Teachers of educational institutions. 

The analysis conducted by us can encourage teachers to research specific open 
OR depending on their preferences and educational or scientific tasks. We believe that 
this will positively affect the quality of teaching copyright courses, the dissemination of 
copyright techniques and the teacher's professionalism. We also note the possibility and 
feasibility of distributing copyright techniques in the development of their own courses 
and promoting them on open platforms. 
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Abstract. This paper describes the developed network infrastructure of remote 

laboratories and discusses the effective mechanisms of remote sessions and 
technologies of network administration of laboratory equipment. The developed remote 
laboratory works and systems of visualization of the measured data, settings of a 
computer network, process of switching of the laboratory computer equipment and 
remote supervision are discussed in detail. Developed technical solutions, developed 
laboratory facilities, engineering and network solutions with a detailed description were 
analyzed in detail. 

 
Introduction 
Computer support of the educational process provides additional opportunities 

for both the independent activity of the student and for his work in classrooms and 
laboratories. Handling the network infrastructure and e-learning materials, the student 
can learn independently from textbooks with interactive examples and demonstrations, 
perform tests, prepare for scientific research. 

A remote lab is a distributed computing environment that allows students to 
conduct experiments by interacting with real devices, tools, and mechanisms through a 
customized telecommunications platform. [1, 2]. 

Today, remote laboratory work is an important topic for the educational 
community. Laboratory activity is an integral part of the educational process in higher 
education institutions in the study of natural sciences.  By conducting laboratory work 
the student not only acquires fundamental knowledge but also acquires the necessary 
skills, which is a requirement for its formation as a competent specialist[3, 4]. In 
engineering education, practical work is an important addition to theoretical courses. 
Students come to the laboratories to conduct experiments and evaluate the differences 
between their observations and predictions according to theoretical courses. The need 
for physical access to laboratory equipment is not in doubt, but the implementation 
during quarantine is an urgent and complex problem, which is especially actual for 
laboratory work in natural sciences[5]. 

Remote laboratories can be used for academic, industrial and research purposes. 
Laboratory equipment connected to the Internet provides remote control of the 
laboratory work process. [6]. In particular, the remote control is supported by 
telescopes, large-scale installations operating on particle accelerators, devices for 
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recording ionizing radiation, etc. Distance laboratory work is one of the most important 
applications of IoT principles to education, especially in physics and other fields for 
which experiments are a key part of the learning process. The Internet of Things (IoT) 
is a network of physical devices connected by local and wide area networks, including 
the Internet. As technology has evolved, the importance of IoT has increased 
tremendously. 

Despite the advantages and disadvantages, every year more and more universities 
start practicing remote laboratory works. Earlier, they were available in only a few 
universities that had research teams specializing in Internet technology. Now, many 
universities offer telecommuting in addition to traditional practice laboratories to 
present students of other universities the opportunity to operate with laboratory 
experiments that they would not be able to prepare in their own laboratories and to 
provide them extra laboratory time. 

Students and teachers typically access remote lab work through specialized web 
applications that allow them to control lab equipment, conduct experiments, and 
retrieve real measurement data. [7, 8]. 

 
Practical implementation 
The laboratory work is based on a research setup. This work well demonstrates 

the implementation of the concept of remote laboratory work for natural and technical 
sciences. Remote access to devices is implemented using standard interfaces and a 
computer connected to the Internet. 

The exponential method is used for calculation and analysis in this laboratory 
work. Its essence is the direct registration of the kinetics of photocurrent changes 
through a semiconductor sample under the influence of the latter on U-shaped pulses of 
light. 

The system architecture of experimental setup consists of three parts. 
The first part is designed for the generation of strobe-shaped pulses of light to the 

samples under investigation.  
The second part of the experimental setup  consists of a set of samples for 

measurement controlled by mosfet keys and digital oscilloscope.  
Distance learning students can access the laboratory through a specialized 

authorized website, where each student will receive personal instructions on how to 
join the remote laboratory of the university and perform laboratory work.  

 
Conclusions 
The development of remote laboratories is a promising direction for natural and 

engineering education, as they provide students with the means to design and conduct 
experimental research without the need for a physical presence near the laboratory 
equipment. 

The suggested and assembled remote laboratory setups demonstrate that due to 
the use of standard hardware interfaces and common mechanisms of network 
infrastructure to create a similar remote laboratory work can any researcher or teacher 
interested in ensuring that the learning process in higher education continues without 
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interruption and without significant restrictions on the flexibility and functionality of 
the laboratory installation. 
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Abstract. The research is devoted to analyzing the way of implementation of 

information and communication technologies in teaching process which could be 
helpful while forming professional language and speech competences of non-
philological students. The tasks of information and communication technologies as well 
as psychological prerequisites for mastering the knowledge and forming language and 
speech competences, communication skills and abilities are described. 

Keywords: teaching and learning model, information and communication 
technologies, professional competence, language and speech competence.  

 
In modern conditions of developing and widespread using computer equipment 

the learning process in higher educational institutions must be arranged with applying 
information and communication technologies which promotes differentiation and 

and intellectual potential. That is why educational institutions review the approaches 
for teaching the humanitarian disciplines in a professional direction, as well as search 
for innovative methods taking into account the development of information and 
communication technologies. In order to transform the traditional teaching model based 

with information and communication technologies is being actively implemented [1]. 
The high speech culture is a part of common human culture. Today we observe 

the heightened interest in the humanitarian disciplines as well as the state language; it is 
not enough for students to have knowledge acquired at school. Modern students are 
characterized by a predominantly imaginative perception of the world, so it is necessary 
to seek and use new opportunities of the human brains to form optimal methods of 
mastering knowledge. The graduate of higher educational institutions must perfectly 
know and use the Ukrainian language first of all. Developed language and speech as 
well as professional language competences encourage mastering the subject, increase 
working efficiency and influence positively on business relationships. The high speech 
culture and writing skills for a future professional is not just a reflection of his or her 
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professionalism, tolerance, good manners and intellectuality. It also determines work 
culture in all aspects. The search for innovative and effective methods of teaching at the 
courses in non-philological higher educational institutions determines studying 
peculiarities of forming language and speech competences of non-philological students 
with applying modern information and communication technologies. Also, the use of 
information and communication technologies makes it possible to diversify the work, to 
make the process of learning the humanitarian disciplines go beyond the teaching 

work. Sometimes it is due to multimedia resources that stud
learn the humanitarian disciplines are activated, which significantly affects the learning 
performance. According to many scientists, the development of individual competences 
in modern conditions is significantly influenced by the introduction of new information 
and communication technologies in the educational process [2, 3, 4, 5, 6]. 

information and communication technologies into teaching humanitarian disciplines 
from professional point. It determines fundamental linguo-didactic problems which can 
be solved by introducing information and communication technologies into the 
teaching process of humanitarian disciplines.  

Psychological and pedagogical conditions for forming professional language and 
speech competences of non-philological students with applying information and 
communication technologies are described. Changes in the model and components of 
teaching professional language with applying information and communication 
technologies are considered. We agree with the scientists who emphasize such tasks of 
applying information and communication technologies as forming information and 
communication culture of future specialists; ensuring the development of st
personal traits and skills, disclosing the creative potential of every student; increasing 
the efficiency of the educational process; providing creative research activities; 
intensifying the educational process. 

Psychologists include necessary psychological prerequisites for mastering the 
knowledge and forming language and speech competences, communication skills and 
abilities. They underline positive attitude to the learning process (interest in the subject, 
constant attention, and high pace of educational work); processes of direct sensual 
familiarization with the material (from the language point it includes schematic 
visualization, interactive learning technologies); thinking process (activation of 
concrete and abstract, conceptual and artistic thinking, perception, comprehension and 
understanding of the material); memorizing and storing the information received, the 
ability to reproduce it performing individual speech abilities. These prerequisites 
contribute to creating learning motives, encouraging non-philological students to learn 
linguistic theory and to produce speech activity, ensuring the development of linguistic 
persona. Their implementation is significantly facilitated by the introduction of 
information and communication technology training [4, 7]. 

The use of information and communication technology while studying at the 
courses of humanitarian disciplines in higher educational institutions of non-
philological profile helps to solve the problems of humanization of the educational 
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process and allows to significantly increase its effectiveness through intensification, 

combination of individual and team activities; prompt interrelation of the source of 
educational information and the student; timeliness, usefulness, appropriate dosage, 
availability (understandability) of educational information; adaptation of the rate of its 
presentation to the rate of assimilation; introduction of innovative teaching methods 
and tools. 

The analysis of approaches to the methodology of teaching at the courses of 
humanitarian disciplines in higher educational institutions of non-philological 
orientation shows that there is an objective need to develop a special methodological 
system of language training for the professional direction of future professionals with 
applying information and communication technologies, which would contribute to the 
formation of language and speech skills among students and their professional 
communication skills. 

The prospect of the research can be seen in the further study of the linguo-
didactic potential of modern information and communication technologies, a detailed 
analysis of the peculiarities of applying each tool of specific information and 
communication technology while the process of teaching different aspects of language 
by professional direction and forming skills in different types of language activity. 
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Abstract. The purpose of this research is to develop mathematical methods for 

information technology of biometric identification which will allow to recognize 
edical face masks 

during the pandemic.   
Keywords: biometric identification, face recognition, wavelet transform. 
 
Nowadays wearing medical masks caused increasing of the probability of false 

identification results of recognition systems from 5 to 50%, as the US National Institute 
of Standards and Technology (NIST) concluded [1]. 

During the ongoing pandemic researchers focus on quick and effective solutions 
to develop technologies that handle this problem. This research concentrates on the 
analysis of the already existing solutions and proposes a mathematical method of face 
identification for information technology based on wavelet transform under the 
condition of wearing masks by people. Since there is no database which contains face 
images with masks, a new database was created. This database contains 820 images of 
40 people, whose faces was limited only by top part of the face (forehead, eyes).  

First set of experiments was performed with the use of standard Python library 
face_recognition, which allows to recognize and manipulate faces from Python or from 
the command line with th

-of-the-art face recognition toolkit with deep learning. dlib model is a 
ResNet network with 29 conv layers. 

In the second set of experiments FaceNet system was used. It is a system that, 
given a picture of a face, will extract high-quality features from the face and predict a 
128-element vector representation these features, called a face embedding.  

Third part of experiments was performed to analyze the efficiency of three 
popular facial recognition methods: eigenfaces, fisherfaces, and LBPH. Eigenfaces 
algorithm processes all the training images of all the people as a whole and tries to 
extract the components which are relevant and useful. Fisherfaces algorithm extracts 
principal components that differentiate one person from the others, so an individual's 
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components become more useful over the others. The purpose of LBPH algorithm is to 
find face local structure by comparing each pixel to the neighboring pixel, forming a 
list of local binary patterns, that can be converted into a decimal number. 

Results of performed experiments are presented on the Figure 1. 
 

 
Figure 1  Results of identification with the use of face_recognition, FaceNet, 
Eigenfaces, Fisherfaces and LBPH methods on the dataset of masked images 

 
Mathematical methods proposed in this research based on wavelet transform, that 

provides processing of patterns hidden in the data performing data analysis in general 
as well as in the detail. To compare the results of the commonly used algorithms with 
wavelet transform there was developed algorithm with the use of Daubechies wavelets 
and reverse biorthogonal wavelets. 

Daubechies wavelets [2] are the type of basic wavelets, that orthonormal basis 
defined as: 

 (1) 

 
where function , j is the scaling index, k is the displacement 

index, and r is the filter index. 
Reverse biorthogonal wavelets [3] can be described with the following: 
 

 (2) 

 (3) 

 
Figure 2 depicts results of the Daubechies wavelet transform and standard 

deviation calculation on the dataset of masked images. 
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Figure 2  Results of the Daubechies wavelet transform and standard deviation 

calculation on the dataset of masked images 
 

Figure 3 depicts results of the reverse biorthogonal wavelet transform and 
standard deviation calculation. 

 

 
Figure 3  Results of the reverse biorthogonal wavelet transform and standard deviation 

calculation on the dataset of masked images 
 
The results of experimentation results analysis indicate that the popular and 

commonly used methods of face identification do not demonstrate high efficiency 
results. Proposed mathematical methods for information technology based on wavelet 
transform improves the face recognition and identification process under the condition 
of faces covered with mask. Specifically, the most accurate identification rate of 77,5% 
was obtained with the use of Daubechies wavelets. 
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Testing is controversial, debatable, but reliable, powerful, effective and, for some 

branches of human life, irreplaceable tool. In particular, the testing procedure is 
fruitfully used in programming, engineering, medicine, psychiatry, and education. 
Moreover, for example, pedagogical testing simultaneously performs several functions: 
teaching, diagnostic, evaluative, incentive, developing, educational, etc. 

Today there are many opinions about the appropriateness of using tests. On the 
one hand, tests are viewed as a means of positively improving the educational process 
towards its technologization, objectivity, and reducing labour intensity. On the other 
hand, tests are seen as a means of reducing the role of the teacher, and the test results 
are sometimes considered insufficiently reliable. However, it should be noted that, 
despite the different attitudes towards this area, testing itself becomes the main form of 
diagnostics of the level of students' training. 

We only note that tests, at least, eliminate the drawbacks of empirical control. 
After all, a test consists of a number of tasks in a certain area and a standard known to 
the teacher, that is, a sample of complete and correct performance of the task. 

Types of test items. Test items are traditionally divided into two large groups: 
closed and open. Closed-type tasks are considered in this work, namely: the problem of 
determining the arrangement of list elements in a certain sequence, that is, determining 
the order for arranging elements (objects, alternatives, entities), the sequence of actions, 
operations, the course of processes, the order of calculations, the chain of events, 
judgments and the like. In this case, respondents are offered a list of concepts, 
phenomena, dates, words, etc., which they must arrange in a correct sequence. Such test 
problems arise in various areas, for example: 

- Establish the chronological sequence of events; 
- Define some logical sequence; 
- Formulate a definition from a set of randomly given words; 
- Arrange some numbers in ascending or descending order; 
- Restore the order of the proof of some theorem; 
- Write a sequence of calculations when writing a program code that ensures the 

determination of the value of a given formula and the like. 
Such tasks help to form students' algorithmic thinking, consolidate the relevant 

knowledge and skills. 
Formulation of a task. Consider a formal description of the ordering of items in 

closed questions during testing. Note that models and methods for determining the 
competence of respondents based on the axiom of unbiasedness when ranking 
alternatives were studied, in particular, in the monograph [1]. 
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Let the set of elements of a complete answer ,Aai  nIi ,...,1  be given; the 

number of them is equal to ,n  .An  A respondent must build a linear (complete) 

order for this set, that is, a strict ranking of the given elements of the answer. We will 
denote the correct order of elements, which is known to the teacher, and for which the 

respondent receives the maximum score, through 0R , ,...
21

0

niii aaaR  

., IjIi j  Thus, the testing procedure can be formalized in the class of ranking 

problems. 
Note that the ability to guess the answer is the main reason for the negative 

attitude of teachers to the closed form of tasks. To eliminate this deficiency, a 
correction for guessing test points is even applied. Its essence lies in the fact that the 
number that can be guessed is subtracted from the total score received by each 
respondent, in accordance with the provisions of the theory of probability. 

Since the number of possible answers to the tasks of ranking elements is equal to 
!n , then at ,5n  for example, 120!5!n  and the value significantly increases with 

an increase in the number of elements that need to be ordered. That is, the probability 
of guessing the correct answer is extremely low. In this regard, the warnings of teachers 
regarding the possibility of guessing are baseless. 

Solution algorithm. When assessing the tasks of ordering a set of given 
elements, the dichotomous assessment of the task performance is most often used: 
"Yes" - "No", 0 or 1. Less often, some heuristic assessment rules are used. For 
example, a correctly completed task is assessed using 3 points, an error at the end of the 
task is assessed using 2 points, an error in the middle of a task is assessed in 1 point, 
and an error at the beginning of a task results in a zero value. It should be noted that 
sometimes in these tasks it is advisable to establish only a dichotomous, that is, a binary 
assessment. But a large number of test items allow for variations in grades over a wide 
range. 

We will apply algebraic approach, where it is appropriate and justified. That is, 
the value of the respondent's score *RC  will proportionally depend on the distance 

for the answer provided by him *R  to the correct (or - ideal, reference) answer 0R , 
and will symbolically denote the folowing: 

)/* ),(1(* 0 MdRRdBRC , 
Where B  the maximum possible score for the answer, Md  the maximum 

possible distance, that is, the distance from the correct answer to the completely 
incorrect which is opposite to the ideal one. For example, when the answer 

4321
0 aaaaR

1234* aaaaR . 
According to works [1, 2], distances in ordinal (rank) scales, in particular, 

ranking, are measured using various metrics, in particular: 
- Cook's metric for mismatching ranks (places, positions) of list elements 

,*),( *00

Ii
ii rrRRd  (1) 
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Where 0
ir the rank of the i th list element in the reference ranking of list 

elements 0R , *
ir  the rank of the i th list element in the ranking of the elements 

specified by the respondent; 
- Hamming metric 

Ii Ij
ijij

H bbRRd ,*),( *00
 (2) 

Where 10
ijb , ,, Iji  if and only if there is a relation ,ji aa  Iji,  in the 

correct answer 0R ; 10
ijb , ,, Iji when the ratio ,ji aa  Iji,  takes place in the 

correct answer 0R ; 00
ijb , Iji, ; 1*

ijb , ,, Iji  if and only if there is a relation

,ji aa  Iji,  in the respondent's answer *R ; 1*
ijb , ,, Iji when the respondent 

specified the following order ,ji aa  Iji, ; 0*
ijb , Iji,  in his/her answer *R  

- Euclid's metric 

,*),(
2/1

2*00

Ii
ii rrRRd  Ii ; 

- a vector of preferences, the elements of which are the number of alternatives 
that precede each alternative in the ranking. 

Maximum possible distances between the benchmark and the worst ranking are: 

- For the Cook metric of the form (1) 2/2nd
MK - for even ; and for odd ones it 

is calculated according to the formula 2/)1( 2nd
MK ; 

- For the Hamming metric of the form (2) the maximum distance is 

2/)1(nnd
MH . 

It should be noted that the respondent's partial answers should also be perceived 
and fairly evaluated. It is clear that this procedure must be justified and formalized. 
That is, the approach described in this work can be generalized in the case of 
incomplete answers when the respondent could not answer for technical reasons, or did 
not have time to fill out the test, or does not know the full correct answer, but is sure of 
its fragments, or does not want to give a full ranking of a given set of elements, etc. 
This situation can be viewed as a case of incomplete rankings. 

Conclusions. The paper proposes a new approach to calculating the score for 
testing using questions that involve compiling a list element. The approach is grounded 
and formalized; therefore, it can be applied in various subject areas. A positive feature 
of the proposed approach is the transparency of the rules that are a priori set by the 
organizers of testing and the absence of situations of uncertainty during the assessment 
procedure. In addition, the described approach allows for the possibility of further 
development and improvement. 
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Introduction. Randomness is one of the most important and difficult notions in 

computer science. The importance of randomness is justified by the fact that we face 
randomness in the simulation of real processes (physical, chemical etc.), cryptography 
and many randomized algorithms. Difficulty of randomness lies in the fact that its 
nature is controversial. Some classics of computer science (e.g. Turing and von 
Neumann) considered randomness as a purely physical phenomenon. Other 
mathematicians (von Mises, Kolmogorov etc.) tried to construct a rigorous 
mathematical theory of randomness. Thus, now there exist two parallel worlds: the 
world of physicists, engineers, computer scientists and other investigators that work in 
the field of real random events and the world of pure mathematicians that attend to 
theoretical issues of randomness (e.g. consistency of axioms, interconnections between 
different definitions of randomness etc.). We propose a strongly valid mathematical 
theory of randomness that is easily applicable in practice. We consider three classical 
approaches to randomness and propose an alternative model. 

Frequency approach (von Mises). The model proposed by von Mises uses a 
concept of an infinite binary sequence 1 2, ,...x x   (collective) that meet the following 
conditions: 1) if nh  is the relative frequency of units in first n elements of a sequence, 

then there is a limit 
1

1
lim , lim , 0 1

n

n kn n
k

h T A x p p
n

 (global regularity); 2) every 

infinite subsequence 
1 2
, ,...i ix x   drawn from the sequence 1 2, ,...x x  using a  rule of 

acceptable selection has the same limit p (local regularity). A sequence is random by 
von Mises is it has two properties: 1) every sequence of relative frequencies of units in 
the collective has the same limit; 2) the relative frequencies are invariant under the 
procedure of so-called acceptable selection, that is, the choice of a sequence in which 
the choice of an n-th element does not depend on its value. 

Randomness as computational complexity (Kolmogorov). Kolmogorov 
complexity of a sequence 1 2, ,..., Nx x x x , or is algorithmic entropy, is the length 

K x  of its shortest description, constructed using a Turing machine. If there is come 

additional information y , then we can consider conditional Kolmogorov complexity 

K x y . A sequence is called Bernoullian by Kolmogorov  if its complexity is close to 

2log k
NC , i.e. 2, log k

NK x N k C . Also, Kolmogorov introduced the notions of chaotic 

sequence that satisfies the condition 2, log k
NK x N k C m. Is a set A contains finite 

number of elements 1 2, ,..., Nx x x , then the complexity of its element is less or equal to 

2log N . An element x of A is random is its complexity is close to maximal, i.e. 
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2( )K x A log N . The difference  2 ( )log N K x A  is a defect of randomness of an 

element x . An infinite binary sequence 1 2, ,..., ,...nx x x  is random by Kolmogorov if for 

any natural n  there is a constant c  so that 1 2, ,..., nK x x x n c . 

Randomness as typicality (Martin- .  An infinite binary sequence 

1 2, ,..., ,...nx x x  is called random with respect to uniform measure, if for an arbitrary 

natural n there is a constant c  such that 1 2, ,..., nK x x x n c . Obviously, a sequence 

that is random by Martin-  From the other side, there are 
sequences that do not satisfy the conditions of Martin- .   

Alternative model (Petunin Klyushin). Consider the trial T  having two 
consequences: A and .A  Introduce the value kx   such that 1kx  if under kth repetition 
of the trial T  the consequence A is realized, and 1 otherwise.  The sequence of bits 

1 2, ,...x x  is called a Bernoullian sequence of order p , 0 1p , if  

1

1
lim , lim

n

n kn n
k

h T A x p
n

, where ,nh T A  is the frequency of the event A under 

the  n repetition of the trial T . 
The main point in our theory is that for correct definition of the concept of 

random trial we must use an infinite set of series 1 2, ,...X X . For convenience, let 

arrange these series as indefinite characteristics matrix 
, 1

( ) ij i j
T x .  

 Let 1 2, ,..., ,...i i i inX x x x  be rows and *
1 2, ,..., ,...j j j njX x x x  be columns of 

characteristics matrix T . It is easy to see that every row nX  and every column *
nX  

of the matrix T  generate real numbers n  and *
n  from the segment 0,1 . Really, 

put 1 20, ... ...n n n nnx x x  and *
1 20, ... ...n n n nnx x x  and consider these expressions as 

binary ratios. Denote  as  M  and *M  the sets of numbers n  and *
n , respectively. A 

trial T  is said to be random if: 1) every row nX  and column *
nX  ( 1,2,...n ) of T  

is a Bernoullian binary sequence of the same order 0,1 ;p  2)  sets M  and *M  

corresponding to rows and columns of T , respectively, are everywhere dense in 

0,1 . A random experiment E  consists of infinite series of the random trial T . A 

random event ER  is an outcome of T  inducing the experiment E . The result R  can be 

outcome of a random event A or .A  A probability ,p E A  of a random event ,E A  is 

an order 0,1p  of a Bernoullian sequence consisting of results of a random trial T  

generating the random experiment .E  
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Abstract. The technology for structuring of group expert assessments formed 

under complex (combined) types of ignorance caused by uncertainty, inaccuracy, 
inconsistency, conflict (contradiction) and their combinations has been proposed, based 
on the mathematical apparatus of the theory of evidence and the theory of plausible and 
paradoxical reasoning. Different quantified measure of uncertainty and conflict in 
evidence theory has been considered. 

Keywords: information technology, decision-making, expert evidence, 
combination rule, ignorance. 

 
The problem of choosing and making managerial decisions is often solved in the 

face of an increasing number of external and internal factors that affect the achievement 
of the goal. In this case a person cannot, at the heuristic level, guarantee synthesis of 
optimal strategy for decision-making taking into account all the conflicting factors. The 
situation is aggravated in the presence of various types of ignorance, which are 
inextricably linked with the processes of formalization and presentation of the existing 
system of knowledge, and have a direct negative impact on the processes of extraction, 
analysis, presentation and processing of data and expert knowledge. This, in turn, 
creates the preconditions for the synthesis of a complex of formalized mathematical 
models focused on the intellectual support of the processes of preparation and decision-
making in conditions of complex forms of ignorance, multi-criteria and risk. 

The aim of the work is to present and formalize the main ideas of the technology 
for structuring expert knowledge, in the context of complex (combined) types of 
ignorance generated by uncertainty, inaccuracy, inconsistency, conflict, contradiction 
of expert knowledge. It is based on a systematic approach to the identification of 
various forms and types of ignorance, and its combinations that creates conditions for 
reasonable choice and application of methods for expert knowledge analysis. 

Let's consider the main ideas of the proposed technology. Let },1|{ niAi  be a 
set of alternatives, on which certain limitations can be imposed: mutually exclusive 
and / or mutually exhaustive elements, which determines the type of model in frame of 
which expert evidence will be formed. 

Let a group of experts },1|{ tjE j  have formed profiles of expert preferences 

},1|{ tjB j  on the set },1|{ niAi . The profile Bj formed by the expert Ej reflects 
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his preferences regarding all analyzed elements of the set A(depending on the chosen 
analysis model). 

For each expert the same instruction has been presented, which prescribes what 
they should do with the set A. The instruction contains information about a scale 
measurement type, within which experts express their preferences, which in turn affects 
the information received from experts (words, conditional gradations, numbers, 
rankings, binary relations or other objects of non-numerical nature). 

The profile Bj formed by the expert Ej reflects his preferences, expressed within a 
given scale, with respect to the elements of the set A. The expert himself decides which 
elements (or selected groups of elements) of the set A will be evaluated. Thus, the 
profile of preferences Bj formed by Ej may contain: estimates expressed with respect to 
all elements of the set A; the assessments expressed regarding the preferred elements of 
the set A; the estimates expressed regarding the selected groups of preferred elements 
of the set A. 

Next, the set of expert assessments },1|{ niBi  is fed to the input of the block 
of ignorance nfi identification, inf NF , in this case we are talking about such types of 
ignorance nfi as uncertainty, inaccuracy, inconsistency, conflict or their combinations 
that can be simultaneously present in the knowledge system. In the ignorance 
identification block, a system of identification criteria },1|{ )( zjcC i

ji , 1,i p , of the 

analyzed forms of ignorance },1|{ pinfNF i  is formed. On the basis of formed 
},1|{ )( zjcC i

ji  a system of decision rules },1|{ )( hlRSR i
li  for nfi identification is 

developed. For nfi identification it can be used one or combination of features, which 
allows to unambiguously establish the presence of nfi in the initial data (knowledge) set. 
The absence of nfi is recognized if for all set of proposed ignorance identification 
criteria Ci confirmed absence of nfi ( ( ): absence of ;i

j ij c nf ); the presence of nfi is 

recognized if there is at least 1 criterion ( )i
jc  (from a given set Ci) signals the presence of 

nfi ( i
i

j nfcj )(: ). 

First, it is necessary to form a set of criteria },1|{ )( zjcC i
ji , which, in turn, are 

considered as indicators of the presence of ignorance in the analyzed data (knowledge) 
set. 

For identification the above forms of ignorance (and their combinations), it is 
proposed to use the following features: 

1. The structure of expert evidence. 
The level of conflict. 
Indicators of the quality of the received evidence: level of auto-conflict; the 

degree of specificity of the generated evidence, etc. 
The degree of inconsistency of the formed expert evidence. 
Limitations which are imposed on the frame of discernment A. 
The next step is to form a system of decision rules },1|{ )( hlRSR i

li  for analyzed 
forms of ignorance identification. 

Based on the formed decision rules )(i
lR , a rule for choosing a method for 

modeling the above forms of ignorance (and their combinations) can be obtained: 
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( )
1

( )
2

, if : absence ;

, if : ;

i
l i

j i
l i

P l R nf
B

P l R nf
 

where P
1
 indicates that expert evidence are no contradict, have a high (acceptable) 

quality, and consistent; P2 indicates that expert evidence have a high (not acceptable) 
level of conflict. 

If 1PB j , then it is assumed that the expert evidence are consistent (they are 

characterized by close evidence, the presence of a low / insignificant level of conflict), 
and may indicate a high (acceptable) quality of expert evidence. 

In this case, evidence combination rules can be used to find the aggregate expert 
assessments formed in frame of DS or DSm model [1 4]. The algorithm for the 
complex use of evidence combination rules for aggregation of expert assessments 
formed in frame of DS model has been proposed. 

Let a set of },1|{ kiPi  potential combination rules be given. It is proposed to 
choose a rule P , jicombP P mmm , that minimizes the value of the total uncertainty of 

the combined  )(mmin combPT .  
Formally, the procedure for choosing a combination rule can be represented as 

next successive stages. At the first stage, from the set of available combination rules 
},1|{ kiPi , a subset  is selected that satisfies a set of specified criteria 
},1|{ qii . 

competence, information about and conflicts, degree of interaction and the structure of 
expert evidence can be considered as criteria for choosing a combination rule. 
Recommendations for the selection of combination rules based on the analysis of a 
number of criteria are given in [1, 5]. As a result, the initial set },1|{ kiPi  will be 
narrowed down to subset },1|{ ziPi , kz , that obtained by excluding from the set P, 
rules that do not satisfy the formed set of criteria  

The choosing the combination rule based on the analysis of quantitative 
characteristics of uncertainty has done on the second stage. 

At first, the combination rule lP  is selected that maximizes the value of 
measure that reflects the degree of specificity of the combination result max( )mm( jliS P

),. 1)mm( jliS P . 

Next, the combination rule rP  is selected that minimizes the value of the 
measure that reflects the degree of contradiction of the combination result min(

)mm( jri PContr ), 0)mm( jri PContr . 

If rl PP , then a combination rule is selected that satisfies the following condition: 

.mmmm,

;mmmm,

jrijlir

jrijlil

PTPTP

PTPTP
P , 

where T is a measure of global uncertainty. 
If 2PB j , then it was revealed that there is inconsistency (conflict) of expert 

evidence, which indicates the presence of several subgroups of experts with similar 
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assessments, or the presence of so-called dissident experts (one or more experts with 
estimates significantly different from those of the main group). 

As a result, three tasks arise: 
1. Identification and exclusion of conflicting (contradictory) evidence 

(experts). 
Partitioning (clustering) of the original set of expert evidence into homogeneous 

(with an acceptable level of conflict) subgroups. 
Aggregation of conflicting (contradictory) evidence in order to develop a group 

assessment. 
The next step is to determine the nature of the task of expert assessments 

structuring and the choice of the mathematical formalism for the analysis of expert 
assessments. If the absence of ignorance type nfi (or its combinations) is confirmed, 
then the procedure for structuring the set of expert assessments is reduced to solving the 
problem of finding an aggregated (generalized) expert assessment. If the analysis 
reveals the presence of nfi (the set of expert assessments is characterized by low 
consistency, or inconsistency of assessments), then the procedure for structuring the set 
of expert assessments is reduced to solving the problem of partition the expert group 
into several subgroups (clusters) of experts with close (agreed, consistent, homogenous) 
assessments, for their subsequent analysis and search for an aggregated estimate within 
each of the selected subgroups. 

The final stage is the interpretation of the results of structuring and the 
development of a group solution. 

The proposed technology is designed to solve the problem of analysis (ranking, 
clustering, ranking clusters) of group expert assessments under multi-criteria, multi-
alternativeness and complex forms of ignorance (uncertainty, inaccuracy, 
inconsistency, conflict) in order to synthesis a final (generalized) assessment that takes 
into account opinions (arguments) of each expert. 
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Abstract. The article presents an analytical model for the maintenance of short-

term facilities with temporary redundancy, which are used not continuously, but 
occasionally. These systems perform tasks that arrive at random times and take some 
time to complete. Examples of such systems are communication systems as well as 
various automated control systems. In the developed model, various factors of the real 
functioning of this class of systems are taken into account. 

Keywords: information and communication networks, refusal, failure, readiness 
index, reliability index. 

 
The article  method is proposed for determining the optimal maintenance 

frequency and extreme values of the indicators of the systems under consideration: a 
cient of technical utilization and a cost 

(average unit costs). 
The need for maintenance arises at the stage of operation of any technical 

system. The main purpose of maintenance is to ensure the maximum efficiency from 
the usage of the system during operation. This goal can be achieved by purposeful 
intervention in the functioning of the system through a rational choice of the type of 
maintenance, justification of the optimal timing and content of maintenance. Therefore, 
the solution to the problem of optimal maintenance, in which the extreme values of the 
selected indicators are provided, is relevant. 

t-
in which an object is represented by one generalized structural element. Let the 
operating time of an object to failure 0t  be distributed according to an arbitrary law 



302                         Information Technology and Interactions (IT&I-2020) 

ttPtF 0  with a finite mathematical expectation 0t , and a failure manifests itself 
at the moment of its occurrence (a system with instant indication of failures). 

The system performs tasks arriving at random moment of time, and the time 
intervals between the times of arrival are distributed exponentially with a parameter f

. We will assume that the duration of the task is so short in comparison with the average 
operating time of the object to failure that it can be practically neglected (short-term 
system). This means that if an incoming task finds the system in a working state, then it 
is executed with a probability of one. 

Suppose that at the initial moment of time 0t  the object is operational and a 
scheduled preventive maintenance is assigned at a deterministic time T , which 
determines the frequency of maintenance. Before the start of service execution, one of 
two independent events can occur: object failure or task arrival. Let the object fail is 
first. In this case, the restoration of its performance immediately begins, the duration of 
which is a random variable Rt , distributed according to an exponential law with a 
parameter  and a finite mathematical expectation zRt 1 . If a task is received 
during the recovery process, then a delay (delay) in its execution for a time a  is 
allowed, which can be a random variable, exponentially distributed with a parameter , 
or a deterministic value constat . If the restoration of the object's operability is 
completed before the use of the time reserve a  (or at ) that determines the permissible 
lag time, then the task is executed with probability one, otherwise, at the moment the 
condition aRt  (or aR tt ) is fulfilled, the system fails (task execution failure). 

Let the object fail until the moment T  (an event Tt0  has occurred). Then, at 
the appointed time T , maintenance starts, the duration of which is exponentially 
distributed with a parameter . If a task arrives in the process of servicing, then 
servicing is terminated and the object is transferred to the main (operating) mode in a 
random time zt , exponentially distributed with a parameter z . At the same time, the 
system provides for a permissible time for bringing an object to readiness to perform a 
task 1a , which can be a random variable with an exponential distribution law with a 
parameter 1  or a deterministic value const1at . If 1azt  (or 1az tt ), then the 
received task is executed with probability one, after which the object is transferred to 
the maintenance completion mode. Otherwise (at 1azt  or 1az tt ) at the moment 
when the time reserve is used up, the system malfunctioning (refusal to complete the 
task) occurs. 

Thus, the system uses two components of the replenished reserve of time: one 
component is provided in the system itself ( a  and 1a  or  at  and 1at ), and the other is 
due to the random nature of the arrival of tasks (the time from the moment of object 
failure or the start of maintenance to the moment the task is received). 

It is necessary to obtain analytical expressions for the service quality indicators: 
technical usage coefficient K tu  and average unit costs  (objective functions) 

and determine the optimal values of the service frequency * and *
1 , at which the 
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quality indicators take extreme values: the maximum value *K tu  for the technical 

utilization factor and the minimum value *
1  for the average unit costs. 

The studies carried out and the results obtained allow us to draw the following 
conclusions:  

For the same values of the time for performing maintenance and restoring the 
object's operability 1 , the considered maintenance strategy provides a sufficiently 
high efficiency of the types of restoration work used, and the value of the technical 
utilization factor depends significantly on the ratio of parameters  1az t ,  f , zf , 

that determine the amount of time reserve and the efficiency of its use.  
In particular, it can be seen that an increase in the intensity z  of the transfer of 

the object from the maintenance mode to the main mode (with an increase in 1az t  and 
const1at ) by only two times leads to a significant increase in the efficiency of 

maintenance. This is due to the fact that with an increase in 1az t  system downtime due 
to maintenance, they are more and more compensated for by the time reserve existing 
in the system, while the amount of downtime compensation when restoring the object's 
operability does not change. 

In the case when the value  (at const ), in the system, only the 
restoration of operability after failures is carried out and coefficient of technical usage 
asymptotically tend to the value of the stationary availability factor of the system hK  in 
which maintenance is not carried out.  

The value of the technical utilization coefficient is also significantly influenced 
by the failure rate  of the object under consideration.  
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Abstract. New class of mathematical models for computation theory is 

considered  namely cellular automata (CA) with branching transition functions. The 
key point is possible multivaluedness of transition functions. Some cases with complex-
value functions had been considered. The case of continuous-valued CA and their 
finite-valued approximations are discussed.  
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1. Introduction 
Typically, classical cellular automatic machines (CA) have a cell assembly 

structure with a certain set of possible states. The states change at discrete points in 
time according to certain rules. Up to now, as far as we know, these dynamic rules have 
been defined using unambiguous transition functions. Recently, there has been a need 
to investigate CA with multi-valued transition functions [1]. Further study of such new 
CA (with multivaluedness) depends on examining specific examples of such objects. In 
this paper, we propose complex-valued cellular automata with a branched (multi-
valued) structure with values on the Riemann surface. CA with the location of cells on 
the Riemann surface are also considered.  

 

2. One-dimensional case 
In this paragraph we will illustrate the simplest cases. 
2.1 One branching point where branching conditions are not met for any point 

(e.g. all values during evolution are on the same branch of a function, e.g. on a function 
 branch. Then the branching point is the only point, but let the CA values be outside 

the vicinity of the branching point. This corresponds to the class of unambiguous CA, 
but with certain generalizations. Namely, in our general case, CA looks like 
 

 );}({1
N

nn
i xx                                                                                                 (1) 

 

 n
ix  - state value of i  cell at n  moment of time ( ,...2,1,0n  ). In the case of classic CA, 

such as a game of life, the state of the cell is 0 or 1. In our case, the complex function 
, 1, CMMx n

i  where M  - some subset of the space of complex numbers. 
Here we represent the evolution of the values of one cell. Note that just in such 

case we have essential difference from the classical case. We can assume a whole set of 
values M , including cardM , when a continuum of values is also allowed. Note that 
in general case it is possible to consider approximations of a continuum set M  using a 
discrete set MMK  with a finite number K  of possible cell values. An interesting task 
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is the rigorous mathematical study of the applicability of such approximation, as well as 
the crystallization of the approximation. 

2.2 A more complicated case is when the branching point of the transition 
function appears in the value range for only one cell. A simpler case appears to be 
implemented for the function  presumably with no jumps between branches, which 
requires further research. In this case, the idea of approximation with a finite set of 
values by branches can also be applied. 

However, for arbitrary analytical functions with a large number of branches (or 
even an infinite number of branches) the problem is more complex. In this case, all 
studies on the limit behavior of CA remain valid. But, limit behavior must be 
investigated for a multi-valued case, for which the theory of multi-valued dynamic 
systems should be involved. Along the way, we will point out another new class of 
research problems. For traditional cellular automata (including the game of Life) we 
can set the following problem: according to the well-known rules of CA, to find CA 
with a complex-valued transition function such that traditional CA is an approximation 
of complex-valued CA. In this case, it is possible to raise the problem of studying 
traditional CA. Probably, the function  can only evolve over two branches 
independently of each other (without jumping from branch to branch). 

This creates a whole new set of problems associated with finding special function 
. The first class of problems is related to the construction related to a specific CA 

(including traditional ones). Then it is necessary to simplify problem definition and 
achieve only the proximity of a given CA solution with a certain complex function  at 
a certain time range [0, T]. It is also possible to use functions  with an infinite number 
of branching points. It is also important to construct a function with given branching 
points so that these branching points set a fixed behavior of the solution or at least 
approximate the required behavior of a multi-valued solution on a certain range. 

2.3 Set out in pp. 2.1-2.2, it is easy to generalize for other problems as well. 
Thus, nothing limits the transfer from the case of 1D space with only one branching 
point in one cell to the case of possible branching points in each cell of the cell space. 
Everything said 
also possible to generalize the very concept of cellular automata. Thus, it is possible to 
consider cell automata on Riemann surfaces. A particular problem is the study of the 
dependence of the dynamics of CA on the topology of the space in which CA is given. 

By the way, the transition from CA with a continuum of possible values to 
approximations of finite sets correlates with the study of continuous dynamical systems 
with the methods symbolic dynamics in ergodic theory. 

Thus in proposed paper we had been introduced new class of cellular automata 
with presumable multivaluedness. New research problems are proposed. 
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Abstract. A study of the current problem of developing technology for 
determining the level of process controllability in complex systems, with different 
modes of operation was done. In this investigation for the first time was proposed a 
fuzzy mathematical model based on expert hybrid data, using linguistic and quantitative 
variables. 
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Information systems and technologies are increasingly replacing intellectual 

ones, but the desire to represent the future does not disappear. At the present stage of 
human development, there is an increasing desire to control the processes in the world. 
Tools for analyzing massive data sets, today allow you to get new, high-quality 
knowledge from various information. The amount of data is growing rapidly in all 
areas, with them there is a need for processing, which is reduced to obtaining 
knowledge, on the basis of which further decisions are made. Such technologies make 
life more comfortable, more stable, smarter, and most importantly safer.  

Today, decision support systems are increasingly using data mining tools. But 
most of them are designed to make decisions in the safe mode of operation of systems. 
For conditions where the system is rapidly changing modes from safe operation, 
emergency to disaster, most decision support models are not able to adequately assess 
the situation. Proof of this is the work of the municipality, region, state in the 
conditions of, for example, a pandemic of coronavirus infection (COVID-19). 

Every day, due to various circumstances, extraordinary situations occur that lead 
to material destruction, threat to health or life. Often through the fault of decision-
maker, making the wrong management decisions. Management decisions directly affect 
the safe state of the system environment. Sometimes decision-maker try to control 
processes in complex systems without suspecting that process control is very low or 
non-existent. There are circumstances that do not depend on people. However, there is 
our desire to know whether we can influence certain processes. There are events that 
we cannot change, but we must work to anticipate them. 

At a time when a complex system is moving from a safe mode of operation to a 
catastrophe, the situation is changing rapidly, the controllability of processes is 
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declining, the data influencing decision-making are becoming increasingly vague. Any 
emergency or catastrophe is the end result of a consistent transition of the normal mode 
of operation of the system, respectively, in an emergency or catastrophic situation.  

Confirmation of the above is illustrated by the following example. The 
investigation of the plane crash shows what factors and influences accompanied the 
events of the crash. The conclusion of the causes of the crash indicates whether the 
accident situation depended on the pilots, the technical condition of the vessel, weather 
conditions and the possibility of avoiding the accident. The factors of the internal 
condition of the aircraft, the influence of the external environment, the actions of pilots 
in an emergency situation and human factors in the management of air traffic are 
indicated. In other words, the assessment of process controllability in a complex ship 
piloting system is indicated. And most importantly, the International Civil Aviation 
Organization is taking clear steps to prevent similar situations in the future.  

The above, argues and confirms the relevance of our study on the application of 
intelligent analysis, systems approach, processing fuzzy data to develop technology to 
assess the level of process control in complex systems from normal to disaster. The 
relevance of this study proves the need to understand the controllability of processes in 
different objects of study and different modes of operation, for sustainable operation of 
systems, achieving its goals, formalization of such processes, especially in a pandemic 
COVID-19. 

The logic of the study is as follows: if the overall assessment of the system is 
high, the factors influencing the control processes for the appropriate mode of 
operation, then we can talk about a high level of process control in the system, and 
competent management decisions will achieve the goals of the system. ensure the 
appropriate level of security of the system operation environment.  

The logic of the study is as follows: if the overall assessment of the system is 
high, the factors influencing the control processes for the appropriate mode of 
operation, then we can talk about a high level of process control in the system, and 
competent management decisions will achieve the goals of the system. ensure the 
appropriate level of security of the system operation environment. 

Let it be known some object of study that we will consider as a complex poorly 
structured system S. There are many known system goals and many factors that affect 
the controllability of complex systems. Also known are the indicators of the system that 
allow to quantify or qualitatively assess the property of the system. Fuzzy models of 
system evaluation are built on the basis of known indicators. Within this, it is necessary 
to assess the controllability of processes in the object of study for quality decision-
making depending on the modes C: regular situation, out of the regular mode, critical 
situation, emergency, accident situation, accident, catastrophic situation, catastrophe.  

Suppose we have a set of indicators K, according to which we will assess the 
level of process control in a complex system S. Indicators can be a whole system of 
criteria, factors and models, based on which a single aggregate assessment is derived. 
For example: the level of control of the aircraft is influenced by indicators that depend 
on the factors of the technical condition of the aircraft, external conditions, human 
factors and risk-oriented situations; the level of safe financing of innovative projects is 
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influenced by factors of the microenvironment of the project (strength of the idea), 
environmental factors (competitors, market, policy), factors of risk management and 
anticipation, and the main level of project developers. 

Formally, we can present a fuzzy model for determining the level of process 
control in complex systems, taking into account the different modes of operation as 
follows: 

     (1) 
 an operator that matches a set of output values R, with input variables I;M;C. 

The input data of the model are: I  expert indicator or quantitative assessment of the 
level of process control in the system, or a combination thereof; M  taking into account 
the reasoning of the decision-maker on the scenario of unfolding events; C  system 
operation mode. At the output of the evaluation model we have:   assessment of 
process control in complex systems taking into account different modes of operation on 
the basis of which the level is determined R. 

As a result of the study, the following results were obtained for the first time: 
 a fuzzy mathematical model for determining the level of process control in 
complex (weakly structured) systems taking into account different modes of 
operation, based on expert hybrid data, using linguistic and quantitative 
variables has been proposed. The estimates of the indicators of a complex 
system are aggregated in relation to the decision-maker reasoning about the 
scenario of events. One aggregate estimate of the level of process control in a 
complex system with respect to different modes of operation is derived. Based 
on the obtained result, can be determined the level of safe operation of the 
system to prevent negative consequences or confidence in achieving the goals 
of the system. All this allows to reveal the uncertainties of expert opinions and 
data obtained, justifying the degree of decision-making and to draw adequate 
conclusions, taking into account the different modes of operation; 

 experimental testing of the conducted research in the task of determining the 
level of process control in the airport management's information systems, with 
data security threats, taking into account different modes of operation was 
done. A web application was created for the developed model, with the help of 
which you can configure models and conduct experimental research for 
various application tasks. 

The rationality of the obtained aggregate estimates, the level of safe state to 
prevent negative consequences of the system, or the confidence of achieving the goals 
of the system in different modes of operation, proves the advantages of the developed 
model. The reliability of the obtained results is ensured by the correct use of intellectual 
analysis of knowledge, system approach, fuzzy set theory, which is confirmed by 
research results. 
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Chaotic signals have the following characteristics: sensitive dependence on the 

initial conditions, unpredictability, similarity to the noise, and difficulty to be 
deciphered. Therefore, it is especially suitable to be applied to the secure 
communication field [1-3]. In this paper, the pulse transformation of analog nonlinear 
signals is presented. Classi
nonlinear signals was used for demonstrate of this process. Electronic circuit and 
components with nominal values are presented. MultiSim software environment was 
selected for analysis and demonstrate of computer modelling results. 

The electronic circuit is displayed in Fig. 1, with component values: capacitors 
C1 = 100 nF, C2 = 10 nF, diodes VD1, VD2  1N4148, DA1, DA2  operational 
amplifier TL082, powered by a 9 V, VCC1  +5 V, one transistor VT1  2N2222A, 

 

 
Figure 1  Circuit realization of the process of pulse transformation 
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Figure 2  Time series and pulse transformation 
 
Fig. 2 shows time series and pulse transformation for chaotic coordinate X. The 

simulation parameters for Fig. 2: U1 = 5 V/div, U2 = 5 V/div, time scale 2 ms/div. 
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Abstract. We study and describe two new adaptive two-stage proximal 

algorithms for the approximate solution of equilibrium problems in Hadamard spaces. 

For pseudomonotone bifunctions of Lipschitz type, theorems on the weak convergence 
of sequences generated by the algorithms are proved. A new regularized adaptive 
extraproximal algorithm is also proposed and studied. 
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In the talk based on works [1-3], we study and describe two new adaptive two-

stage proximal algorithms for the approximate solution of equilibrium problems in 
Hadamard spaces. The proposed rules for choosing the step size do not calculate the 

values of the bifunction at additional points and do not require knowledge of the 
Lipschitz constants of the bifunction. For pseudo-monotone bifunctions of Lipschitz 

type, theorems on the weak convergence of sequences generated by the algorithms are 
proved. The proofs are based on the use of Fejer properties of algorithms with respect 

to the set of solutions to the problem. 
A new regularized adaptive extraproximal algorithm is also proposed and 

studied. To regularize the adaptive scheme, the classical Halpern scheme was used, a 
version of which for Hadamard spaces was studied in [4]. 

Let ,X d  be a Hadamard space. For a non-empty convex closed set  and 

bifunction :F C C  we consider an equlibrium problem: 

find x :  , 0F x y   y .                                     (1) 

We assume that the following conditions are satisfied: 

  , 0F x x  for all x ;  

 functions , :F x C  convex and lower semicontinuous for all x C ;  

 functions , :F y C  are weakly upper semicontinuous for all y C ;  
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 bifunction :F C C  pseudomonotone, that is for all x , y C  from 

, 0F x y  it follows that , 0F y x ;  

 bifunction :F C C  Lipschitz type, that is, there are two constants 0a

, 0b  such that for all , ,x y z C  
2 2, , , , ,F x y F x z F z y ad x z bd z y . 

We denote set of solutions for (1) by S . In what follows, we will assume that 

S . 

Let's describe one of the algorithms. 
 

Algorithm 1. daptive version of the extraproximal algorithm. 

Initialization. Choose element 1x , 0,1 , 1 0, . Assume 1n . 

Step 1. Calculate 
21

2,prox arg min , ,
nn nn n y C n nF xy x F x y d y x . 

If n nx y , then stop and nx S . Otherwise, go to step 2. 

Step 2. Calculate 
21

1 2,prox arg min , ,
nn nn n y C n nF yx x F y y d y x . 

Step 3. Calculate 

1 1

2 2
1 1

1 1

, if           , , , 0,

, ,
min , ,    otherwise.

2 , , ,

n n n n n n n

n n n n n
n

n n n n n n

F x x F x y F y x

d x y d x y

F x x F x y F y x

 

Set : 1n n  and go to step 1. 
Algorithm 1 converge weakly. To ensure the convergence of the approximating 

sequences in the metric of the space to the solution of the equilibrium problem (1), we 
considered algorithm 1, regularized using the alpern scheme [4], with adaptive choice 
of the step size. 

 
Algorithm 2. 

Initialization. Choose elements a C , 1x , values 0,1 , 1 0,  and 

sequence n  such that 0,1n , lim 0n
n

, 
1 nn

. Set 1n . 

Step 1. Calculate   

,prox
n nn nF xy x . 
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Step 2. Calculate  

,prox
n nn nF yz x . 

Step 3. Calculate   

1 1n n n nx a z . 

Step 4. Calculate 

2 2
1

, if     , , , 0,

, ,
min , ,    otherwise.

2 , , ,

n n n n n n n

n n n n n
n

n n n n n n

F x z F x y F y z

d x y d z y

F x z F x y F y z

 

Set : 1n n  and go to step 1. 

We plan to consider more special versions of algorithms for variational 
inequalities and minimax problems on Hadamard manifolds (for example, on the 
manifold of symmetric positive definite matrices). 

This work was supported by Ministry of Education and Science of Ukraine 
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Most of the systems that modern science explores are complex. They form 

multilevel structures. The functioning of such systems is not described by the usual sum 
of interactions of their elements. Complex technical systems (CTS) are built to perform 
certain special tasks. The development of artificial systems leads to the complication of 
their functioning and the emergence of new properties, such as functional stability. [3-
5]. Many modern studies in the field of functional stability of complex technical 
systems and in the field of artificial intelligence require in-depth analysis of the results 
and the possibility of their implementation in order to build functionally stable 
information systems. These information systems use artificial intelligence algorithms to 
diagnose the state of the system and maintain its functioning in accordance with its 
main purpose for the required period of time. 

Of particular interest for our research are the properties of systems that ensure the 
possibility of their functioning when internal and external parameters change. The 
property of functional stability is the ability of the system to adapt to new and not 
always taken into account situations, to withstand any internal or external influences, 
while realizing its target function. The main task is to increase functional stability and, 
as a consequence, reliability through the use of various types of redundancy (functional, 
algorithmic, technical, topological, and temporary), and organizing it in the form of 
duplicate or majority structures.  One of the methods the reliability theory offers to 
improve the quality of technical systems functioning is to ensure fault tolerance.  

Technological production processes to ensure the achievement of parameters 
 at each stage require external influences on the production process   (active 

effect, energy effect, chemical or other technological impact at each stage). 
It is clear that the final quality of the product as well as the intermediate quantity 

at each stage depend on tight adherence to technology and ensuring control over the 
necessary parameters at each previous step. Next, we assume that this a priori 
requirement is met. 
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Denote: 
  matrix of product quality indicators dependence on -st stage on 

indicators on   stage, actually matrix of production process; 
  a matrix that determines the structure of influence on the production 

process . 
Then the mathematical model of the technological process, provided by the 

information systems of the production enterprise, can be written as follows 
 

,      ,      ,      . 
(1) 

Where   state vector of dimension ,   
the control vector has dimension ,     matrix,    matrix, 

 Denote by ;  system solution,  
when managing , .  

When automating such processes in practice, it is necessary to set certain 
management tasks that actually describe the design conditions of the control function , 
which provides controlled purposeful execution of the process. The main task is to 
consider the search for the control function u, which ensures the execution of the 
process, so that the result of the process provides the final production in  products 
that meet all the quality characteristics required by current standards. If at the end of the 
process the product has deviations from the specified standard parameters, then such 
deviations are guaranteed to fall into the set of permissible tolerances, which are 
defined by the current standards for such products. Mathematically, this means that 
there is a desired final state and a positive parameter  such that 

.  

Let   reference process. The reference process 
guarantees full compliance with the set of parameters , which 
should be followed in the ideal execution of the production process at all stages and at 
each of the links. This is a certain median value, which simultaneously assumes the 
presence of an a priori set of permissible deviations of the system parameters. The 
parameter  is set, which determines the set of permissible deviations (tolerances) 
from the reference values. 

Definition. If for the data of matrices ,  and vector  there exists a solution 
 of system (7) such that , then such a technological process will be 

called functionally stable. 
A valid theorem. 
Theorem. Let the condition be fulfilled  

,  
where ,    projector on a matrix core ,  

 pseudo-inverted matrix. With 
.  

Then the technological process described by equation (1) is functionally stable. 
Ensuring the functional stability of production processes is one of the most 

important tasks. The implementation of technological processes requires constant 
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monitoring of product quality with simultaneous diagnostics of units and assemblies of 
production equipment. To solve this problem, it is proposed to use neural network 
technologies that will solve this problem.   

Mathematically, a neuron is an adder of weights, the only output of which is 
determined through its inputs and a weight matrix in this way 

Where  and   respectively, the signals at the inputs of the neuron and the 
weights of the inputs, function - induced local field,   activation function. A 
neural network (NN) is defined as an interconnected set of neurons. The variety of 
neural network models is determined by the presence of various activation functions 
and the topology of their connection and interaction.  

Through training, the network acquires the ability to correctly respond not only 
to training data, but also to process other data from the valid set well. Moreover, this set 
can be constructed in such a way that the conditions of the theorem are satisfied. That 
is, the neural network has the ability to generalize. One of the advantages of neural 
networks is the ability to approximate a given function using an appropriate network 
architecture. Thus, on the basis of a neural network, an effective model of a dynamic 
system and a network observer can be built. In studies [1,2] various neural networks 
(with one hidden layer, multilayer feed forward network, radial basis network, Hopfield 
network, self-organizing neural network) are used to build various systems for test 
diagnostics of equipment to ensure functionally stable implementation of technological 
processes. 

This paper investigates the use of numerous classes of neural networks for 
diagnosing the state of equipment, ensuring the functionally stable functioning of the 
corresponding technological processes of industrial enterprises. The expediency of 
using artificial neural networks as an effective toolkit for ensuring the functional 
stability of production processes has been substantiated. 
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Abstract. Classic methods of constructing of logic circuits need to be 

generalized and optimized that can be implemented by making changes to existing 
processing algorithms. One of the options for minimizing logical functions is based on 
the combining sequences of logical operations. The method of image transformations is 
used to minimize completely and incompletely defined Boolean functions, minimize 
Boolean functions in different views, minimize Boolean function of the system etc. 
Attention focusing of potential expansion and modernization of future technical base of 
computing elements makes our researches relevant. 

Keywords: Boolean functions, models for adding of binary codes, optimization 
methods, codes figurative transformations 

 
Introduction. Basic methods of constructing of logic circuits were described 

early in various sources [1, 2, 3]. However, they constantly need to be generalized and 
optimized that can be implemented by making changes to existing processing 
algorithms. One of the options for minimizing logical functions is based on the 
combining sequences of logical operations. The method of image transformations is 
used to: minimize completely and incompletely defined Boolean functions, minimize 
Boolean functions in different views (DNF, CNF), minimize Boolean function of the 
system, minimize Boolean functions in Schaeffer, Webb (Pierce) monobases, minimize 
random Boolean function (algorithm) Blake-Poretsky) [4]. 

Focusing on potential futures expansion and modernization of the technical base 
of computing elements, research aimed at optimizing algorithms for minimizing logical 
functions remains relevant.  

The purpose of this research is to modify algorithms for minimizing logical 
functions through image transformations. To achieve this goal, the following tasks were 
forming: 

 generalize the known patterns of minimization of logical functions; 
 to improve the algorithm for minimizing logical functions based on the 

method of image transformations. 
Modifying of algorithm trough figurative transformations. The 

transformation of the Boolean functions using different mathematician methods was  
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described early in [5, 6, 7]. The process of the minimization of the interval structure is 
connected with using of the super-gluing logic operation for internal variables. The 
result of transformation can be acquired with the help of the 2-(n, b)-design system 

automation search for the intervals on the combinatorial systems 2-(n, b)-design with 
using of the truth table structure and is as a tool for automating the transformations of 
the logical functions by a method that was described earlier [5, 8, 9, 10].  

The algorithm for the recognition of intervals (or combinatorial systems 2-(n, b)-
design) and to search for its boundaries is shown on Figure 1 part a. As a part of the 
general scheme for the transformation of any Boolean function was formed algorithm 
that shown on Figure 1 part b. 

  
 

Figure 1  a. The algorithm for the recognition of intervals (or combinatorial 
systems 2-(n, b)- b. The main part of general 

scheme of Boolean function transformation 

a b 
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Conclusions. The algorithm for transformation Boolean functions using the 

the Boolean space n.  
The high speed of calculus for any of Boolean functions may be achieved by 

using of algorithm, based on the primary application of the operation of super-gluing 
the variables within the truth table.  

Modified algorithm aims to extension the set of Boolean function representation, 
that are not always represented by the truth table, and ensuring of productive 
calculations for different logical functions view. 
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Modeling of random and pseudorandom processes in nonlinear dynamical 
systems based on randomized algorithms of cyclic trajectories of fixed points requires 
formation of information technologies that would include a wide range of mathematical 
methods for predicting occurrences of such trajectories and pattern recognition for their 
behavior that depends on previous states [1]. Algorithms for analyzing such behavior 
increase the range of approaches that can be used to effectively solve various problems 
in areas such as modeling of dynamical systems, functional analysis, function theory, 
cryptography and others.  

To analyze above-formulated problem, this paper considers the processes in 
maps, which are examples of nonlinear dynamical systems. Nonlinear maps of the 
following classes are considered: , symmetric , awtooth  and 
multiplicative order map [2]. The choice of these maps allows us to consider and 
analyze the chaotic processes that are also observed in complex dynamical systems. 
Despite the simplicity of the above maps, their iterative cycles have properties that 
confirm the above statements. According to them, the structure of iterative cycles is 
determined not only by the properties of the maps themselves, but also by the 
properties of the numbers on which these maps are based and which have a significant 
impact on the structure and can significantly change it. The presented nonlinear maps 
allow to divide the set of primes p into a system of classes based on the length of the 
iterative process for given prime numbers. Note that there are an infinite number of 
prime numbers for which the length of the period is significantly less than the 
dimension of the number. 
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Abstract. Article shows presence of the imbalance caused by insufficient level 

of productivity of modern and perspective information communication technologies 
concerning information intensity of bit streams. It is described how imbalance level 
reducing can be formed as a result of increasing of information processing technologies 
efficiency and that JPEG platform is the basic concept for construction of technologies 
of compression representation. Therefore it is proposed to provide further development 
of video processing methods using individual components of the JPEG platform for 
improving the integrity of information in terms of ensuring the required level of its 
availability.: 

Keywords: video image, integrity of information, areas of coherence, local-
position coding. 

 
Nowadays the development of information and communication technologies is 

accelerating as never before. Brand new technological concepts are being created such 
as quantum computing, 5G generation telecommunications systems, robotic systems, 
computer vision, intelligent technology, VR / AR applications. On the other hand, such 
technological breakthrough in the creation of IT concepts, in turn, provides background 
for the development of information services, increasing their popularity and quality. As 
a result, the level of imbalance between the capacity of existing and upcoming IT 
systems and the level of information load is not reduced. Moreover there is an increase 
in such an imbalance which level reaches 99%. 

Reducing the level of imbalance is achieved by increasing the efficiency of 
information processing technologies [1 - 5]. At the same time, we have to face a 
contradiction due to the presence of an inversely proportional relationship between the 
amount of compressed representation of the video frame and the level of its information 
integrity [1-5]. Thus, increasing the efficiency of video data compression technologies 
is an urgent research and applied research issue. 

Based on the assessment of the shortcomings of the existing methods of reducing 
the bit volume, it follows that to reduce the time delays for the delivery of the video it 
is necessary [5]: 

1) to organize a reduction of the bit volume (RBV) of the video with a controlled 
level of visual assessments of based on the identification and approximation of the 
description of the elements for the areas of coherence; 
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2) to provide reduction of the bit volume relative to the code description of the 
characteristics of the areas of coherence should be carried out not only on the basis of 
reducing statistical redundancy, but also on the basis of reducing structural redundancy. 

Accordingly, the purpose of the research in this article is to create a method of 
reducing the bit size of video frames based on the detection and processing of their 
areas of coherence. 

Achieving the required level of availability of information in terms of 
maintaining indicators of its integrity is proposed to organize on the basis of ensuring 
the reliability of the structural components of the relevant objects of interest. To do this, 
it is proposed to identify the segments of the video frame by the degree of their 
importance from the standpoint of maintaining the required level of integrity of objects 
of interest. Identifying segments by component brightness is proposed. This can be 
explained by the fact that the brightness component carries the main information load 
among other color components in the color difference model of the video frame. It is 
proposed to carry out identification for localized areas of the video frame, which are 
characterized by greater homogeneity of their structural and statistical properties. 
Therefore, from a methodological point of view, the assessment of the information 
contribution of the segment should be based on the results of structural and statistical 
processing of its four microsegments, (u)

ji,S(X) , 4,1u  from the point of preserving the 

semantic integrity of the video resource. Depending on the informational significance, 
microsegments (u)

ji,S(X)  are classified into three types, namely: microsegments with a 

high level of structural-statistical saturation (SSN) at the syntactic level of the 
description; microsegments with an average level of SSN; microsegments with low 
levels of SSN. 

 
References: 
1. Ian Richardson, H.264 and MPEG-4 Video Compression: Video Coding for Next-

Generation Multimedia / Ian Richardson, pp. 368, 2005. 
2. Pratt W. K., Chen W. H., Welch L. R. Slant transform image coding. Proc. Computer 

Processing in communications. New York: Polytechnic Press, 1969. P. 63-84. 
3. Sindeev M., Konushin A., Rother C. Alpha-flow for video matting. Technical Report. 

2012. P. 41 46. 
4. Barannik, V.V., Ryabukha, Yu.N. and Kulitsa, S.: The method for improving 

security of the remote video information resource on the basis of intellectual processing of video 
frames in the telecommunication systems. In: Telecommunications and Radio Engineering. Vol. 76. 
No 9. pp. 785-797. (2017). doi: 10.1615/TelecomRadEng.v76.i9.40. 

5. Barannik, V. and Barannik, N. and Ryabukha, Yu. and Barannik, D.: Indirect 
Steganographic Embedding Method Based On Modifications of The Basis of the Polyadic System. 
In.: 15th IEEE International Conference on Modern Problems of Radio Engineering, 

 699-702 (2020) 
DOI: 10.1109/TCSET49122.2020.235522. 
  



Information Technology and Interactions (IT&I-2020)                         325 

Roman Belfer 

Postgraduate Student at the Computer Engineering & System Programming 
Department  

Khmelnitsky National University 
 

 

 

To design a blockchain network according to the Proof-of-Activity [1] consensus 
protocol principles, some clarifications regarding the architecture should be added. The 
classic blockchain network, for example Bitcoin which uses the Proof-of-Work 

consensus protocol, is based on the Peer-to-Peer network architecture. In that case, each 

node is an equal unit in the global system workflow. But, to design the network to 
handle the PoA 
to follow the stages of the defined consensus algorithm to select the validator nodes. 

Designing a peer to peer blockchain network, which is going to follow the Proof 
of Activity consensus protocol, requires additional details which is why multiple layers 

are suggested for handling the different types of parameters of the network. Each layer 
(or level) contains a subset of the nodes that are grouped by some specific condition. 

Nevertheless, the network still keeps the properties of the classic P2P network of nodes 
being equal. We refer to this enhance clarified architecture by the name Layered Peer-

to-Peer (LP2P).  
According to the quantity and the quality of its activity in the network, a node 

may be transferred through the layers, promoting itself and increasing the possibility of 
being selected as the validator. Note that the location of a node in the network is not 

static and may change. 
If the condition: 

 

activityIndex(node index1 , (1) 
  

for node0K is true, the transformation happens: 

 

node0K node1L+1 , (2) 
  

If the node located on layer N 
activity index N+1, this node moves to the next layer and becomes a layer N+1 node. 

Nodes will be grouped in layers based on their activity and will be able to participate in 
selecting nodes for validation roles. 
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Figure 1  Multilayered Peer-to-Peer network and layered nodes 

 
The LP2P network architecture becomes the structural pattern for the network 

designing to follow the Proof-of-Activity protocol and operate as blockchain. The multi 
layered structure allows to separate responsibilities of the nodes but not to limit the 
possibilities and opportunities for the separate ones. The following validation algorithm 
could be applied for different nodes, which belong to specific network layers, with 
different predefined conditions and parameters. That allows to scale the number of 
layers depending on input requirements for different number of predicted behaviors. 
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Abstract. In centure of repid introduction development of the latest technologies 

in all public spheres, the evaluation of its effectiveness is relevant. Accordingly, it 
becomes necessary to carry out research on implementation issues, which can only be 
carried out taking into account the practical achievements of Ukraine and other leading 
countries in this field. Electronic document has the right to exist, taking into account 
the implementation of the advances in technologies, and having in mind the need for a 
thorough assessment of its impact on the judicial system.   

Keywords: Electronic document, management, network, information 
technologies, Ukrainian judicial system.  

 
The development of information technology is an extremely important 

component of modern society. It is now difficult to find an area in which electronic 
media is not used (in  2014 the number of Internet users in Ukraine was 280 thousand, 
and today it is about 22 million [1]).  

Innovations are actively introduced into the justice systems of a number of 
advanced European countries, as the legislation must meet the modern requirements of 
society. Ukraine, in the context of integration processes, is also trying to introduce 
electronic document management to ensure the efficiency of the judiciary and the 
quality of justice in general.  

Electronic document is the creation of an appropriate information base on the 
media for the purpose of realization of conditions for using this system of the 
appropriate management  in the process of performing its functions [2].  

Thus, it is possible to distinguish its basic principles of functioning: one time 
registration of the document; when working with the document is guaranteed its 
continuity of movement; the document base should be the only one - it makes 
duplication of documents impossible; search engine is well organized. 

The following requirements must be observed when storing electronic 
documents:the information contained in electronic documents must be available for 
further use; it must be possible to restore the electronic document in the format in 
which it was created, sent, received; if available, information should be stored that can 
establish the origin and purpose of the electronic document, as well as the date and time 
of its sending and receipt [3]. 

Every year, the realization of services that can be done through the Internet or 
using certain online resources is gaining in popularity. Often, you need to create your 
own electronic signature in order to identify a user or enter personal information. A 
paper document in its usual traditional form is information certified by a signature and 
in some cases a seal. However, the historical path of development of the paper 
document was so rapid that now there is its original new electronic form, which has 
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become a relevant element in business culture. However, in order to authenticate the 
document, ie to ensure the veracity of the information contained in it, it is necessary to 
take certain actions. It is through this that a natural or legal person seeks to verify the 
validity or authenticity of specific information. Thus, we can distinguish two main 
functions of electronic signatures in legal practice: (1) the connection between the 
document and the party who created it is checked; (2) Ensuring that the content of the 
document has been revised and that it meets certain standards. 

Keeping a wealth of information, including the power of personal data, does not 
exclude the possibility of cyberattacks for the purpose of unauthorized access to it. To 
prevent this, proper development of the necessary protection of the automated system, 
as well as of all registers and databases that will be widely used, should be carried out 
by qualified personnel. 

In this regard, the following principles of electronic signature in practice arise:1) 
Identity: a person must use the method to identify themselves and indicate their 
intention. 2) Reliability: the method of identification should be as reliable as 
appropriate, taking into account the purpose of the message. 3) Consent: the person to 
whom the signature is given must consent to the use of electronic communication to 
comply with the signature requirement and the method of identification. 

Problems with the transition of introduction of electronic document can arise 
from various reasons: financial, inadequate preparation to work with the system of 
electronic document flow of staff, lack of experience, etc. Quarantine has introduced 
some difficulties in the process of notifying persons and has significantly increased the 
time of consideration of the case, as quite often people do not have the opportunity to 
receive a mail (by postal). Therefore, taking into account the recommendations 
provided by the Council of Judges of Ukraine, including the Supreme Court, Ukrainian 
citizens started to use an electronic correspondence. Sufficient practice has not yet been 
established on this issue: there are not many cases, and the issue of admissibility or 
inadmissibility of electronic evidence has not been considered by the court of 
cassation.Technically, any citizen registered in the Electronic Court can send a 
document to the court, and this document will be registered - a more difficult issue is 
the ambiguous position of the courts on the possibility of using this system and 
obtaining documents electronically. 

Thus, today the preconditions are gradually being created for the courts to work 
with electronic documents, but the decision on whether to accept them or not is still up 
to them. 
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Internet of Things, IoT - is a global infrastructure of information area, which 

provides advanced services by interconnecting physical real-world objects with centers 

of control, management, and information processing. Communication is carried out 
using existing information technologies for the intellectual recognition, administration, 
tracking, monitoring and positioning.[1] 

IoT allows us to look at everyday life from the other side, but only AI allows us 
to fully unleash the entire huge potential of the IoT system.  

According to the Business Insider Intelligence, there will be approximately 55 
billion IoT devices by 2025, compared to 9 billion in 2017. It is more than 4 devices 

per person. 
Gartner forecasts that in the nearest future an AI feature will be used in more 

than 80% of enterprise IoT ventures, up from a mere 10% today.  
Companies who can combine applying IoT data and AI in real-time could gain a 

major business edge, including a 38% boost in profitability by 2035, according to 
Forbes. 

Usually a human has five senses: vision, sound, taste, scent, and touch. 
The main problem is that a person has a limited number of sense organs, which is 

also limited by the distance to the object, which gives us a certain sensation. In other 
words, we cannot feel what is outside the limits of our perception. 

However, an AIoT system can likely have an infinite number of sensors that 
capture even more complicated data over greater distances. [2]  

It is clear that as the number of these devices increases, the amount of data that 
needs to be processed will also increase like an avalanche. This is where artificial 
intelligence reveals its potential, providing its learning capabilities for devices 

connected to the IoT. 
These interdependent technologies change the way we interact with our devices 

all around, thus generating Artificial Intelligence of Things. 
There are main sections where we can see the influence of AI on IoT: 
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-Smart Industry 

-Smart Home 
-Smart City 

-Wearable 
Smart Industry is a branch of industry that rely on AIoT technologies from supply-

chain sensors to real-time data processing, smart technologies help stop risky market 
failures and minimize an effect of human's mistakes. 

Smart Home is a type of house that is constantly connected with the user, his requests, 
wishes. Smart homes can use control over various household items to optimize 
consumption, safety, taking into account the user's characteristics, his wishes 

Smart City is a system of interconnected IoT things that makes the life of citizens as 

comfortable as possible, while improving the efficiency of using natural resources. In 
smart cities, there is also the possibility of using IoT with AI to improve the quality of 
life in various aspects by analyzing data that comes in every day. 

Wearables are devices that make everyday life easier and allow you to keep a constant 
record of the state of the body, using AI, they also have the ability to adjust to the 

human biorhythm to optimize effective work[3] 
In general, artificial intelligence training algorithms can be divided into three 

categories, which are based on the level of human intervention in the process: training 
under full supervision, training under semi-supervision, training without supervision. 

 Supervised learning involves a fixed closed set of labels, and only certain 
selected data are available for processing. This type is only possible for small-scale 

applications, but cannot be used when working with a scale that covers a wide range of 
behaviors and contexts demonstrated by a large community of users. 

 Semi-supervised learning describes an approach in which only part of the data is 
labeled, which reduces the need for labeled examples, in which case algorithms study 

the mechanism of recognizing similarities or differences, identifying certain anomalies 
in the processing of a data set. 

 Unsupervised learning does not require labeling of data, which provides a much 
wider range of applications, but a more demanding learning process. Uncontrolled 

learning methods can be applied to a variable context based on behavioral similarities, 
but they can potentially lead to behaviors that do not correspond to activities that can be 
identified as useful for data processing. [4] 

Comparing Iot and AIoT we can say that:  
IoT: requires hardware that would be connected, while often such a system does 

not analyze the data collected during the operation of the system, such a system 
requires minimal human intervention. 
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AIoT: in addition to everything that a conventional IoT system requires, it also 

requires the development and implementation of a software product in order to obtain 
the highest quality data processing, with the aim of further training the system, and the 

next stage is the maximum reduction in the need to involve a person as a link that 
controls the learning process of the system [5] 

Conclusions: Combining the use of IoT and artificial intelligence significantly 
expands the functionality of the system by analyzing and processing the collected data. 

This is a great solution to improve system performance and optimize many processes 
that would be much more difficult to implement without using AI. This is a 
breakthrough decision that will change the lives of many people in the nearest future. 
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Abstract. The main task of this article is to analyze the current state of the 

"Smart Home" system. This paper analyzes the prototype of the system "Smart Home" 
with the mandatory content of the review of the concept of automation systems, the 
specifics and main aspects of the implementation of such systems. Theoretical and 
methodological bases of house automation systems are studied. 

Keywords: smart home, Internet of Things, system parameters, methodology. 
 
Today, there are many different systems and protocols designed to provide full 

automation of houses, houses or apartments. There are more than twenty technologies 
aimed at creating a so-called "smart home". These include some categories and 
subcategories, such as video surveillance systems, for ventilation, heating, air 
conditioning, entertainment, centralized and distributed systems, and so on. The object 
of research was the so-called "intellectual house". Hi-tech in all its manifestations has 
firmly taken its place in our lives, and one of its manifestations in everyday life is the 
smart home system.  

One of the main advantages of intelligent buildings is the comfort they provide to 
their residents. Control of lighting and infrastructure of the house allows you to create 
different lighting options for the room, any combination, depending on the time of day 
and mood, at the touch of a button. The climate control system allows you to 
simultaneously reproduce the conditions of different climatic zones in different rooms. 
To do this, simply set the desired temperature on the touch control panel.  

Another undeniable advantage of a smart home is its security system. Moreover, 
automation systems are designed to provide protection against any emergency. First, 
they provide protection against intrusion by CCTV cameras, automation of doors, 
gates, the role of blinds, burglar alarms. Secondly, there is almost no chance of a fire - 
the iron, tongs or oven, which are left on, will be turned off in time, and in case of fire 
or smoke, the fire alarm will go out. The system controls the flow of water, electricity 
and heat. This is achieved through the most rational use. 

The relevance is that the modern market of IT technologies offers interested 
customers a wide range of so-called "smart" systems. Such systems are designed to 
automate the home use of a number of tasks without human intervention. As well as 
providing information to the user about the state of the system and the environment, 
such as temperature and humidity, the state of the devices.  
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The challenge was to find and develop effective systems for the comfort and 
safety of the owners. In the process of work the goal was set - to develop and determine 
the optimal Smart Home system, to calculate the main methods of studying the 
parameters of the Smart Home system (Fig. 1). 

 

 
Figure 1  Smart Home system 

 
Conclusion. Also, today, hundreds or even thousands of different process 

automation systems have been developed in the world. But they are designed with 
Western monitoring standards in mind, so they are of little use to middle- or low-
income countries without adaptation. Automation also constantly needs some support 
with the constant involvement of a specialist or developer, as it is quite a complex and 
lengthy process.  

Another problem is that many of our potential users are not sufficiently informed 
about the purpose of automated systems. Most perceive this not as an opportunity to 
save resources and, consequently, financial resources, but as an indicator of prestige.  

For this reason, manufacturers for many countries, such as Ukraine, do not seek 
to develop too much the technological level of production of systems, on the contrary, 
greatly simplifying the technical characteristics, not so much energy efficient as 
aesthetically attractive. 
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Abstract. The Internet of Things (IoT) concept becomes more popular, in 

particular in the banking sector. Each customer needs special attention and an 
individual approach to service. Wireless communication between banking objects and 

the customer s mobile phone reduces the number of customer s actions and 

improves the protection of operations. Individual algorithms for interaction between 
customers and banking objects that work within modern customer relationship 
management (CRM) systems increase the loyalty of customers. 

Keywords: Bank, customer, online banking, customer relationship management, 
Internet of Things, geolocation 

 
1. Introduction 

As the banking sector develops, the customers  requirements for its services 

increase. To attract and retain customers, banks must not only widen the range of 
services provided but also select which services should be offered to which customers. 
Introducing Customer relationship management (CRM) systems helps banks to analyze 
their interaction with each customer individually and to deliver efficient management 
based on this analysis [1].  

One of the main areas of work with customers is using online banking that allows 
customers to work with their accounts from any point of the globe, given the 
availability of Internet connection [2]. Virtually all online banking customers use not 
only their PCs but also smartphones.  

Internet of things (IoT) is a technology for wireless connection between devices 
via the Internet that allows them to exchange information and interact with minimal 
human intervention [3]. The development and use of IoT in the financial and banking 
sector for work with customers will allow increasing the quality and speed of 
service [4, 5]. 
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2. Using the IoT for CRM Systems in Banking 
 
2.1. Devices Interaction when Performing Banking Operations 
All customer bank accounts are linked to a mobile phone number, which 

provides binding the IoT smartphone to the person who is the account user. When 
connecting to control devices, it is the smartphone that is identified by the personal 
number and, if necessary, by the password [6].  

When a bank customer uses services of ATM, POS terminals, PC, etc., the 
authentication is possible through using the customer s smartphone geolocation [7]. 
The customer who uses an additional authentication for banking operations may use his 
smartphone that will function as a part of IoT and perform this action instead of the 
customer himself (figure 1). 

To perform such actions, it is necessary to meet the next requirements: the 
customer permits to perform authentication by using a smartphone; the smartphone 
must have geolocation enabled [8]; the device and the object performing the operations 
must be within the strictly defined distance [9]. 

 

 
Figure 1  IoT devices interaction for performing online banking operations 

 
2.2. Determining the Distance for Interaction 
We have all the needed conditions to determine the distance between objects: 

ATMs are installed at stationary positions that clearly define their geolocation; POS 
terminals have the functionality to determine their location; PCs and other devices are 
also able to show their location. Thus everything we need is to calculate and indicate 
the maximum allowable deviation distance between the action object and the customer

s smartphone. Let the distance between objects be D. Then the allowable distance 
will be determined by the formula 1: 

 
,)()( OMD      (1) 

 
where M is the customer s smartphone location; 

 is the accuracy of determining the smartphone location; 
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O is the location of the object performing banking operations; 
  is the accuracy of determining the location of the object performing banking 

operations. 
It is worth noting that for different objects of interaction, the distance D may be 

defined individually, as each object has its features for work. Thus it is necessary to 
define the maximum allowable distance between objects when writing interaction 
algorithms in a CRM system. We should also consider the possible location error. Each 
scenario must take into account the features of work with each object (figure 2). 

 

Interaction 
device

Scenario of work 
with ATM

POS 
terminal

other 
devices

Scenario of work 
with POS - terminal

Scenario of work 
with other devices

 
Figure 2  Choosing a scenario for interaction 

between customers and objects in a CRM system 
 

Due to using these functions at the device connection layer, a customer doesn t 
need to go through additional verifications for actions and operations. 

 
2.3. Conclusions 
Using modern IoT for work and customer support in banking helps to reduce the 

time for operations of two-factor authentication while providing an additional 
protection layer. However, there are some disadvantages. Not all bank customers are 
using modern smartphones, which is necessary to determine the customer s location 
accurately. Besides, the smartphone s geolocation must be on at all times for 
providing the functions needed. 

But a smartphone with enabled geolocation can provide an additional access 
layer when performing operations. At this level, devices will exchange information 
without further actions by the customer. Additional actions for authorization are 
required from the customer only in case of lacking the listed conditions. 

Introducing IoT in the banking sector of Ukraine will provide [10]: 
 reducing human impact on operations; 
 increasing protection of banking operations due to additional verification and 

authentication that are performed at the device level; 
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 optimizing and minimizing the message traffic of mobile network operators; 
 gaining and maintaining leadership in the banking sector through the introduction 

of global trends in digitalization. 
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A significant number of papers in domestic and foreign sources are devoted to 
the study and analysis of methods for solving the problem of determining the structure 
of preferences on set of objects. It is generally accepted that it is difficult to obtain 
direct consistent information from an expert about the numerical values of the relative 
estimates of objects.  

We will consider one of the most common ways to represent the values of 
relative estimates in the form of real numbers, taking into account the condition of 

normalization: ,1
Ii

i   .,0 Iii  

But in many real-life cases, the values of the weights are fuzzy. In particular, 
fuzzy constraints and fuzzy criteria are used in multicriteria problems in different 
subject areas [1]. System of expert preferences in most cases is an extremely important 
heuristic when calculating an adequate solution of multicriteria optimization. 
Therefore, a promising area of research is to determine relative estimates in the form of 
a function of belonging to a fuzzy set. 

It is known that an expert can not accurately determine the weights of 
alternatives, so for such cases indirect methods are used. In particular, one of the 
methods of solving the problem of determining the weight of objects by an incomplete 
metricized multiplicative matrix of pairwise comparisons between the importance of 
alternatives is described and investigated in [2, 3]:  

.,),( Ijiij   (1) 

At the initial stage of this method, a rectangular matrix of size 

,2/)1(),( nnNNn   

, 1,..., , ,ijP i H N j I   (2) 

is constructed from a matrix of the form (1).  
Its elements are determined as follows: 
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At the next stage of the method, a brute force is organized, as a result of which 

all possible combinations of the 1n -th line are selected from the matrix (2) and are 

supplemented by a line of ,n length consisting of single elements. The matrix 
constructed in this way is denoted by  the resulting system of linear algebraic 
equations is as follows: 

,
0, ,

l

i

A e
i I   (3) 

where  set of indices of form (3) systems, for which the matrix , ,lA l  is 

nondegenerate, e  vector of n  length with elements 0,...,0,1 ,
T

T  transposition 
sign. The components of the unknown variables (3) vector of are positive. 

It is obvious that matrices , ,lA l in systems of the form (3) are very sparse, so 
special methods can be applied to them, which allow to simplify the calculations when 
solving the problem. 

Simplification can be achieved by: 
- checking the conditions of nondegeneracy of the constraint matrix when 

replacing one line in the system (3); 
- the positive condition of the components of the new solution when replacing 

one line of constraints (3). 
It is easy to see that the number of compatible systems of the form (3), according to 

Kelly's theorem on the number of undirected trees in the graph [4], is 2nn . With a large 
number of objects, a large number of systems of equations are incompatible. In particular, 
for 7 objects the number of compatible systems is 31% of the total number of systems of 
type (3), for 8  22%, for 9  16%, for 10  11%. 

Note that the sequence of calculation of systems of the form (3) can be 

"organized" in such a way that each successive matrix of the form , ,lA l differs 
from the previous one by only one line. 

In the case of a significant increase in the speed of calculations the method of 
pseudobase matrices [5] can be successfully used for solving systems of the form (3). This 

of 
constraints type (3) when changing one line, and the connection of the components of the 
solution vector and the elements of the inverse matrix as a result of such changes. That is, 
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before the basic calculations, to identify "not promising" in terms of fulfilling the 
conditions of matrix nondegeneracy constraint, the positiveness of the solution 
components, and compatibility. 

Since the described method of determining the weights in the form of functions of 
belonging to a fuzzy set is computationally complex, it is proposed to apply the method of 
pseudobasic matrices, which significantly speeds up the calculation. 

Here are the results of a computational experiment for six alternatives. 
Given a matrix of pairwise comparisons of the form (1): 

1 0,333 8 3 3 7 
3 1 9 3 3 9 

0,125 0,111 1 0,167 0,2 2 
0,333 0,333 6 1 0,333 6 
0,333 0,333 5 3 1 6 
0,143 0,111 0,5 0,167 0,167 1 

A rectangular matrix of the form (2) is constructed: 
1 -0,333 0 0 0 0 
1 0 -8 0 0 0 
1 0 0 -3 0 0 
1 0 0 0 -3 0 
1 0 0 0 0 -7 
0 1 -9 0 0 0 
0 1 0 -3 0 0 
0 1 0 0 -3 0 
0 1 0 0 0 -9 
0 0 1 -0,1667 0 0 
0 0 1 0 -0,2 0 
0 0 1 0 0 -2 
0 0 0 1 -0,3333 0 
0 0 0 1 0 -6 
0 0 0 0 1 -6 

The number of combinations in this problem is equal to 3003. And the number of 
possible compatible systems in this case is 1296. 

As a result of the computational experiment, we obtain the frequency of the 
values of the weights of the alternatives, which is shown in the figures. When 
aggregating the obtained solutions, we use the method described in the monograph [3] 
for constructing the function of belonging to a fuzzy set based on the analysis of the 
frequency of values.  

Horizontally, the graphs show the values that each of the coefficients of 
importance of alternatives acquires, vertically - the frequency of occurrence of these 
values in the respective ranges. 

Several options for interpreting the results can be offered. 

1. Define clusters on the hyperplane ,1
Ii

i . The most powerful of the clusters 

will contain solutions of the initial problem and it can be used to construct membership 
functions of the coefficients of importance of alternatives. 

2. Determine the clusters on the set of points for each of the n dimensions found 
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by solving equations of the form (3), and build membership functions on the most 
powerful clusters on each axis. 

3. From the set of obtained frequencies presented in the graphs, select the 
membership functions of a given type (triangular, trapezoidal, Z-shaped, S-shaped, 
Gaussian, etc.) and automatically generate logical expressions. 
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Thus, this paper proposes an approach that allows to find the whole set of 
possible values of the weights of alternatives, and at the same time to interpret the 
obtained solutions as a function of belonging to a fuzzy set. In order to increase the 
efficiency of calculations in this problem, which has great computational complexity, it 
is proposed to use the method of pseudobasic matrices. In the case of incomplete 
matrices of pairwise comparisons, this method can be used to calculate fuzzy weights 
of more than 10 alternatives. 
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The Internet of Things is a system that integrates real things into a virtual 
network, reducing the need for human involvement in a particular process, or 
eliminating the need for it completely. Obviously, such a thing 
information technologies around the world, but it is the next step in their development, 
and therefore, we need to identify and realize all current issues of cybersecurity of the 
Internet of Things. 

Any IoT system is a complex technology, which means that its problems have to 
be considered at several layers. The hierarchy of the Internet of Things architecture [1] 
looks like this: 

Perception layer is the physical level of collecting information about the 
environment, which means obtaining certain parameters (temperature, humidity, the 
presence of a certain object, etc.) using different sensors. 

Network layer  the level of connection to the network, connection of smart 
devices to the server, to other devices or to each other. Its task is data processing and 
transmission. 

Application layer  
specialized services of narrow use, so it processes specific tasks (smart home, smart 
parking, smart subway, etc.) 

At every layer, there are a lot of issues that have inherited from already existing 
network device vulnerabilities, but there are also IoT-
layer separately[2]. 

Security at the perception layer. At this layer, the threats have more physical 
character: breakdowns of sensors due to improper interaction with them, power 
outages, poor exposure to too low or high temperatures. If we are talking not about 
emergencies, then the important role is played by the accuracy of the data received by 
the sensors. In the future, IoT technologies can be used in medicine, in the physical or 
chemical industry, and in other fields which require high accuracy numbers, and 
therefore all indications must be microscopically accurate. Another problem is the 
maintenance of elements of the Internet of Things. Although they are scalable, they 
themselves have a fixed configuration and they rarely receive any internal firmware 
updates, which will limit possibility of their serviceability. Until these elements become 
physically universal, their distribution and use will be delayed. 

Security at the network layer. Any Internet of Things system is built on basic 
communication networks, therefore, their problems extend to the system itself. This 
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includes CIA violations, DoS/DDoS attacks, man-in-the-middle attacks or any attempts 
of attacking a system with viruses or other malware. But IoT also has a list of specific 
problems, which worsen the existing issues(so they require more attention) or which 
are completely new(so no one is prepared for them). If we are talking about the already 
existing ones, they are usually connected with system overloads. Devices must compile 
clusters of information from thousands of sources, and then make some conclusions. 

much easier to cause the system overload, and a tiny delay in data transmission can 
break all the system work. Speaking of IoT-specific problems, we should mention the 
insecurity of certification[3]. Networks should be made of trusted devices, but, as we 
said earlier, their amount is extremely big, and certificates for them are being sold for 
low prices and in large quantities. Any hacker can easily obtain a trusted device and 
then compromise a network, send corrupted data into them and even take control of 
them. Therefore, the approach to these issues needs to be reconsidered. 

Security at the application layer. These include the vulnerabilities in embedded 
software, as well as all the security details of each individual application that will be 
used in the network. Though there is a large amount of devices in an IoT system, 
inaccurate data of just one of them may affect the operation of other devices. That 
means, that every single one of them must complete only those tasks, for which it was 
programmed, and access to the executable code should be limited. Any changes in 
executable files and programs have to be signed and confirmed by trusted people, and 
anything connected with device configuration has to be strongly encrypted.  

Conclusion. All the actual problems of IoT security will continue to worsen, 
slowing down the process of these technologies being spread to the broad masses. 
Further analysis of the obstacles to Internet of things development and the search for a 
way to eliminate them should be intensified. All mentioned vulnerabilities have to be 
revised, and we have to take action on them, developing a new way of protecting 
information, which would specify on this kind of systems. 
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Abstract. Stages of construction of a corporate network of the enterprise, ways 

of construction of a network, formation of scenarios of construction of a local 
enterprise network are considered. 
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With the growing number of enterprises, the problem of designing and creating 

local enterprise computer networks. This paper proposes a system for forming a 
scenario for building a local enterprise computer network (LECN) 

The purpose of this system is to study the scenario of optimizing the structure of 
LECN taking into account the situational conditions of a particular subject area of the 
problem, user requirements based on the application of a set of models of system 
analysis, system design and multicriteria evaluation [1]. 

The scenario includes the following steps [2]: 
1. Formation of system architecture. For corporate systems, a client/server 

architecture is recommended, which is mainly based on a template (Fig. 2), 
where the variables are the number of users and the type of computing 
resources. 

 

 
Figure 1: An example of LECN architecture 
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2. Forming a model of the script in the form of a diagram of precedents (Fig. 3), 

where the basic precedent is the choice of the necessary software (SW) and 
hardware (HW). 

 
Figure 2: Diagram of system precedents. 

 
The basis of the construction of options for determining the structure of 

computing resources are the following components: 
 Computing resources. The computing resource of the network is a server, 

but it can be actually a corporate server, which from the company's point 
of view is HW, or a dedicated place on a remote server (cloud computing), 
which from the company's point of view is SW A mixed solution - a 
hybrid calculation - is also possible. 

 Corporate database management system. The use of a database depends on 
the specifics of the company's information activities. 

 Electronic document management system. EDMS systems implement a 
simplification of the company's document management mechanism. 

 Services. A service is a web-identified software system with standardized 
interfaces that can communicate with each other and with third-party 
applications through messages based on certain protocols. 

 Software. Each company has its own specifics, which is determined by the 
nature of its activities, which in turn determines the software.  

Using statistics [3] to find popular solutions, in terms of the functions to be 
performed by the system, the method of morphological analysis created a possible set 
of variations (Tab. 1). 
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Table 1 
The result of morphological analysis 

Computing 
resources 

OS Database EDMS Services 
 

Software 

General Security Fault 
tolerance 

Cloud 
computing 

Windows MySql Zoho 
Docs 

 Proxy With 
Backup 

General 

Corporate 
server 

Linux MongoDB Logical 
Doc 

 Log Without 
Backup 

MacOS - 
oriented 

+ general 
Hybrid 

calculation 
MacOS Microsoft 

SQL 
Server 

SharePoint 
Online 

 Proxy + 
Log 

 Windows 
- oriented 
+ general 

  Postgre 
SQL 

  None   

 
Due to the compatibility of couples most appropriate components are the 

following variations: 
 Z1: Windows + Microsoft SQL Server + SharePoint Online + Cloud (Mail 

+ File) + corporate server (Web + Backup + Log) + Proxy + Software 
(Windows-oriented + general); 

 Z2: Linux + MySql + Logical Doc + Cloud (Mail + File + Web) + 
Software in general); 

 Z3: Linux + MongoDB + Zoho Docs + corporate server (Mail + File + 
Web + Backup + Log) + Proxy + software (general); 

 Z4: MacOS + Postgre SQL + Zoho Docs + Cloud (Mail + File + Web) + 
corporate server (Backup + Log) + Proxy + Software (MacOS - oriented + 
general); 

 Z5: Linux + Postgre SQL + Zoho Docs + Cloud (Mail + File + Web) + 
corporate server (Backup + Log) + Proxy + software (general). 

4. Scenario choice 
Choosing a scenario decision maker (DM) is guided by the following decision-

making methods: 
 Method of analysis of hierarchies [4], which allows to assess the 

composition and relative priority of the established evaluation criteria. The 
basic ones are: performance, scalability, security, manageability, 
compatibility and cost. 

 Method of direct expert evaluation of the values of the criteria for each 
variant of the structure [5] (Tab. 2) 
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Table 2 
Normalized values of the criteria of each scenario from 1 to 10 points 

Scenario  Performance  Scalability  Security  Manageability  Compatibility  Cost 
Z1 7 7 3,25 7 10 1 
Z2 1 4 10 1 5,5 10 
Z3 4 10 1 1 5,5 8,663 
Z4 4 1 5,5 7 1 8,697 
Z5 10 1 7,75 7 5,5 8,775 
Z1 7 7 3,25 7 10 1 

 Method of linear convolution of criteria, based on which the utility 
function of each scenario is determined. 

The selected scenario is the basis for further work of ATS formation of the 
network layout and activity diagram (Fig. 2), which describes the logic of its 
implementation. When entering data, the customer provides information about: 

1. Type of activity of the company, 
2. Number of employees, 
3. Plan of the room where the network will be deployed, 
4. Specifics of information data flows. 

 
Figure 2: Diagram of activities at the level of precedents. 
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Abstract. The paper analyzes data collected from around the world on patients 

with COVID-19. A binary classifier has been developed that considers data on a 
person's health, symptoms, patient's age, and other properties and determines the 
patient's disease outcome by assigning it to one of two categories: fatal or not. The 
work's practical value is to help hospitals and health facilities decide who needs care in 
the first place when the system is overcrowded and to eliminate delays in providing the 
necessary care. 

Keywords: supervised learning, classification problem, model fitting, feature 
selection, feature engineering, data normalization, model validation, confusion matrix, 
logistic regression, Naive Bayes, Decision tree, random forest. 

 
In March 2020, the World Health Organization officially declared the Covid-19 

coronavirus a global pandemic. COVID-19 coronavirus disease is an infectious disease 
caused by the recently discovered coronavirus SARS-CoV-2. By visualizing the 
development of the disease in other countries where the outbreak has passed, it is 
possible to build a truly effective behavior strategy that will save lives while minimally 
harming the economy, if possible, in these circumstances. 

In this work, a DSS model was developed to help identify patterns between the 
characteristics of the patient (sex, age, types of symptoms, and chronic diseases) who 
contracted COVID-19 and mortality. This study offers a model of artificial intelligence 
that can provide hospitals and medical facilities with the information they need to 
address congestion. It will also allow developing a patient sorting strategy to address 
hospitalization priorities and eliminate delays in providing the necessary care. 

Before the study, relevant data were found that meet the criteria for the work [1]. 
This dataset collects data from more than 920,000 patients from around the world of all 
ages, with various chronic diseases and symptoms, including men and women.  

After obtaining the required data, several algorithms were selected that are most 
suitable for achieving this goal [2]. In this study, five classification algorithms were 
selected that had previously proven to be the best in this type of problem. These are the 
following algorithms [3]: Logistic regression, K -nearest neighbors algorithm, Decision 
trees, Reference vector method, Naive Bayesian classifier. 
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To assess the quality of classification models that will solve this problem, the 
following metrics were chosen [4]: accuracy, precision, recall, f-measure, logarithmic 
loss (logloss), area under the ROC curve. 

The results are shown in Table 1 and Table 2. 
 
Table 1 

Classifier model Accuracy score Precision score Recall 

Logistic regression 0.85185185185 0.956521739130 0.55 

K-nearest neighbors 0.86419753086 0.931034482758 0.675 

Decision tree 0.90123456790 1.00 0.8 

Method of reference 
vectors 

0.77777777778 0.95652173913 0.55 

Naive Bayesian 0.81481481481 0.757575757575 0.625 

 
Table 2 
Classifier model logloss F-measure ROC 

Logistic regression 0.78 0.22168696855 0.824782324771 
K-nearest neighbors 0.58 0.3694783949 0.712064649542 

Decision tree 0.89 0.1182328674 0.9 
Method of reference 

vectors 
0.47 0.428594828689 0.662064649542 

Naive Bayesian 0.68 0.339922231006 0.810758598171 

 
After analyzing each of the algorithms and comparing the results, we can say that 

in this study, among all the proposed methods of machine learning to solve problems of 
binary classification, the algorithm of decision-making trees best coped. 

The developed classifier and its application in DSS can help hospitals and health 
facilities decide who needs attention in the first place when the system is overcrowded, 
as well as eliminate delays in providing the necessary care. 
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Abstract: The problem of industrial application of IoT of things is considered. A 
system of IoT solutions for climate control of the cheese-making process at a dairy 
plant is being developed. The structural scheme of the climate control system is 
proposed, which includes hardware and means of communication. Sensor data is 
transmitted to the data processing system. 

Keywords: IoT solution, climate control system, production technology, block 
diagram, information technology 

 
The aim of the research is the process of designing and practical implementation 

of the IoT solution system for climate control of the dairy production process on the 
example of the cheese ripening chamber. 

The object of the study is industrial systems that contain industrial climate 
control of the process of making dairy products: the manufacture of hard cheeses [5]. 
Following the reviewed information sources, it was found that the development of IoT 
solutions in dairy production is poorly represented [2-4]. Given the visible advantages, 
it was decided to choose for the development of climate control system cheese ripening 
chamber Wi-Fi module ESP8266-01. The Arduino Nano V3 board and various sensors 
are used, which provides automatic climate control. The main requirements for the 
system of IoT solutions for climate control of the cheese-making process are ease of 
implementation, availability of hardware and software technologies, and price. 

In the operation of the climate control system for cheese storage chambers, there 
is a comparison of defined and current values. According to the results, a signal is 
given to activate the required process. An indication is used to display all active 
processes. 

Following this goal, we describe the algorithm of the climate control system for 
cheese storage chambers. 

1. Display of nominal values of temperature and humidity depending on the type 
of cheese. According to the norms of DSTU 6003:2008, raw materials are stored 

- from 80% to 
90% [5]. 

2. Get indicators that characterize the environment. The main ones are 
temperature and humidity. Additionally, the CO2 concentration in the air and 
illuminance are read. 
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3. Compare nominal and real values. According to the result, give a signal to 
perform the processes: heating, cooling, humidification, dehumidification, ventilation, 
lighting control. 

Structure diagram for automated climate control of image storage cameras in [1]. 
According to the described algorithm, the device should consist of an Arduino 

microcontroller, light sensor, temperature sensor, humidity sensor, CO2 level sensor, 
relay set control system, WI-FI module [6-10]. 

The strength of the IoT solution system for climate control of the dairy 
production process is its structure. Due to the branched structure, the program 
simultaneously receives and processes data from light, pressure, and humidity sensors. 

The disadvantage of this software is the initial stage of implementation of the 
system, which will require additional funds for the purchase of sensors and installation 
of the communication network as hardware for the IoT solution for climate control of 
dairy products, but it will pay off during operation. 

  In the future, this system allows you to add modules for the analysis of 
manufactured products or storage system. 

Threats that will have negative consequences for the system of IoT solutions for 
 climate control of the dairy production process can be considered 
insufficient funding;  

 staff training costs; 
 the need to introduce a specialist to the plant staff who will be responsible 
for maintaining the software product. 

The developed software product takes into account the advantages of analogs on 
the market, but has a cheaper cost and has the advantages of ease of use required for 
cheese production. 

It is planned to implement the system for production. 
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The emergence and intensification of global environmental problems and the 

growing destabilization of the climate prove the need to change the established 
economic paradigm of development. It is becoming increasingly clear that the 
traditional model of economic growth, which ignores the importance of natural factors, 

cannot prevent the aggravation of global environmental problems, including further 
climate change; it has exhausted itself in the current historical period of civilization. 

Thus, there is a need to build a concept of balanced interaction of economic and 
environmental spheres. 

Balance implies mutual coherence of the system of proportions of production at 
the macro and micro levels. It characterizes the degree of proportionality, i.e. the 

degree of conformity of production, needs, and environmental standards. More 
progressive proportions make it possible to achieve a higher level of balance. 

The balance of the economy as a form of systematic interconnection of 
production and consumption implies the correspondence of the volume and structure of 

output of products and services to the volume and structure of social needs in kind and 
value, in time and space, in qualitative and quantitative characteristics. 

In [1] it is proposed to consider the costs of meeting the emission limits of 
greenhouse gases in the structure of the main production industries in the form of a 

balance ecological and economic model: 

,

,

22221212

122121111

yxAxAx

yCyxAxAx
 

(1) 

 

The first equation of the proposed model reflects the economic balance  the 
distribution of gross industrial output for production consumption of primary and 

secondary production, final consumption of primary production and costs associated 
with the implementation of environmental obligations. 
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An important step in the study of ecological and economic interaction is to 

preserve the structural balance of the model in terms of its directed transition from one 
state to another. The balance of the economy as a form of systematic interconnection of 

production and consumption implies the correspondence of the volume and structure of 
products and services produced to the volume and structure of social needs in kind and 

value, in time and space, qualitative and quantitative characteristics. The transition to a 
high organization and efficiency economy leads to the achievement of a comprehensive 

dynamic balance of production and ecology, as this is a necessary prerequisite for 
proportional, deficit-free development of ecological and economic system, optimal 
functioning of all its structural subsystems. Without a stable balance of economic 

development, which requires the entire correspondence between the volume and 

structure of production and the volume and structure of needs, the optimal proportions 
of all reproduction processes, it is impossible to achieve planned environmental 
parameters, rational use, gradual intensification of economic development. 

Successful solution of the process of interaction between ecology and economy is 
possible under the conditions of using the mathematical apparatus as an effective tool 

for formalizing the abstract field, i.e. mathematical modeling. 
According to model (1), the original output vector 

1 2

1 2 11 12 1 2 1 2 2 2( , ) ( , ,..., , , ,..., )p p p p q

x x

x x x x x x x x x  can be interpreted as follows: 

The components of the sub-vectors respectively form the resulting interaction of 

the components of the output of useful products of the main 
1

1 11 12 1( , ,..., )p

x

x x x x  and 

2

2 2 1 2 2 2( , ,..., )p p p q

x

x x x x  among themselves, i.e. the lower level of interaction. 

Together, the components of the vector 1 2( , )x x  form an aggregate interaction of sub-

vectors, i.e. x

ecological and economic system. It is easy to see that changes in the ecological and 

economic model will cause a change in the vector of output  the exit of the system and 
vice versa. 

The issue of determining the priority of development of economic and 
environmental components can be determined by the involvement of experts  

specialists in this field. That is, to form the coefficients of decomposition of vector x by 

vectors 1 2,x x . The decision to give them a specific meaning can be made considering a 

system of criteria. In such conditions, the construction of the vector of advantages 
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according to the system of criteria is solved with the involvement of a group of experts 

(methods of expert evaluation [2]). 
On the other hand, the result of the work of the team of experts (application of 

expert evaluation methods) also provides a mechanism for the formation of weights for 
the system of criteria, i.e. their priority. What for the specified model (1) forms the 

direction of the main development and improvement of the model. A separate (inverse), 
important task is to make targeted changes in the model, which w

the strategy of changes in the technological elements of the model, to achieve the set of 
development indicators. This is the task of building a given mainstream of development 
(directed change) of the ecological and economic model [3]. The complexity of the task 

increases with the need to consider the limitations in the system for conducting such 

 
Thus, there is a pressing issue of constructing mathematical algorithms and their 

application to the balance ecological and economic models of type (1) in order to work 

out ways to transfer the system from one state to another by given economic and 
environmental criteria. 
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The steepest descent method (gradient descent) is a method of numerical 
optimization to find the minimum or maximum of a function by moving in the direction 
of the gradient or anti-gradient. It has the easiest implementation compared to other 
methods of optimization, has a fairly weak convergence conditions, but very low speed 
(linear). The gradient step is very often used in other methods, such as Fletcher-Reeves. 

The gradient descent method is used in various machine learning algorithms where 
we need to find the extremum of the function - neural networks, SVM, k-means, 
regression. 

In neural networks, the gradient descent method with some modifications is very 
widely used for perceptron training and is also known as error backpropagation. 

The problem is that for neural network training, it is necessary to change the 
weights in order to minimize the average loss at the output (use optimization algorithms 
on the loss function to reduce loss as quickly as possible). In other words, in order to 
formally make one step on the gradient, it is necessary to submit all data to the input 
sequentially, calculate the error for each value and calculate the required weight 
correction, and after submitting all data calculate the value in the adjustment of each 
coefficient (gradient sum) and correct the coefficients for this step, which takes a lot of 
operations to perform[1]. 

For instance, for linear regression, the loss function will be defined as 

 

where  is a free regression parameter. By definition, a gradient is a vector of the 
following form: 

 

and   is a partial derivative. 

 Let us define the point a, around which the function is defined and differentiated. 
Then the vector of the antigradient will indicate the direction in which the function will 
fall the fastest. From this we can determine that in a certain point b = a - a  for 
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some small a, the value of the function will be less than or equal to the value of the 
function at point a. Based on the afore mentioned concepts, we can derive a formula for 
determining the unknown parameters: 

 

where  is a step of the method. From here we can derive a formula for calculating free 
regression parameters: 

 

Let us rewrite the formula for a sample of n elements: 

 

In other words, for v iterations and n elements for each j it is necessary to repeat the 
above algorithm v times. 
 The requirement of simultaneity means that the derivative must be calculated 
with the old  values, i.e. we should not initially calculate the first parameter, then the 
second, etc., because after changing the first parameter, the individual derivative will 
also change its value. 
 Suppose we have a three-dimensional figure, and if we calculate the parameters 
one by one, then this process can be described as movement in coordinates (one 
coordinate at a time) instead of movement along the vector. This variant of the 
algorithm is called batch gradient descent. The number of iterations also means that the 
parameters will be adjusted until the previous and given values of the function become 
equal. In practice, such equality is impossible to achieve and the criterion , is 
introduced, which characterizes the convergence threshold, i.e. if the difference 
between the previous and current function is less than or equal to  iterations cease. 
 There is another version of the algorithm - stochastic gradient descent. Let's 
compare the formulas of stochastic and batch gradient descent in the pseudocode of 
iterations: 
Batch: for i in train_set: {

 

    } 
Stohastic:  for i in train_set: {

 
    } 
 Although the formulas are similar, there is a significant difference between the 
algorithms: batch gradient descent calculates the step using the entire set of input 
parameters, and stochastic uses only one element per step. 
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The disadvantage of the batch algorithm is that when passing through the curved 
flat valley, the method performance is very slow, because the steps become very small 
[2]. However, the stochastic algorithm does not follow the exact direction of anti-
gradient but deviates each time in random direction, although it almost always reaches 
an extreme. 
 

 
    a)      b) 

Figure 1. Comparison of stochastic (a) and batch (b) descents for 200 elements 
 

As we can see in Fig.1 b) batch descent falls into the the curved valley, so the 
steps along it become very small, however, sooner or later the batch descent will reach 
the minimum. Therefore, there is no noticeable difference between algorithms in the 
sample of 200 elements, but if you increase the sample to 2000 elements, the stochastic 
descent shows much higher efficiency. 

There is also a third type of algorithm: mini-batch. Unlike the batch and 
stochastic algorithms, the mini-batch algorithm uses not one or all values, but a number 
of values, such as 100 random ones. This algorithm is more often used in practice, 
because it is more efficient than the batch algorithm, and less random than stochastic 
descent [3]. 

Thus, the batch algorithm is well suited for strictly convex functions, stochastic 
works better with functions that have a large number of local minima (random values 
allow to come out of curved valleys), stochastic algorithm is generally faster, because it 
does not use the entire sample, although it performs more steps. The mini-batch method 
allows you to vectorize the stochastic algorithm, which speeds up execution and 
increases accuracy. 
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Abstract. The article discusses the principles of monitoring road traffic. The 

basis of the traffic monitoring system is visual observers and sensors of traffic 
parameters. Existing systems and their traffic sensors show unsatisfactory results. In 
order to optimize road traffic in cities, it was decided to develop a microprocessor-
based system for determining the traffic intensity. The basis is Hall sensors and the 
Arduino Pro Mini microprocessor controller. 

Keywords: vehicle traffic monitoring, traffic optimization, IoT. 
 
Purpose and objectives. Given the growing rate of increase in traffic, the issue 

of traffic monitoring is relevant for effective assessment of problematic sections of the 
route, obtaining operational traffic information, traffic management in cities, regulating 
the duration of traffic lights and timely activation of information signs. The purpose of 
this work is to develop a zonal controller that could perform all these functions. The 
task is to develop such a block so that it consists of a minimum number of functional 
units and provides accurate information about the condition of the road. 

 
Object and subject of research. The object of research is the basis of 

information systems for traffic monitoring - visual observers and sensors of traffic 
parameters. The efficiency of the entire information system largely depends on their 
functionality and reliability of data. Modern road traffic control systems are based on 
zonal controllers (ZC), which consist of sensors to obtain primary information about 
the movement of vehicles and a microprocessor unit for data processing [1]. The 
subject of the study is the simplification of the design of the ZC while improving their 
characteristics. 

 
Scientific novelty. Optical and ultrasonic sensors, magnetic gates, video 

surveillance systems are most often used in ZC [2]. Existing traffic sensors of foreign 
production show unsatisfactory results in the conditions of intensive traffic of vehicles 
(vehicles), parking of vehicles in the lane, visual overlap of vehicles of the traffic 
sensor and when moving vehicles between lanes. This leads to a premature transition of 
the ZC to the functional state of "congestion", and a significant reduction in the 
informativeness of the system. I proposed the implementation of the ZC, which 
eliminates all the above shortcomings. 

Research results. To find the optimal solution for recording the movement of 
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cars, the currently existing traffic control systems [3,4] are analyzed, which use 
different physical effects and appropriate sensors to collect primary information. 
Analysis of existing monitoring systems shows that the weak point of such systems are 
the sensors / methods by which motion is detected. Therefore, the main task in creating 
a new traffic control system is to choose an effective method of recording traffic 

means. Below we will consider the method based on the Hall effect and show the 
possibility of its application in traffic monitoring systems. Each vehicle has metal 
elements in its body and, when moving, it will in one way or another affect the Earth's 
magnetic field [5]. To record this change, we use magnetic field sensors. The data read 
by the sensors during the perturbation of the magnetic field is processed by a 
microcontroller with a pre-loaded program (in our case, the microcontroller performs 
the functions of determining the speed and direction of movement). The system 
includes the following components and blocks: 

 two sensors - Hall sensors for removing primary information; 
 data processing unit, consisting of a reading unit and a calculation unit; 
 the reading unit, implements the reading of information from the Hall 

sensors with a certain reading step ts. 
 computing unit, that implements the algorithm of the system, performing 

the necessary speed calculations movement on the basis of information received from 
the reading unit; 

 the data visualization unit implements the user interface of the system with 
the visualization of the monitoring results. 

 

 
Figure 1 - Schematic of the electrical principle of the zonal controller 

 
Research methods and tools. To test the efficiency of the above method of 

measuring the intensity of movement, a model of the experimental stand was designed. 
Magnetic field sensors were installed at a distance of 10 cm from each other. To 
emulate the movement of the vehicle, at a height of 2-3 cm from the sensors moved a 
piece of steel, oriented perpendicular to the direction of movement. The piece of steel 
was chosen as an object that to some extent resembles the front / rear axle of the car. 
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Conclusions: 
1. The existing traffic control systems are analyzed. 
2. The analysis of physical methods of control of movement of motor 

transport is carried out. 
3. The analysis of methods of information processing and traffic monitoring 

is carried out. 
4. To register the movement of vehicles, it is proposed to use sensitive 

magnetic field sensors - digital compasses. 
5. Developed a project of a microprocessor system with magnetic sensors to 

record the movement of vehicles. 
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Abstract. The problem of detecting the movement of objects in a video stream is 
relevant for the development of systems based on computer vision. Computer vision is 
a new scientific direction of robotics and artificial intelligence, associated with image 
processing and the selection of real-world objects. This direction is closely related to 
such areas as computer vision, image processing, analysis and pattern recognition.  

Keywords: motion recognition, algorithm, stream, frame, image.  
  

Introduction:  
With an ever-expanding scope of information systems and computer technologies, 

the task of processing video images in the video stream occurs quite often.  
Today, there are a lot of works that overviewed recognition of objects and 

multimedia data by such scientists as D. Forsyth, A. Yuriev, V. Pratt, J. Furman, etc. 
The authors of these works mainly provided a theoretical basis for the algorithms for 
motion detector and object tracking [1]. They mathematically described the principles 
of their operations as well. Therefore, it became necessary to develop a program that 
would automicaly track objects along the entire "field of view" of the camera.  

  
The problem of identifying moving objects and methods of its solution:  

The task of detecting the movement of an object was first implemented in motion 
sensors. Motion sensor is a special device that tracks the movement of some objects. 
This term is most often understood as an electronic infrared sensor that detects the 
presence and movement of a person, switching the power supply of electrical 
appliances (most often, lighting). The principle of operation of motion sensors is based 
on tracking the level of infrared radiation in the sensor's field of view. When a person 
(or other massive object with a temperature higher than the background temperature) 
appears, the voltage rises at the output of the pyroelectric sensor. Typically, motion 
sensors are used in two cases: either for automatic control of lighting devices, or for 
burglar alarms [2]. 

Nowadays several algorithms have been developed to solve the problem of 
detecting moving objects in two-dimensional images. Most of them are based on 
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separating the foreground from the background of the image. Background subtraction 
methods make a pixel-by-pixel comparison of the current frame with the model and 
associates pixels with the foreground or background. 

The main problem that arises when processing data from a video stream is the 
speed of the algorithms. It is necessary to have time to process the current frame before 
the next one is received. The idea of the algorithm is to compare the location of all 
objects in the "field of view" of the web-camera on two adjacent frames, and determine 
which of them has changed its position. In other words, you need to identify and 
recognize a moved object. 

Object recognition theory develops the theoretical foundations and methods for 
classifying and identifying objects, phenomena, processes, signals, situations and other 
objects characterized by a finite set of certain properties and attributes. Such tasks has 
to be soleved quite often. Exmple is crossing a street at traffic signals. Recognizing the 
color of the traffic light and knowledge of the traffic rules allow you to make the right 
decision about crossing the street at the moment [3]. 

There are two main directions in object recognition that can be distinguished. First 
one is the knowledge of properties of recognition. Second one is their explanation and 
modeling, as well as the development of the theory and methods of constructing 
devices designed to solve individual problems in applied problems. 

Typically tasks such as tracking and detecting motion can be complicated by 
foreign objects in the frame and obstacles. Typical tasks of computer vision are [4]:  

activity containing video data). 
an estimate of 

the velocities of each image point). 
-dimensional model of a circuit with 

two or more images). 
 

During the research, a webcam was used to receive a continuous stream of video 
data. To analyze an image from a webcam, it was split into frames. A frame is a picture 
in .jpg format, which is a snapshot from a video stream. 
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Abstract. The relevance of developing adaptive lighting systems based on the 

Internet of Things has been described. The requirements for the system's capabilities 
have been formulated. 

Keywords: Internet of Things, lightning, administrative buildings. 
 
Every year, the use of systems based on the Internet of Things (IoT) is becoming 

more common in various industries. The use of such systems for controlling 
technological processes in modern office premises, buildings, and structures provides 
them unique advantages, which positively affect the level of competitiveness. IoT is 
widely applied for automating business processes, managing the operation of climate 
systems, controlling object security, and accessing premises and data in Information 
Systems. An example of IoT such systems is a system for controlling the lighting of 
administrative buildings. 

The advantages of developing and using a smart lighting system are the 
improvement of energy efficiency and reducing energy costs; the possibility of 
centralized and individual devices management; monitoring the state of the lighting 
system; creating comfortable working conditions; managing system with a smartphone; 
ensuring security for people in the building. 

It is proposed to develop an adaptive system for energy-efficient lighting of 
administrative buildings using the Internet of Things technology. 

For the convenience of users, the system should provide the ability to control 
each lamp individually or to control the formed group of lamps simultaneously. The 
process of controlling indoor lighting can be simplified by creating basic scenarios for 
typical situations that do not require configuration, as well as the ability to create 
personalized scenarios depending on the user's needs. 

For optimal IoT operation, the system must be equipped with light sources that 
allow you to change the color temperature of lighting, brightness, and color of light. 
Small changes, such as increasing or decreasing the brightness or setting warmer or 
colder lighting, as in Figure 1, will contribute to better creativity of employees, or will 
help direct their attention, focus, and thus increase their performance [1, 2]. 

The lighting system must interact with the security system and amplify alerts 
through color lighting and distinct scenarios that signal a dangerous situation. 
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Figure 1  Different light temperatures in the Herstedlund school 

Such a system implementation will increase the level of energy efficiency, 
reduce energy consumption, and create a controlled, comfortable production 
environment. The introduction of scenarios based on the use of presence sensors and 
light level sensors, in the absence of people, allows you to either completely turn off 
the lights or illuminate the room with lower brightness, taking into account the 
brightness of daylight, if the room has windows [3, 4]. 

While implementing an IoT system for lighting control potential problems should 
be taken into account. Examples of such issues are cyber threats to the system or 
insufficient digital competence of personnel. 

Conclusions. The feasibility of the development lies in the fact that the use of the 
Internet of Things (IoT) system for administrative buildings such as lighting control 
systems will optimize business processes, conditions for their implementation, reduce 
energy and financial costs. In particular, the implementation of such a system will 
expand the capabilities of devices management and help to improve processes by 
analyzing the data obtained while monitoring the usage of premises and devices. 
Moreover, it will have a positive impact on the employees' performance and reduce 
energy consumption. 

 
References: 
1. Effect of Light Color Temperature on Human Concentration and Creativity. URL: 

https://pubmed.ncbi.nlm.nih.gov/26098084/ 
2. 

https://www.luxreview.com/2019/03/08/schools-invests-in-concentration-lighting/  
3. Saving Energy with Internet of Things. URL: https://www.schoolofthefuture.sg/saving-

energy-with-internet-of-things 
4. Creating Smarter Schools: Benefits and Applications of IoT in Education. URL: 

https://www.igor-tech.com/news-and-insights/articles/creating-smarter-schools-benefits-and-
applications-of-iot-in-education 
  



Information Technology and Interactions (IT&I-2020)                         367 

1Peter Nikolyuk  
Doctor of physics and mathematics sciences, professor of computer sciences and 
information technologies department, professor 

2 Tatiana Neskorodieva 
PhD, associate professor of computer science and information technologies department 
3 Eugen Fedorov 
Doctor of technical science, associate professor, professor of department robotics and 
specialized computer systems  
4 Esta Chioma  
Student of computer sciences and information technologies department 
1,2,4  
3Cherkasy State Technological University 
 

 
 

Abstract. This investigation is aimed solving traffic problem in a big city. 
Laying of an optimal route for each vehicle in metropolis has been performed. As a 
result of application of urban traffic regulation an optimal regime of vehicle movement 
is achieved.  

Keywords: urban traffic, optimal route, A*-algorithm, multigraph, java program 
 
The research represents technology that implements an optimal route for each 

vehicle in a large city [1]. As a criterion of an optimality, time travel vehicle on the 
pointed route is selected. Let us call this criterion as t-optimal one. 

Transport network of any city is presented as a weighted oriented graph [2]. The 
laying of t-optimal route in such graph is based on: 1). fixing vehicles that cross each 
intersection; 2). control of all traffic lines between intersections and as a result, the 
optimal route is selected; 3) use of A*-algorithm.             

Thus, the entire transport network of the city is controlled by an intelligent traffic 
management system. By plotting the optimal route in the graph, we can technically 
perform a procedure for regulating vehicle flows due to a dynamic interaction in real 
time between a traffic management system (TMS) and each vehicle that has set its 
position (Fig. 1).  

The TMS transmits to each driver a voice commands concerning a route to a 
destination declared by each driver as with ordinal GPS navigation. The peculiarity 
consists in the fact that program puts the t-optimal route, but not geometrically optimal 
(g-optimal) one as modern GPS navigation does. Because of g-optimal routes traffic 
jams in cities take place. In a case of applying a criterion of t-optimality, there is an 
opportunity not only to improve a travel through individual intersection, but also to 
organize optimal routes for all vehicles in the metropolis, taking into account a traffic 
situation at each particular time moment. 

The proposed technology focuses  
not only on laying t-optimal routes but also is extremely dynamic working with 
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renewable data. The integrated effect of the intelligent regulation leads to a new quality 
 synchronization of traffic flows, and consequently, to the disappearance of the traffic 

jams. An ultimate goal of the study is the algorithm that allows synchronizing the flows 
of vehicles, optimally using all city transport routes and accompanying each vehicle to 
the final destination in a shortest possible time. With this approach traffic jams in cities 
will not occur in general! 
Figure 1  Two adjacent cross-shaped intersections  A and B  and vehicles that enter 

the lane between these intersections are shown. The red stripes are input sensors. 
Output sensors are represented as adjacent green stripes. 

 
 
References: 
1. D. Boguto, V. Volynets, P. K. Nikolyuk, P.P. Nikolyuk, Automated system management of 

veh
-9, (2017).  

2. D. Boguto, V. Komarov, P.K. Nikolyuk, P.P. Nikolyuk, Intellectual urban transport traffic 

-13, (2018).  
 



Information Technology and Interactions (IT&I-2020)                         369 

1 Vadym Paiuk  
Postgraduate Student at the Computer Engineering & System Programming 
Department  
2 Olena Heidarova 
Candidate of Economical Sciences (PhD), Associate Professor at the Economic & 
Managment Department  
1,2 Khmelnytskyi National University 
 

 
 
The development of information technology in various fields continues to be 

accompanied by a relentless desire of attackers to benefit from shortcomings in their 
protection. The most relevant for the benefit from the point of view of attackers are 
organizations and enterprises in which information technology operates. There are many 
ways to penetrate the local computer networks of enterprises (organizations) for the 
purpose of unauthorized access to information in them. One way for attackers to access 
information resources of enterprises (organizations) is to use undocumented capabilities 
in software and hardware of personal computers and peripherals, which allow for covert 
unauthorized access to system resources, usually through a local network. A program 
implant is a secretly implemented program that poses a threat to the information 
contained in a computer [1]. The main purpose of implant of software is to provide 
unauthorized access to confidential information. 

As an object of study we will consider program implant of software used in local 
computer networks of enterprises (organizations). 

Program implant software bookmarks can take part in the creation of botnets, the 
implementation of Trojans, and so on. Therefore, the problem of detecting malicious 
software, in particular, undocumented software bookmarks, remains relevant. 

One of the tasks that needs to be solved is to develop models of program implant 
software  in local computer networks. 

Consider the types of threats from program implant that can be implemented in the 
local network. Their analysis is related to the security requirements of computer systems 
on the network: confidentiality, integrity, availability and authenticity. 

Implant in program models in LAN computers: 1) the model of "interception; 2) 
the "observer" model; 3) the model of "compromise"; 4) model "distortion or initiator 
of errors"; 5) model "garbage collection. 

Research of  implant in program by professional specialists in cybersecurity 
allows to establish their presence on the following grounds: the presence of software 
modules that do not meet the purpose of the process; the presence of operating system 
objects that are opened by the process that do not meet the purpose of the process; high 
intensity of input-output operations from a certain process; a high percentage of CPU or 
internal memory usage from a particular process; the similarity of the file name to the 
file name related to the operating system; the executable file of the operating system 
process is not placed in the conventional directory; the process related to the operating 
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system is performed on behalf of the local user; the code execution protection system in 
the data area, which is enabled for all processes, is disabled for the considered process; 
for a process related to the operating system, other directories are involved, different 
from what should be for such a process; there is no digital signature in the executable 
files of the software; high network activity of the process, which must work locally; etc. 
However, to improve the effectiveness of implant in program detection, tools are 
needed to establish the existence of implant in program without the intervention of a 
network administrator who may not handle some of the features for various reasons. 
Program implant can use masking tools in the system, which complicates their 
detection. 

A distributed multilevel detection system was used for experiments [2].  implant 
in program were developed as part of each of the typical botnets. Then, the purpose of 
the experiments was to test the application of the method of botnet detection, the work 
of the classifier in the structure of the distributed system and determine the dependence 
of the percentage of detected botnet nodes on their representation by vectors containing 
program implant. The experiment was performed for the classifier without adding 
copies of the created botnets and with them, ie the test was performed without training 
the classifier on the created samples and with the preliminary assignment of samples by 
class. The duration of monitoring of the computer of the local network was 350 hours 
for each instance of the botnet of each of the two classifiers. The attack from the nodes 
of the botnet was not carried out. Bot network nodes worked only in the mode of 
computer control and support of the bot network structure through sent messages. Thus, 
for the distribute system components, the objects of study were launched in the 
computer processes and, accordingly, the construction of vectors on them. To conduct 
the experiment, botnets were selected that use the strategy of obtaining full control in 
the computer by activating their components implant in program. To perform the 
experiment by means of API monitoring in the com, vectors were obtained, which were 
alternately processed by the component classifier. 

 Implant in program of software used on local computer networks can cause 
significant harm to personal computer users, and especially to companies that operate 
computer networks and use specialized software. 

Models of Implant in program software allow to include them in detection means 
after the corresponding formalization. The application of the developed models of 
implant in program in the distribute system [2] made it possible to improve the 
efficiency of detection of botnets of which they were part. 
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A new method of processing objects of complex object-oriented systems is 

proposed based on objects' proxying technology. 
Object proxying technology is designed to mediate access between the object and 

its environment [1]. It provides the use of a special Proxy object to wrap the proxied 
object and further intercept actions on it, to delegate the organization of access to it and 
its behavior Proxy-object. 

Proxying technology is widely used in the design of browser applications and 
solutions (frameworks). 

The syntax for using the Proxy object proxying class [2 4] (JavaScript 
programming language): 

let proxy = new Proxy (target, handler); 

The target parameter is an object (the object can also be a function, an array of 
objects, or a Proxy object) to be proxied, and the handler parameter is a wrapper 
function that specifies the behavior for the proxied target object. 

The main idea of using the Proxy class is to create special "traps", each of which 
allows you to intercept the execution of internal methods (low-level methods that 
describe most actions on the object) over the original object, substituting each of their 
behavior. The internal methods include (the full list is given in [2, 3]): 

 [[Get]] - read property; 
 [[Set]] - record property; 
 [[Delete]] - delete the property (call the delete operator); 
 [[Call]] - call the object method; 
 [[Construct]] - call the new operator, etc. 

Accordingly, by extending the configuration of the Proxy object in the handle 
parameter, you can "set traps" for basic actions on the object, but subject to certain 
restrictions on their implementation. 

The paper proposes a new method of processing objects of complex object-
oriented systems based on the application of object-proxying technology. A library has 
been developed that organizes the transmission of messages by objects to basic Proxy-
objects for further analysis of the received information. The purpose of this 
development is to simplify the processing of complex objects, tracking their condition 
at any time, to capture memory leaks. 
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Based on the developed method, is offered an algorithm for counting the number 
of duplications of objects of a complex system. The proposed algorithm also can be 
used for efficient and quick check objects for uniqueness under conditions of complex 
inhomogeneous system structure. 

In fig. 1 presents a complex system with a heterogeneous structure of 
relationships between objects. Dotted arrows indicate the properties of objects 
(connections such as aggregation), solid arrows - the direction of transmission of 
messages by objects. 

When using the proposed method, to successfully verify the uniqueness of a 
particular object in the system, it is sufficient to generate a request "up" to the 
appropriate Proxy with the appropriate message. Accordingly, the object Obj4 (Fig. 1), 
being non-unique, will generate a message twice. Proxy-object is enough to count the 
number of non-unique objects based on the received messages (without using the 
operations of direct analysis and comparison of system objects). 

 
 

 
 
 
 
 
 
 

Figure 1 - Example of a complex system based on Proxy-objects 
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Over the past few years, IoT has become one of the most important technologies 

of the 21st century. Nowadays it is possible to connect household items - kitchen 
appliances, machines, thermostats to the Internet to let the communication between 
people and things (devices) to be seamless. 

With low-cost cloud computing, big data, analytics and mobile technology, 
physical devices can share and collect data with minimal human intervention. In this 
hyperconnected world, digital systems can record, monitor and regulate every 
interaction between connected things. The physical world corresponds to the digital 
world, and they tightly cooperate[1]. 
 An earthquake is an accidental natural disaster that damages property and 
sometimes causes human deaths. We cannot stop or fight against earthquakes, but we 
could be notified in advance. Currently, there are numerous approaches that can be 
used to detect small earthquakes and vibrations. Precautions could be made before 
major oscillations occur inside the earth surface. Lifes can be saved by warning people 
in advance. 

Significant seismic processes exist in western Ukraine, particularly in 
Zakarpatska oblast, where there have been earthquakes occurred with an intensity of 6-
7 points on Richter scale. The epicenters of these earthquakes were in the areas of 
Svalyava, Dovhy, Teredasva, Mukachevo, Uzhhorod[2]. Therefore, the Zakarpatska 
oblast can serve as an example of the region for the creation of a system for monitoring 
seismological activity. 

The most common type of data driven IoT system that reports a natural disaster 
is a tsunami detection system. Early warning of a disaster helps prevent many lost lives 
and reduces economic and material damage. Sensors are installed in coastal regions and 
transmit data to a remote data center. Such data centers perform data aggregation and 
operational procedure for detecting destructive events. Methods include GIS 
(geographic information system) for capturing, storing, analyzing and sending 
notifications. 

In a seismic monitoring system, seismographs should be placed in the form of a 
grid covering the area of potential earthquake occurrence. The distance between the 
sensors will depend on the measurement accuracy of each sensor. The location in the 
form of a grid will allow to use the method of triangulation to determine the hypocenter 
of the earthquake. The implementation of the sensor is a moderately powerful 
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microcontroller, with GSM or satellite communication module. Two accelerometers 
can be used to measure seismic events i.e. to measure longitudinal and transverse 
acceleration. The design of the sensor must comply with standard of operation of the 
device outdoors with the influence of any atmospheric factors in temperate and cold 
macroclimatic areas. 

The communication protocol between the sensors and the processing center is 
MQTT - a standardized, lightweight protocol that distinguish all devices as publishers 
and subscribers [3]. The publishers are sensors, the subscribers is a processing and 
analysis center and an smartphone or a web app for results representation. 

 
Figure 1  MQTT [4] 

 
As of today, there is no earthquake early warning system in Ukraine. But with 

increasing seismic activity in some regions of our country, the implementation of such 
systems may become necessary to prevent deaths and significant economic and 
material damage. 
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The rapid growth in the number of complex and extensive web-applications has 

led to the introduction of the latest communication technologies within the project. The 
monolithic architecture is logically replaced by microservices [1]. In this regard, the 
task of determining the technical and technological features of this technology becomes 
relevant. 

It is known that the monolithic architecture involves the process of developing 
the application as a whole. Any changes, even the smallest ones, require significant 
restructuring and deployment of the entire application. Over time, it becomes 
increasingly difficult to maintain a clear and understandable modular structure, as 
changes in the logic of one module tend to affect the code of other modules. Unlike a 
monolithic architecture, a microservice architecture is an approach to building a server 
application as a set of almost unrelated services (Figure 1). Services are developed and 
deployed separately and independently of each other [2]. A separate process is required 
to run each service. Communication between processes is implemented using HTTP / 
HTTPS, WebSockets or some other protocols (Figure 2). 

 

  
Figure 5  The typical transition from 

a monolith to microservices [3] 
Figure 2  Microservices landscape 

for the refactored monolith [3] 
 
Implementation of microservice architecture involves the use of a stack of 

information technology and related software (Figure 3, [4]). In particular, one of the 
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options for deploying the Kubernetes cluster requires the use of Minikube, Kubectl, 
Docker. Minikube implements the local launch of a single-node Kubernetes cluster on a 
virtual or physical machine. Kubectl is a command line tool for managing Kubernetes 
clusters. Docker is a container runtime. 

 

 
 

Figure 3 Kubernetes architecture  Figure 4  Response time to the request 
 

To test the technical and architectural parameters of the considered 
implementations, the application was deployed [5] on a virtual machine AWS EC2  
monolithic architecture and Kubernetes cluster on AWS EKS  microservice 
architecture. Consider the example of deploying a Kubernetes cluster on a Linux 
machine. 

 

  
Figure 5  Reliability Figure 6  Price scaling 

  
Figure 7  Time for which the cost of 
operating microservice architecture 

becomes more expensive than 
operating monolithic 

Figure 8  Dependence of the number 
of communication links depending on 

the number of project participants 
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As part of the study, studies were conducted on the following  
characteristics [5, 6]: 

1) Speed of response to a request (Figure 4); 
2) Reliability (Figure 5); 
3) Scaling (Figure 6, 7); 
4) Team communication (Figure 8). 
We investigated the configuration of the microservice and monolithic application 

architecture. We concluded that the microservice architecture has much greater fault 
tolerance and flexibility compared to the monolithic architecture. Applications 
deployed in a microservice architecture are much easier to scale and update than 
applications deployed in a monolithic architecture. Application developers with a 
microservice architecture communicate much more efficiently in smaller teams 
compared to the large teams required to develop applications with a monolithic 
architecture. 

However, the monolithic application deployment architecture is simpler and 
great for deploying an application with unallocated workloads. Monolithic architecture 
responds much faster to requests and has fewer moving parts. Therefore, it may be 
easier to administer and maintain applications with monolithic architecture. 
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Phase synchronization systems are widely implemented in various radio 

engineering devices of communication, radar and control technology, as well as in the 
device of accurate magnetic recording. It should be noted that the dynamics of the 
synchronization system, as an automatic control system, is directly related to the level 
of its astatism. That is, increasing the level of astatism of the synchronization system to 
the second and higher orders while ensuring a sufficient level of its speed is one of the 
ways to ensure the efficient operation of the system as a whole [1]. Research of the 
construction scheme of a closed synchronization system, composed of a combination of 
logic devices, in the direction of assessing the possibility of increasing the order of 
astatism of the system, reducing the variance of constant and transient errors in the 
process of carrier frequency tracking in the presence of noise in the communication 
channel. the problem to which this work is devoted. 

Due to the fact that it is practically impossible to create an absolutely invariant 
system, in practice selective absolutely invariant systems are used, which allow to 
provide zero constant error under certain types of external influences. 

In fact, the condition of selective absolute invariance is to require the equality of 
zero of the first few error rates of the system or, in other words, to require a certain 
order of astatism of the system [2]. 

On the other hand, ensuring a minimum phase filtering error is realized by 
automatically adjusting the specified process due to the presence in the control circuit 
of the feedback synchronization system. The specified feedback is a proportional 
controller, the task of which is to increase the accuracy of control commands, ie to 
increase the astatism of the control system of the carrier frequency synchronization 
scheme. 

A characteristic feature of astatism is the presence of the structural scheme of the 
system K integrating links [1]. 

The order of astatism of a closed system in relation to the control effect is equal 
to the number of integrating links included in the feedback circuit between the points of 
application of this influence (input) and the error measurement point (output) and does 
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not depend on the number of integrating links included in the direct signal conversion 
circuit between these points [1]. 

In this case, as shown in [3], the choice of system parameters must be made 
under the condition of compromise adjustment. 

A similar situation arises in the closed synchronization systems (CSS) of a higher 
order, the approach of the filter in a closed loop to the integrating second order also 
worsens the transition process [2]. 

In addition, as follows from the relations and conclusions given in [4], for CSS, 
by switching from PIF to IF it is possible to reduce the permanent error, but it is not 
possible to eliminate it completely, and at r = 2 the system remains inoperable . 

Obviously, the further development of the process of minimizing the phase error 
requires solving problems to change the scheme of construction of the synchronization 
system. One of the ways to solve this is the synthesis of combined synchronization 
systems in the direction of the introduction of open communication. This issue is 
sufficiently covered in the works [5]. 

The research was carried out in relation to the variant of the scheme of 
construction of the system of phase synchronization of the closed type at tracking of the 
carrier frequency in the conditions of presence of noise in the communication channel 
offered in article. It is shown that taking into account the additive Gaussian noise and 
instability of generators, the desire to minimize the phase error variance in the class of 
closed synchronization systems causes a deterioration of the system dynamics and does 
not increase the order of astatism. A further direction of research is to work on the 
synthesis of broken communication in combined synchronization systems against the 
background of additive Gaussian noise, taking into account the phase instability of the 
generators. 
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Abstract. The learning process management system has been developed using 
the cross-platform Java programming language in the Netbeans environment with a 
connection to the XAMPP web server. The efficiency of this system and the advantages 
of its use for teachers were investigated in order to speed up the learning process and its 
better organization in educational institutions with a large number of students. 

Keywords: software, managing education system, web application. 
 
With the increase in the number of students in the universities every year, there is 

a problem of convenient organization of data about students, their grades and the list of 
disciplines. That is why the question was raised about the development of a convenient 
learning management system for teachers with a special interface and database 
connection. The ability to adjust the data at any time according to changes in real time 
is another advantage of the system, which will significantly reduce time spent on the 
organizational processes. 

the system and, if necessary, the database in which the information is stored. Such 
architectural decisions were made on the basis of an open-layer architecture of a 
multilevel model.[1] 

Previously, in these systems, such users could not directly access the database, 
which slowed down the learning process and required more staff. The developed 
system solves this problem and during the work process the teacher does not need to 
apply to such bodies of the educational process as the dean's office or senior 
management, because all the information can be obtained directly in the system. 

The aim of the work is to create an effective software system for managing the 
educational process in educational institutions, which will be a very effective 
multifunctional mechanism, in order to rationally use resources and improve the work 
of teachers and students in general. 

The implementation of this system were possible only due to use of the Xampp 
multi-platform web server and the phpMyAdmin web application to administer the 
MySQL database. 

Figure 1 shows the system's ability to adapt to each teacher who has their own 
username and password in advance. To add grades to the system, the teacher only needs 
to choose the discipline taught by the teacher and the student from the list. In Figure 1, 
you can also see that when entering data, the user ensures the confidentiality of 
information by transferring data automatically to the database table. 
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Figure 1  Page of adding marks 

Then, by connecting to the Xampp web server and the phpMyAdmin web 
application, that are extremely easy to install and low in memory, the teacher will be 
able to see the interface for accessing student data, their grades for the subject and the 
number of exact hours, dedicated to the particular subject. 

Below in Figure 2 you can see how it looks like in the phpMyAdmin web 
application (i.e. in the database table): 

 
Figure 2  The view of structure of the database with the table names 

 
Conclusions. The implementation of this system is very successful, because it 

simplifies the learning process and saves time for the teachers and staff in educational 
institutions. The development of software systems of this type guarantees the 
improvement of education in educational institutions as a whole, by solving 
organizational problems in this way. 
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